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TOT		PROGRAMME	ON	INTERNAL	CONTROL	SYSTEM	‐	SESSION	
PLANNING	
 

Day	 Session	 Topic	to	be	covered
Fourth	 I	 Introduction,	course	objectives	‐
	 II	 Definition	and	outline	of	a	good	Internal	Control	

System		–	its	role	and	importance.	‐	NABARD	guidelines	
and	master	circulars	on	ICS.	

	 III	&	IV	 Branch	Inspection	–Scope	and	content	–	Format	for	
Branch	Inspection	–	NABARD	guidelines	‐‐	Reporting	
and	Review	arrangement	–	Calling	for	compliance	
Branch	Inspection	–	Group	discussion	w	r	t	NABARD	
guidelines	and	format	–	
Group	discussions	on	the	Model	formats	for	Branch	
Inspection	of	a	CCB	and	branch	of	StCB.		Participants	
view	of	existing	arrangements	and	improvements	
needed	

	 	
Second	 I	&	II		 Internal	Audit	– Scope	and	content ‐ NABARD	

guidelines	and	format	–	Participants	view	of	existing	
arrangements	and	improvements	needed.	‐–	Review	of	
existing	arrangements	and	scope	for	improvement.	

	 III	&	IV	 Concurrent	Audit	– Definition,	Scope	and	coverage	–
content	and	format	‐	Aspects	to	be	covered	by	the	
Concurrent	Auditor	while	examining	the	Investment	
Portfolio	as	per	NABARD	guidelines	‐	Participants	view	
of	existing	arrangements	and	improvements	needed.	
	
Control	returns	–	Off‐Site	Surveillance	Returns	–	
Participants	view	of	existing	arrangements	and	
improvements	needed.	

	 	
Third	 I		 Role	of	Audit	Committee	and	Risk	Management	

Committee	as	part	of	ICS.	
	 II	 Internal	Control	arrangements	for	Fraud	Risk	

Management	
	 III	 System	Audit	and	Revenue	Audit	– NABARD	Guidelines	
	 IV	 Action	Planning	by	participants	– Panel	discussion	–

Feedback	&	Valediction	
	
	
	 	



TOT		PROGRAMME	ON	INTERNAL	CONTROL	SYSTEM	‐	COURSE	
OBJECTIVES	
	
After	going	through	the	course,	the	participants	will	be	enabled	to:		
	

 	explain	the	need	for	adoption	of	appropriate	Internal	Control	System								(ICS),	
norms	and	practices	in	the	Short	Term	Cooperative	Credit			Structure	[STCCS],	for	
dealing	with	various	aspects	systemic	and	procedural	weaknesses	in	the	banks.—
Explain	how	a	good	Internal	Controls	System	can	be	an	integral	part	of	overall	
“Operating	Risks		Management”	in	banks.		

 explain	the	guidelines	of	the	banking	regulator/supervisor	on	ICS	methodology	
and	its	functioning;		

 outline	the	features	of	a	well‐defined	Internal	Control	Policy,	Process,	,	
preparation	of	bank’s	ICS	Manual;	

 understanding	the	difference	between	Internal	Audit	and	Internal	Inspection,	
internal	audit	and	external	audit	‐		scope	and	content	of	Internal	Audit,	Branch	
Inspection	&	Concurrent		

 	explain	the	role	and	responsibilities	of	different	governance	structures,	like	
Audit	Committee,	Board	of	Directors	[BoD],	Committees	of	the	Board,	Chairman	
and	CEO,	internal	control	mechanism,	external	audit	and		banking	supervisor;		

 facilitate	the		BoD	in	having	the	affairs	of	the	bank	conducted	in	a	manner	devoid		
of		all	Operational	Risks	so	as	to	prevent	any	pecuniary		or	reputational	loss	to	the	
bank	due	to	staff	negligence;		

 facilitate	in	ensuring	that	the	ICS	helps	in	improving	the	bank’s	profitability,	
arresting	income	leakages,	ensuring	proper	maintenance	of	bank’s	assets,	
compliance	with	regulatory	requirements	and	transparency	in	financial	and	non‐
financial	disclosures.		

 Understand	and	explain	the	process	involved	in		preparing	suitable	IT	Policy,	
Security	measures	for	protecting/	developing		data	management,	computer	
software	and	hardware	safety		and	security	by	undertaking	Information	System	
Audit	(ISA)	periodically.		

	

	

	

	

	

	
	
	
	
	
	



CHAPTER	1	‐			Introduction	to	Internal	Controls	System	in		Cooperative	
Credit	Institutions		
	
	

1.					Internal	Control	Defined	
	
1.1.					Internal	control	is	defined	as	follows:	
	
Internal	control	is	a	process,	affected	by	an	entity’s	Board	of	Directors,	management,	and	
other	personnel,	designed	to	provide	reasonable	assurance	regarding	the	achievement	of	
following	categories	of	objectives.	
	

o Effectiveness	and	efficiency	of	operations;	
o Reliability	of	reporting;	and	
o Compliance	with	applicable	laws	and	regulations.	

	
1.1.1.			This	definition	emphasizes	that	internal	control	is:	
				
(a)	 A	process	consisting	of	ongoing	tasks	and	activities.	 	 It	 is	a	means	 to	an	end,	
not	an	end	in	itself.	
	
(b)	 Effected	by	people.	 	 It	 is	not	merely	about	policy	Manuals,	 systems	and	 forms,	
but	about	people	at	every	level	of	the	organization	that	impact	internal	control.	
	
(c)	 Able	 to	provide	 reasonable	assurance,	 not	 absolute	 assurance,	 to	 an	 entity’s	
senior	management	and	Board.	
	
(d)		 Geared	 to	 the	 achievement	 of	 objectives	 in	 one	 or	 more	 separate	 but	
overlapping	categories.	
	
(e)	 Adaptable	to	the	entity	structure.	
	
1.1.2.			This	definition	of	internal	control	is	intentionally	broad	for	two	reasons.		First,	it	
captures	 key	 concepts	 of	 fundamentals	 to	 how	 Cooperative	 banks	 design,	 implement,	
conduct	 and	 evaluate	 internal	 control,	 providing	 a	 basis	 for	 application	 across	 various	
banks	in	different	geographic	regions.		It	also	provides	flexibility	in	application,	allowing	
an	entity	to	sustain	internal	control	for	an	entire	entity,	or	an	operating	unit,	division,	or	
function	 relevant	 for	 operations,	 reporting	 or	 compliance	 objectives,	 based	 on	 the	
entity’s	specific	needs	or	circumstances.	
	
Second,	 the	 definition	 accommodates	 subsets	 of	 internal	 control.	 	 Those	who	want	 to	
may	focus	separately,	for	example,	on	internal	control	over	reporting	or	controls	relating	
to	compliance	with	laws	and	regulations.	
	
1.1.3.	 	 	 	 	Implementing	a	system	of	internal	control	allows	management	to	stay	focused	
on	 the	 organization’s	 pursuit	 of	 its	 operations	 and	 financial	 performance	 goals,	 while	
operating	within	the	confines	of	relevant	laws	and	minimizing	surprises	along	the	way.	



Internal	control	enables	an	organization	to	deal	more	effectively	with	changing	economic	
and	 competitive	 environments,	 leadership,	 priorities,	 and	 evolving	 business	models.	 It	
promotes	efficiency	and	effectiveness	of	operations,	and	supports	reliable	reporting	and	
compliance	with	laws	and	regulations.		

	
1.1.4.	 	 Internal	 control	 is	 not	 one	 event	 or	 circumstance,	 but	 a	 dynamic	 and	 iterative	
process		

		 —	Actions	 that	permeate	 an	entity’s	 activities	 and	 that	 are	 inherent	 in	 the	way	
management	 runs	 the	 business.	 Embedded	 within	 this	 process	 are	 policies	 and	
procedures.		

These	policies	reflect	management’s	statement	of	what	should	be	done.	Such	statements	
may	be	documented,	explicitly	stated	in	other	management	communications,	or	implied	
through	management’s	decisions.	Procedures	consist	of	actions	that	implement	a	policy.	
These	policies	and	procedures	exist	to	effect	control.		

1.1.5.	 	 	 Business	 processes,	 which	 are	 conducted	 within	 or	 across	 operating	 units	 or	
functional	 areas,	 are	 managed	 through	 the	 fundamental	 management	 activities	 of	
planning,	 executing,	 and	 checking.	 Internal	 control	 is	 integrated	with	 these	 processes.	
Internal	control	is	most	effective	when	it	is	embedded	in	the	entity’s	infrastructure	and	
its	ongoing	activities	

	
1.1.6.		Building	in	controls	to	an	existing	system,	or	modifying	controls	elsewhere	in	the	
entity,	 directly	 affects	 the	 entity’s	 ability	 to	 reach	 its	 goals,	 supports	 quality	 business	
initiatives,	 and	 has	 important	 implications	 to	 cost.	 In	 contrast,	 layering	 on	 new	
procedures	to	address	internal	control	separate	from	those	that	run	the	business	can	add	
costs.		

1.1.7.	 	By	focusing	on	existing	controls	that	contribute	to	the	overall	system	of	control,	
and	by	building	controls	into	basic	operating	activities,	an	entity	often	can	avoid	costs	of	
developing	new	procedures.		

	
1.1.8.	 		“Control”	as	a	concept	and	a	tool,	means	different	things	to	different	people	and	
therefore	it	is	essential	to	define	and	put	it	in	the	right	perspective.	
	
1.1.9.	 	 	 Systems	are	vehicles	 for	 transforming	policies	 into	performance.	Systems	stem	
from	the	objectives	and	policies	of	 the	organization	and	have	 to	be	 in	 tune	with	 them.		
They	 help	 the	 organization	 to	 efficiently	 and	 effectively	 attain	 its	 goals.	 They	work	 as	
tools	for	achieving	results	and	not	as	ends	in	themselves.	Any	system	in	an	organization	
should	satisfy	the	following	parameters.	
	

 It	should	have	a	well‐defined	objective	and	policy	backing.	
 It	should	have	the	necessary	controls	and	safety	features,	



 It	should	be	easy	to	understand,	implement	and	follow	at	the		 	 	
operational	(i.e.	branch)	level,	

 It	should	be	customer‐friendly	and	at	the	same	time,		 	 	 	 	
operationally	efficient,	

 It	 should	 not	 be	 inconsistent	 or	 in	 conflict	 with	 the	 other	 relevant	 systems,	
procedures,	policies,	guidelines,	practices,	standards,		 directives,	etc.,	in	place.	

 The	working	of	the	system	should	be	monitorable.	
 The	system	should	be	technology	friendly	and	implementable		 with	 available	

manpower	to	achieve	the	objectives	in	the	most		 cost‐effective	manner	consistent	
with	efficiency	and	competitive	needs.	

	
1.1.10.	 	 	 	 Internal	 Control	 System	 means	 all	 the	 policies	 and	 procedures	 (internal	
controls)	adopted	by	the	management	of	an	entity	to	assist	 in	achieving	management's	
objective	 of	 ensuring,	 as	 far	 as	 practicable,	 the	 orderly	 and	 efficient	 conduct	 of	 its	
business,	 including	 adherence	 to	management	 policies,	 the	 safeguarding	 of	 assets,	 the	
prevention	 and	 detection	 of	 fraud	 and	 error,	 the	 accuracy	 and	 completeness	 of	 the	
accounting	 records,	 and	 the	 timely	preparation	of	 reliable	 financial	 information.	 	 They	
are	affected	by	the	Board	and	senior	management	with	participation	of	the	entire	entity	
in	 order	 to	 limit	 or	 control	 risks,	 safe	 guard	 assets	 and	 generally	 ensure	 that	 all	 the	
operations	of	the	entity	are	carried	on	efficiently	and	economically.	Internal	controls	aim	
to	(i)	separate	and	rotate	duties	(ii)	limit	authorities	and	encourage	delegation	(iii)	safe	
guard	 assets	 and	 information	 (iv)	 ensure	 formal/informal	 reviews	 and	 evaluate	
decisions.	

	

1.1.11.			The	Board	of	Directors	is	an	important	element	of	internal	control.	For	example,	
the	Board	and	senior	management	establish	the	tone	for	the	organization	concerning	the	
importance	 of	 internal	 control	 and	 expected	 standards	 of	 conduct	 across	 the	 entity.	
However,	people	do	not	always	understand,	communicate,	or	perform	consistently.		

1.1.12.	 	 	 	 Each	 individual	 brings	 to	 the	workplace	 a	 unique	 background	 and	 technical	
ability,	and	each	has	different	needs	and	priorities.	These	 individual	differences	can	be	
inherently	 valuable	 and	 beneficial	 to	 innovation	 and	 productivity,	 but	 if	 not	 properly	
aligned	with	the	entity’s	objective,	they	can	be	counterproductive.	Yet,	people	must	know	
their	responsibilities	and	limits	of	authority.	Accordingly,	a	clear	and	close	linkage	needs	
to	exist	between	people’s	duties	and	the	way	in	which	these	duties	are	carried	out,	and	
aligned	with	the	entity’s	objectives.		

	
1.1.13.	 	 	 	 	As	a	process	 internal	control	comprises	of	a	series	of	actions	and	operations	
that	lead	to	a	desirable	result.	As	a	system	it	integrates	the	actions	of	several	underlying	
elements,	 namely,	 the	 people,	 the	 procedures	 and	 the	 processes,	 all	 within	 an	
organization	 such	 that	 the	 organization	 achieves	 its	 designed	 and	 desired	 goals	 and	
objectives.	 Sound	 internal	 checks	 and	 controls	 are	 critical	 for	 success	 of	 any	
organization,	more	so,	for	rural	cooperative	banking	institutions	such	as	the	DCCBs	and	
SCBs	 as	 these	 organizations	 are	 the	 repositories	 of	 public	 savings	 and	 failure	 of	 these	
organizations	may	have	far	reaching	impact	on	the	local	as	well	as	national	economy.	
	



1.1.14						Internal	Control	System	needs	to	be	established	in	all	cooperative	banks	such	
as	SCBs,	DCCBs,	to	assure:	
	

 Banks’	operations	are	carried	on	economically,	effectively	and	efficiently;	
 Transactions	 are	 recorded	 accurately	 under	 appropriate	 authority	 and	 in	

accordance	with	generally	accepted	accounting	principles;		
 assets	and	information	are	safe	guarded;	
 Banks	 comply	 with	 applicable	 laws,	 regulations,	 internal	 policies	 and	

procedures.	
	
1.1.15.	 	 	 Internal	 control	 aims	 at	 determining	 the	 principles	 and	 procedures	 of	 the	
internal	 supervision	 (control/audit)	 systems	 and	 risk	 management	 systems	 that	 the	
banks	shall	establish	in	order	to	monitor	and	control	the	risks	they	are	exposed	to.	

	

1.1.16.		Banking	by	nature	entails	a	huge	amount	of	risk	and	resultantly,	internal	control	
systems	 in	 respect	 of	 banks	 have	 special	 importance	 for	 sound	 banking	 operations.	 A	
robust	 internal	 control	 system	helps	 the	management	 to	achieve	 the	bank’s	objectives,	
long‐term	profitability	targets	and	maintain	reliable	financial	and	managerial	reporting.	
Such	 a	 system	 can	 also	 help	 to	 ensure	 that	 the	 bank	 will	 comply	 with	 laws	 and	
regulations	as	well	as	policies,	plans,	internal	rules	and	procedures,	and	decrease	the	risk	
of	unexpected	losses	or	damage	to	the	bank’s	reputation.	

	

1.2.				System	of	Internal	Control:	
	
1.2.1.			Control	systems	work,	to	some	extent,	like	nervous	system	of	a	living	organism.	It	
maintains	 and	 controls	works	 of	 other	 systems	 of	 an	 organization.	 A	 sound	 system	 of	
internal	checks	and	control	is	the	sine–qua‐non	for	any	business	organization	striving	to	
attain	success	in	its	fields.	Type	of	controls	needed	at	bank	level	and	how	it	is	exercised	
is	given	 in	Annexure	 ‐	 I.	 	 Internal	control	 structure	of	any	organization	depends	upon	
the	 size,	 complexity	 and	 risk	 profile	 of	 its	 operation.	 However,	 the	 basic	 intent	
underlying	 any	 internal	 control	 process	 is	 that	 it	 should	 be	 efficient	 and	 effective,	
conducive	 to	 achievement	 of	 bank’s	 performance,	 information	 and	 compliance	
objectives.		

	
What	is	new	and	why	it	is	emphasized	so	much	now?	
	
1.2.2.	 	 	 Proper	 system	 and	 procedures	 act	 as	 in‐built	 safeguards	 not	 only	 to	 ensure	
smooth	working,	but	also	guard	against	possible	irregularities	and	fraudulent	practices.	
From	 the	 evolution	 of	 cooperative	 banking	 system	 it	 can	 be	 seen	 that,	 like	 any	 other	
organization,	 cooperatives	 also	 have	 the	 checks	 and	 control	 mechanism	 inbuilt	 in	 its	
system.	With	the	passage	of	time	various	developments	took	place,	which	prompt	a	need	
for	 rejuvenation	of	 the	 system.	The	 factors	which	are	 responsible	 for	 this	 are	given	as	
under:	
	

 Increase	in	volume	of	business	and	banking	transactions	in	a		 	 				
competitive	environment.	



 Infusion	of	complex	banking	instruments	in	money	market.	
 iii.Depletion	of	man	power	in	cooperatives	due	to	poor	resource	base		 					and	

inability	of	the	bank	to	replace	them	resulting	in	multi‐	tasking	and	at	times	work	
is	done	by	staff	not	authorised	to	do	so.	

 Division	of	labour	and	decentralization	of	responsibilities.	
 Introduction	of	stringent	supervisory	norms.	

	

1.3.					Internal	Controls	–	A	system	of	tasks,	procedures,	activities	and	
controls	
	
Institutionalization	of	internal	controls,	whether	for	a	small	credit	entity	like	PACS	at	the	
bottom	of	 the	CCS	structure	or	a	 larger	entity	 like	SCB	at	 the	 top	of	CCS	tiers,	 involves	
fusing	the	following	five	components	in	a	manner	that	all	controls	enable	management	to	
achieve	the	above	objectives.	
	
Major	Elements	of	Internal	Controls	
	
CONTROL	
CULTURE		

RISK	ASSESSMENT CONTROL	
ACTIVITIES	

ACCOUNTING,	
INFORMATION	
AND	
COMMUNICATI
ON

MONITORING	AND	
CORRECTING	

Control	 environ‐
ment	 is	 all	 about	
management’s	
commitment	 to	
internal	 controls.	
Absence	 or	
dilution	 in	 the	
commitment	 can	
materially	 affect	
all	other	controls	
and	 defeat	 the	
objectives	 of	 the	
control	 systems.	
Management	
should	 foster	 the	
control	 culture	
that	encourages:	

Internal	 control	
system	 is	 a	 part	 of	
the	overall	risk	
management		
system	of	an	entity.	
How	 does	 the	
management	 view	
the	 risks	 and	 what	
type	 of	 internal	
controls	 should	 it	
design	to	effectively	
address	the	risks,	is	
a	critical	element	of	
the	overall	ICS.	

These	 are	
essentially	
the	 adminis‐
trative,	
accounting	
monitoring	
and	physical	
controls	
established	
to	 implement	
management’
s	directives.	

Procedures	
and	controls	
established	 to	
record,	
process,	
summarize	
and	 report	 the	
transactions	
and	 maintain	
necessary	
accountability	
for	 assets	 and	
liabilities	 of	
the	
organization.	

Major	 types	 of	
activities	 that	 the	
organization	
could	 use	 to	
determine	 the	
quality	of	 the	 ICS	
at	 any	 point	 of	
time.	 The	
purpose	 of	
monitoring	 is	 to	
ensure	that	ICS	is	
adequately	
designed	 and	 is	
effectively	
practiced.	

Internal	Control	System	Activities/Procedures	
1.	 Written	
policies	and	
procedures	
manuals	
and	adherence	to	
such	
manuals;	
	
	
	
2.	 Competence	

Risks	 keep	 varying	
due	 to	 several	
contributing	 factors	
like	 new	 line	 of	
business;		
change	 in	 account‐
ing	 systems/	
pronouncements.	
	
	
Control	 procedures	

These	 are	
policies,	
procedures,	
internal	
checks	
established	 to	
ensure	 that	
control	
objectives	 in	
the	total	
life	 cycle	 of	 a	

Identification	
and	
recording	 of	
all	 events/	
transactions	
by	 correctly	
measuring	
their	 value	
and	 properly	
presenting	
them	 as	 per	

These	 are	
essentially	post	
transaction	
controls	and	
include:	
·	Internal	audit	
·	Inspections	
·	 Review	 of	
customer	
complaints/	
grievances.	



and	 commitment	
of	staff;	
3.	 	 Delegation/	
assignment	
of	authority;	
4.	 A	 leadership	
style	 that	
promotes	control	
culture;	
5.	 A	 monitoring	
style	 that	
communicates	
seriousness	 of	
the	Board	and	
management	
in	 implementing	
controls.	

are	 useful	 to	 those	
risks,	 which	 are	
controllable,	 and	
those	which	are	not	
controllable,	 should	
either	 be	 accepted	
as	such	or	the	entity	
withdraws	 from	
such	business	
environment.	

transaction	
are	 achieved.	
These	include:	

Segregatio
n	of	duties	

Approval	
and	
authorizations	

Verification	
and	
reconciliation	

Physical	
controls	

Periodical	
operational	
reviews.	

accounting	
standards	
and	
principles	

	 	
	
	

1.4.				Broad	objectives	of	ICS:	
	
The	ICS	is	linked	to	all	functional,	administrative	areas	of	bank’s	operation.	The	primary	
objective	of	ICS	should	be:	
	

 to	ensure	proper	functioning	of	the	systems	in	place	in	the	organization	thereby	
safeguarding	assets	of	the	organization	to		the	satisfaction	of	all	stake		 holders	
including	supervisor	and		 regulators.	

 to	 introduce	 new	 ICS	 keeping	 in	 view	 changing	 business	 environment,	 new	
products,	business	expansion,	supervisory	and	regulatory	requirements	etc.	

 to	 review	 efficacy	 of	 the	 old	 ICS	 and	 introduce	 changes	
(documenting,Internalizing,	practising)	

 to	 identify	 irregularities	committed	by	an	individual,	groups	by	way	of	omission	
or	commission.	

 to	identify	loopholes	in	the	system	which	are	responsible	for		 occurrence	 of	 the	
irregularity.	

 to	protect	interest	of	the	organization	by	stemming	the	leakage	of		 income,	 to	
protect	interest	of	depositors	and	financiers,	

 to	ensure	providing	true	and	fair	picture	of	the	organization	to	the		 higher	
financing	agency,	depositors,	supervisors,	regulators	and	owners.	

	
	

1.5.			Internal	controls	–Who	will	do	it	&	How?	
	
A	 well‐functioning	 internal	 control	 function	 in	 cooperative	 banks	 would	 aim	 at	 the	
following	elements:	



 Ensure	 that	 a	 proper	 financial	 accounting	 system	 is	 established	 and	 accounting	
principles	and	standards	are	strictly	adhered	to:	

 Ensure	 that	books	of	accounts	are	continuously	updated,	 there	are	no	arrears	 in	
balancing	 of	 books	 and	 transactions	 across	 accounting	 units	 are	 properly	
	 reconciled;	

 Carry	out	inspection	of	money,	stocks,	other	assets	and	documents	in	the	custody	
of	the	bank;	

 Undertake	scrutiny	of	loans	and	advances,	investments	and	related	transactions	to	
ensure	compliance	with	approved	policies,	procedures,	legal		 and	 regulatory	
requirements.		Report	on	how	conflict	of	interests	were		 managed;	

 Ensure	timely	and	effective	compliance	and	follow	up	of	corrective	action	on		 its	
report	by	operating	units;			

 Provide	timely	reports	to	the	audit	committee	on		its	significant	observations		 and	
also	alert	the	audit	committee	regarding	suspected	fraudulent	activities		 and	
significant	instances	of	non‐compliance	with	policies	and	procedures	by	operating	
units;		and	

 Maintain	confidentiality	of	the	information	it	comes	across	in	the	execution	of		its	
functions.	

	
The	BoD	is	responsible	to	the	stake	holders	of	the	bank	for	attaining	set	objectives.	They	
should	realize	the	need	of	the	ICS	rather	than	taking	it	as	a	supervisory	compliance.	The	
Board	 should	 assess	 the	 amount	 of	 financial,	 reputation,	 and	 business	 losses	 besides,	
supervisory	remarks	the	bank	has	suffered	due	to	poor	internal	control.	
	

1.6.				How	to	start	with?	
	
When	talking	about	ICS	for	a	Cooperative	bank	it	may	be	borne	in	mind	that	the	bank	is	
already	 having	 a	 system.	 It	 is	 only	 to	 be	 revamped	 in	 keeping	 with	 the	 present	
requirements.	 The	 State	 cooperative	 Societies	 Act	 and	 Rules	 and	 Bye‐law	 of	 the	 bank	
have	various	attributes	such	as	system	of	annual	and	concurrent	audit,	presentation	of	
balance	 sheet	 and	 profit	 and	 loss	 accounts,	 penalty	 for	 non‐repayment	 of	 bank	 dues,	
penalty	 for	 employees	 causing	 loss	 to	 bank,	 etc.	 NABARD	 which	 conducts	 statutory	
inspections	of	the	StCBs	and	CCBs	and	undertakes	structured	visits	to	affiliated	PACS	as	
higher	financing	agency	had	prescribed	measures	for	classification	of	assets,	recognition	
of	 income,	 norms	 for	 provisioning	 besides,	 instructions	 issued	 by	 NABARD	 on	 loans,	
deposits,	 KYCs,	 fair	 practice	 codes	 for	 lenders,	 do’s	 and	 dont’s	 for	 directors.	 Past	
experience	of	the	bank	and	practice	followed	by	other	bank	are	also	of	help	in	designing	
an	ICS	for	the	bank.	
	

  	



1.7.	Essential	determinants	of	the	effectiveness	of	the	internal	control	
function	
	

1.7.1.	 	 	 	Banks,	 in	order	 to	effectively	 fulfill	 the	 internal	control	 function,	shall	prepare	
and	implement	their	own	manuals,	concerning	at	least	the	following	areas:	

	

a. Principles	and	procedures	related	to	the	decision‐making	process	in	regard	to	
all	banking	transactions	and	operating	expenses;	

b. Scope	and	implementation	of	risk	management;	
c. The	 process	 of	 setting	 and	 implementing	 limits	 and	 standards	 concerning	

risks		
d. Controls	over	the	data	processing	infrastructure;	Financial																										and	

managerial	reporting;	
e. Personnel	policy;	
f. Identification	of	responsibilities;	
g. Audit	and	compliance	
h. Prevention	of	fraud	transactions		

	

1.7.2.	 	 	 	 Internal	 control	 function:	 	 all	 of	 the	 control	 activities	which	 are	 performed	
under	 the	governance	 and	 organizational	 structure	 established	by	 the	 bank’s	 board	 of	
directors	and	senior	management	and	in	which	each	individual	within	the	organization	
must	 participate	 in	 order	 to	 ensure	 proper,	 efficient	 and	 effective	 performing	 of	 the	
bank’s	 activities	 in	 accordance	 with	 the	 management	 strategy	 and	 policies,	 and	
applicable	laws	and	regulations	and	to	ensure	the	integrity	and	reliability	of	accounting	
system	and	timeliness	and	accessibility	of	information	in	the	data	system,	

1.7.3.	 	 	 	 Internal	 control	 system	 is	 inclusive	of	 all	 of	 the	 financial,	 operational	 and	
other	 control	 systems	which	are	 carried	out	by	 internal	 controllers	 and	which	 involve	
monitoring,	 independent	 evaluation	 and	 timely	 reporting	 to	 management	 levels	
systematically	 in	 order	 to	 ensure	 that	 all	 the	 bank	 activities	 are	 performed	 by	
management	levels	in	accordance	with	current	policies,	methods,	instructions	and	limits.	

1.7.4.	Units	responsible	for	performing	internal	control	function	

(i)			Operations	within	the	scope	of	internal	control	function	shall	be	carried	out	by	
the	 board	 of	 directors,	 senior	 management,	 and	 the	 bank	 staff	 at	 all	 levels,	 the	 audit	
(inspection)	unit,	the	internal	control	unit	and	the	risk	management	group.	The	board	of	
directors	 is	 responsible	 for	 taking	 or	 ensuring	 all	measures	 to	 be	 taken	 required	 that	
these	 units	 carry	 out	 their	 tasks	 impartially	 and	 independent	 of	 the	 bank's	 primary	
activities.		

(ii)			In‐house	regulations	on	internal	audit	(inspection)	and	risk	management	shall	
be	 designed	 so	 that	 these	 units	 are	 administratively	 independent	 of	 each	 other	 and	
accountable	to	the	bank's	board	of	directors	and	senior	management	individually	within	
the	scope	of	the	internal	control	function.		

(iii)		The	Board	of	Directors	shall	determine	the	authority	and	responsibility	of	the	
audit	 (inspection)	 unit,	 the	 internal	 control	 unit,	 and	 the	 risk	 management	 group,	



together	 with	 the	 number	 of	 the	 staff	 and	 the	 principles	 governing	 the	 cooperation	
between	these	units.		

(iv)	 	 Each	 bank	 shall	 improve	 their	 organizational	 structure	 and	 cooperation	
procedures	for	their	internal	audit	(inspection)	system	and	risk	control	and	management	
system	provided	that	they	are	not	in	conflict	with	provisions	of	the	guidelines	issued	by	
the	 Supervisor/Regulator	 by	 considering	 the	 scope	 and	 structural	 nature	 of	 its	 own	
operations.	

	
1.7.5.	Internal	Control	Framework	for	CCS	
	
Primarily,	 there	 are	 two	 tiers	 of	 control	 structure	 that	 CCS,	 like	 any	 other	 corporate	
entity	 of	 that	 size	may	 consider	 for	 implementation.	 These	 are	 (a)	 Organization	 level	
controls	 that	 will	 broadly	 cover	 the	 Board	 of	 Directors	 and	Managements’	 policy	 and	
actions	 and	 (b)	 Activity/Process	 level	 controls	 which	 ensure	 that	 a	 transaction	 is	
properly	originated,	processed	and	recorded	in	the	books	of	account	and	other	primary	
records.	 Several	 of	 process	 or	 activity	 level	 internal	 controls	 are	 inherent	 in	 the	
policies	and	procedures	adopted	by	the	management.	

	
Internal	Control	Framework	for	CCS	

	
Institutional	Level	Controls	
	

Process	Level	Controls
	

Organization	policy	and	procedures Internal	 checks	 for	 accuracy,	

authorizations	and	completeness	

Risk	framework	and	assessment	
	

Segregation	 of	 duties	 and	 physical	
controls	 for	 security	 of	 assets	 and	
integrity	
	

Financial	reporting	and	compliance
	

Reviews,	 reconciliation	 controls,	

verifications	and	surprise	checks	

Monitoring	 controls	 to	 identify	 any	
weaknesses	
	
	
	
	
1.7.6.	 		While	collectively	it	is	the	responsibility	of	the	“management”	to	institutionalize	
internal	controls	and	supervise	their	effectiveness,	every	staff	member	at	the	entity,	be	it	
DCCBs	or	SCBs,	is	responsible	in	the	success	of	internal	control	frame	work.	Broadly,	
	
Authority	 Role	and	Responsibility	
	
Members	and	Board	of	
Directors	

 Constitution	of	Audit	Committee	
 Approve	 policies	 and	 procedures,	

control	practices;	
 Monitor	 through	 reviews,	 internal	 audits	

and	inspections.



	
	
	
	
	
	
	
CEO	/	Senior	Management	
(like	the	GM	in	SCB/DCCB)	

 Develop	 policies,	 procedures,	
guidelines,	 instructions,	 processes	
and	 systems	 to	 reduce	 risks	 and	
increase	efficiencies;	

	
 Adhere	 to	 their	 respective	 controls	

in	discharging	their	functions;	
	
	

 Ensure	 that	 monitoring	 controls	 in	
discharging	their	functions;	
	

 Ensure	 that	 monitoring	 controls	 as	
described	 above	 are	 operating	
where	process	 level	 controls	 cannot	
be	 effectively	 implemented	 for	 the	
reasons	of	size,	lack	of	skills.	

	

	
Operational	 staff	 at	 Head	 Office	 and	
branches	and	departments	

 Ensure	all	process	level	controls	are	
adhered	 to	 in	 processing	
transactions;	
	

 Ensure	 all	 staff	 is	 appropriately	
trained/exposed.	

	
	
	
	
1.7.7.	 	 	The	extent	of	 the	control	activities	varies	with	 the	scale	of	operations	and	risk	
profile	of	the	organization.	Factors	like	asset	size,	form	and	character	of	the	organization	
and	 its	 ownership,	 complexity	 of	 operations,	 processes	 employed	 (formal,	 informal,	
manual,	 and	 automated)	 and	 legal	 requirements,	 all	 of	 which	 determine	 the	 control	
system	required	for	a	particular	organization.	For	example,	a	PACS	with	a	few	activities	
and	 only	 a	 handful	 of	 staff	 may	 not	 have	 any	 extensive	 process	 control	 activities	 as	
compared	to	large	sized	societies	and	banks	which	need	extensive	process	controls	due	
to	their	very	nature	of	business	and	networks.	Based	on	a	few	studies	done,	the	current	
control	systems	at	cooperative	banks	can	be	assessed	as:	
	
	
	
	
	 	



	
Control	Factor	 Cooperative	Banks	(	DCCBs	and	StCBs)	

	 	

Control	Environment/	
Documented	evidences	suggesting	a	good	control	culture
is	absent.

Culture	 	

Risk	Framework	
None	 observed/present.	 For	 DCCBs,	 NABARD
recommended	certain	guidelines	which	are	not	

	 strictly	implemented.

Control	Activities	
Some	 activity	 level	 controls	 are	 present.	 But	 a	 high	
leniency	in	compliance	and	enforcement	is	observed.	

	 	

Accounting,	

	
The	 current	 practices	 do	 not	 instill	 confidence	 to
establish	transactions	are	correctly	recorded,	processed	
and	summarized.

Information	and	 	
Communication	 	

Monitoring	and	

Other	 than	 inspections	 by	 Department	 of	 Cooperation/RCS,
higher	 tier	 institution	 and	 NABARD,	 no	 other	 independent
audit	mechanisms	exist.

Correcting	 	
	 	
	
	
	
1.7.8.	 	 	 Internal	 controls	 can	be	preventive	 or	detective	 in	nature.	Needless	 to	mention	
that	the	purpose	of	these	two	is	different.	Preventive	controls	are	those,	which	prevent	
an	 error	 of	 omission	 or	 commission.	 Detective	 controls,	 on	 the	 other	 hand,	 assist	 in	
detecting	an	error/loss	when	occurred.	
	
	

1.8.			Preventive	controls	
	
(i) Verifications,	approvals,	authorizations;	Operating	 at	 transaction,	 department	

and	at	overall	institutional	level,	these	normally	take	the	form	of:		
· Written	down	procedures;	Operation	manuals	that	can	reduce	conflicts	and	

explain	in	detail	how	to	process	and	record	different	transactions;			
· Polices	 setting	 limits	 to	 an	 authority	 or	 a	 branch,	 either	 in	 the	 form	 of	

specific	 rupee	 levels	 based	 on	 organizational	 hierarchy	 or	 limited	
delegation;		

· “Maker‐Checker”	mechanism	which	enable	one	other	person’s	check	before	
a	transaction	is	approved;			

· Review	of	supporting	documentation.		
	
(ii) Segregation	 of	 duties;	 usually,	 this	 is	 an	 overlooked	 control	 aspect	 in	 some	

branches	 of	 DCCBs.	 No	 one	 person	 should	 initiate	 a	 transaction,	 approve	 the	
transaction,	 receive/handover	 the	 asset,	 record	 the	 transaction,	 reconcile	 the	
accounts	and	generate	the	reports.		

	
(iii) Security	of	assets	and	information;	Periodical	counts/physical	verification,	dual	



access	 controls,	 documentation	 controls	 for	 receipts,	 issuances,	 deliveries,	
discharges,	physical	security	etc.,	are	some	of	the	preventive	controls	that	may	be	
relevant	to	credit	institutions.		

	
	

1.9.				Detective	Controls	
	
(i) Reconciliation	and	resolution	of	differences;	One	of	the	key	controls	that	need	to	

be	employed	to	detect	errors,	frauds,	accuracy	and	completeness	of	recorded	data.		
	
(ii) Periodical	reviews/comparisons	such	as	budgets	to	actuals,	variance	analysis,	

performance	indicators,	to	detect	unusual/	unexpected	issues;		
	
(iii) Monitoring	 controls	 such	 as	 internal	 audits,	 inspections,	 supervisory	 controls	

such	as	independent	checks/surprise	checks,	help	in	assessing	the	effectiveness	of	
the	system	as	well	as	making	course	corrections.		

	
	
	

1.10.	Key	components	of	the	internal	control	process	
In	 order	 to	 establish	 the	 internal	 control	 process	 in	 an	 efficient	 manner	 and	 to	

achieve	objectives	of	the	internal	audit	the	following	need	to	be	clearly	defined:	

 The	duties	and	responsibilities	of	the	BoD	and	the	senior		management	in	
the	internal	control	process,	and	components				of	the	internal	control	
environment	to	be	created	within	the	bank;	

 Distribution	 of	 internal	 control	 activities	 and	 functional	 	 duties	 	 and	
responsibilities	within	the	bank;	

 The	 information	 system	 and	 the	 structure	 of	 communication	 within	 the	
bank;	

 The	activities	for	monitoring	the	internal	control	process	and	 the	
implementation	procedures	concerning	the	correction	of		mistakes;	

 Identification	and	assessment	of	risks	during	the	internal		control	process	
shall	be	defined	by	the	bank	in	accordance	with		 the	principles	laid	down		
in	various	Acts/Rules/	Regulations		 and	Byelaws	and	be	clearly	included	in	
the	records;	and	all		 functional	activities	shall	be	carried	out	in	accordance	
with	the	predefined	elements.	

1.11.	Establishment	of	the	internal	control	culture	within	the	bank	
(a)	 	 	 Board	 of	 directors	 is	 responsible	 for	 promoting	 professional	 and	 ethical	

standards	 and	 to	 establish	 a	 control	 culture	 within	 the	 organization	 that	 all	 levels	 of	
personnel	 fully	 understand	 the	 importance	 of	 internal	 control	 and	 their	 role	 in	 the	
process.	

	 (b)	 	The	bank	shall	assign	special	units	when	deemed	necessary	for	setting	up	a	
detailed	application	procedures	related	to	internal	control.		

	 ©	Within	 the	 scope	 of	 internal	 control,	 organizational	 structure	 encompassing	
efficient	 information	 and	 communication	 channels,	 which	 precisely	 indicate	 the	
segregation	 of	 authority	 and	 responsibilities	 regarding	 the	 reporting	 shall	 be	 set	 up.	



Ensure	 that	 the	 segregation	of	 authority	and	responsibilities	does	not	 cause	a	delay	 in	
reporting	process	and	all	units	and	operations	are	under	the	control	of	the	management.	

	 (d)	 	Necessary	precautions	 shall	be	 taken	 to	ensure	 that	activities	pertaining	 to	
the	 internal	 control	 process	 are	 carried	 out	 by	 personnel	 with	 adequate	 technical	
capabilities	and	the	incentive	criteria,	which	all	personnel	will	be	subjected	to	related	to	
their	activities	shall	be	established.	

	
	

1.12.			Existing	weaknesses	of	Cooperative	Banks	
	
The	inherent	weaknesses	of	cooperative	banks	are	as	follows:	
	

a. Though	against	 the	principal	of	mutuality,	CCBs	and	SCBs	are	 focused	on	
credit	rather	than	thrift	and	credit,	 therefore	a	sense	of	ownership	at	the	
grassroots’	level	is	always	found	lacking;	

b. Delineation	 of	 governance	 and	 management	 functions	 are	 unclear,	
resulting	 in	 board	 of	 the	 societies/banks	 taking	 up	 operational	 matters,	
particularly	in	credit	dispensation,	than	policy	and	oversight;	

c. A	 generally	 ageing	 staff;	 unqualified/untrained	 staff	 (in	 relation	 to	 the	
business	model	adopted);	common	staff	pools;	archaic	training	programs;	
personnel	remuneration	unrelated	to	a	business	model	or	business	result;	

d. Non‐accountability	 of	 boards/management’s	 laxity	 in	 granting	 and	
monitoring	of	loans,	high	default	rates	and	high	NPAs;	

e. CCBs	and	SCBs	depend	largely	on	intermediate/primary	tier	structures	for	
business	 and	 a	 large	 portion	 of	 outstanding	 at	 the	 upper/intermediate	
structures	 tied	 down	 to	 the	 primaries	 like	 PACS	 thus	 increasing	 the	 risk	
profile	of	the	whole	system;	

f. Absence	of	a	risk	assessment/risk	management	framework	for	the	CCS	as	
a	whole;	

g. absence	 of	 risk	 mitigation	 systems;	 ALM	 techniques;	 interest	 rate	
management;	weak	credit	appraisals	and	monitoring;	

h. Loan	 portfolios	 prone	 to	 higher	 risks	 due	 to	 portfolio	 concentration,	
covariance	risks,	higher	density	(average	loan	size	is	about	Rs.6500‐	large	
volumes);	

i. High	transaction	costs	and	higher	risk	costs;	
j. Poor	internal	controls.	

	
	
1.12.1.	 	 Annexure	 II	 	 depicts	 a	 comparative	 analysis	 of	 control	 environment	 as	
prevailing	in	commercial	banks	and	the	cooperative	banks.	
	
	

1.13.			Effective	Internal	Control	Provides	Reasonable	Assurance	
 An	 effective	 system	 of	 internal	 control	 provides	 management	 and	 the	 board	 of	

directors	with	reasonable	assurance	regarding	achievement	of	an	entity’s	objectives.	
The	 term	 “reasonable	 assurance”	 rather	 than	 “absolute	 assurance”	 acknowledges	



that	 limitations	 exist	 in	 all	 systems	 of	 internal	 control,	 and	 that	 uncertainties	 and	
risks	 may	 exist,	 which	 no	 one	 can	 confidently	 predict	 with	 precision.	 Absolute	
assurance	is	not	possible.		

 Reasonable	assurance	does	not	imply	that	an	entity	will	always	achieve	its	objectives.		
 The	 cumulative	 effect	 of	 internal	 control	 increases	 the	 likelihood	 of	 an	 entity	

achieving	 its	 objectives.	 However,	 the	 likelihood	 of	 achievement	 is	 affected	 by	
limitations	 inherent	 in	 all	 internal	 control	 systems,	 such	 as	 human	 error	 and	 the	
uncertainty	 inherent	 in	 judgment.	 	Additionally,	a	 system	of	 internal	control	can	be	
circumvented	 if	 two	 or	 more	 people	 collude.	 Further,	 if	 management	 is	 able	 to	
override	controls,	the	entire	system	may	fail.	In	other	words,	even	an	effective	system	
of	internal	control	can	experience	a	failure.		

The	 internal	 control	 systems	 adopted	 in	 the	 banks	 should	 further	 provide	 reasonable	
assurance	that:										

 the	business	is	conducted	in	an	orderly	and	prudent	manner	in	adherence	to	the	
established	policies	and	limits.	

 transactions	are	entered	into	according	to	the	established	authority.	
 ©		monitoring	and	control	systems	are	in	place	to	enable	the	management		to	

safeguard	the	assets	and	control	the	liabilities	of	the	business.		Assurance	should	
also	be	there	to	availability	of	procedures	and	measures	to	minimize	the	risk	of	
loss	from	irregularities,	frauds	or	errors,	and	which	ensure	that	the	adopted	
systems	are	capable	of	promptly	and	readily	identifying	those	losses	when	they	
occur.	

 The	accounting	records	and	other	records	of	the	Cooperative	banks		 						should	
provide	complete,	accurate	and	timely	information.	

 Management	is	able	to	monitor	on	a	regular	and	timely	basis	the		 						
financial	positions’	elements	(capital	adequacy	of	the	bank,	its		 	 						
liquidity,	its	profitability,	the	quality	of	its	assets	and	the		 	 						
associated	risks).	

 Systems	and	controls	are	in	place	which	allow	the	bank’s	management	to	identify	
and	 assess	 the	 risk	 of	 loss	 encountered	 by	 the	 bank	 in	 the	 conduct	 of	 various	
areas	of	business	so	that:	

o the	risks	can	be	monitored	and	controlled	on	a	regular	and		 	 							
timely	manner.	

o Appropriate	provisions	can	be	made	for	bad	and	doubtful		 	 						
debts,	and	for	any	other	risks,	either	on	or	off‐balance	sheet		 	 						
items.	

1.13.1.	 	The	following	three	categories	of	objectives,	which	allow	Cooperative	Banks	to	
focus	on	separate	aspects	of	internal	control:		



		 •	Operations	Objectives—	pertain	 to	effectiveness	and	efficiency	of	 the	entity’s	
operations,	 including	 operations	 and	 financial	 performance	 goals	 and	 safeguarding	
assets	against	loss.		

		 •	 Reporting	 Objectives—	 pertain	 to	 the	 reliability	 of	 reporting.	 They	 include	
internal	and	external	financial	and	non‐financial	reporting.		

		 •	Compliance	Objectives—	pertain	to	adherence	to	laws	and	regulations	to	which	
the	entity	is	subject.		

1.13.2.	 	A	system	of	internal	control	is	expected	to	provide	the	Cooperative	Banks	with	
reasonable	assurance	that	those	objectives	relating	to	the	reliability	of	external	reporting	
and	compliance	with	 laws	and	regulations	will	be	achieved.	Achieving	those	objectives,	
which	 are	 based	 largely	 on	 laws,	 rules,	 or	 standards	 established	 by	 regulators,	
recognized	standard	setters,	and	other	external	parties,	depends	on	how	activities	within	
the	 organization’s	 control	 are	 performed.	 Generally,	 management	 will	 have	 greater	
discretion	in	setting	internal	reporting	objectives	which	are	not	driven	primarily	by	such	
external	 parties.	 However,	 management	may	 choose	 to	 align	 its	 internal	 and	 external	
reporting	 objectives	 to	 allow	 internal	 reporting	 to	 better	 support	 the	 entity’s	 external	
reporting.		

1.13.3.	 	However,	achievement	of	operations	objectives—such	as	a	particular	return	on	
investment,	 market	 share,	 or	 entry	 into	 new	 product	 lines—is	 not	 always	 within	 the	
organization’s	 control.	 Internal	 control	 cannot	 prevent	 bad	 judgments	 or	 decisions,	 or	
external	events	 that	 can	cause	a	business	 to	 fail	 to	achieve	operations	goals.	For	 these	
objectives,	 the	 internal	 control	 system	 can	 only	 provide	 reasonable	 assurance	 that	
management	and	the	board	are	made	aware,	in	a	timely	manner,	of	the	extent	to	which	
the	entity	is	moving	toward	those	objectives.		

1.13.4.	 	 	 Internal	 control	 can	 be	 applied,	 based	 on	management’s	 decision	 and	 in	 the	
context	 of	 legal	 or	 regulatory	 requirements,	 to	 the	 operating	 model,	 legal	 entity	
structure,	or	a	combination	of	these.		

1.14.			Internal	control	activities	
1.14.1.		The	internal	control	activities	shall	be	designed	and	implemented	to	address	as	
an	 integral	part	 of	daily	operations	 enabling	 to	monitor	 the	 risks	 identified	within	 the	
framework	of	risk	assessment	function.	

1.14.2.		The	internal	control	process	shall	include	the	following	activities:	

(a)	 	Control	Environment‐	This	 is	the	underlying	foundation	for	the	success	of	all	 the	
other	elements	of	the	internal	control.	As	per	Auditing	and	Assurance	Standard	(AAS)	6),	
the	control	environment	means	the	overall	attitude,	awareness	and	actions	of	directors	
and	management	regarding	the	internal	control	system	and	its	importance	in	the	entity.	
The	 control	 environment	 has	 an	 effect	 on	 the	 effectiveness	 of	 the	 specific	 control	
procedures	and	provides	 the	background	against	which	other	controls	are	operated.	A	
strong	 control	 environment,	 for	 example,	 one	 with	 tight	 budgetary	 controls	 and	 an	



effective	 internal	 audit	 function,	 can	 significantly	 complement	 specific	 control	
procedures.	 However,	 a	 strong	 control	 environment	 does	 not,	 by	 itself,	 ensure	 the	
effectiveness	of	the	internal	control	system.	Factors	reflected	in	the	control	environment	
include:		

	

(i)	 The	 entity's	 organizational	 structure	 and	 methods	 of	 assigning	 authority	 and	
responsibility	(including	segregation	of	duties	and	supervisory	functions).		

(ii)	 The	function	of	the	board	of	directors	and	its	committees	in	the	case	of	a	company	
or	the	corresponding	governing	body	in	case	of	any	other	entity.		

(iii)			Management's	philosophy	and	operating	style.	

(iv)	 Management's	 control	 system	 including	 the	 internal	 audit	 function,	 personnel	
policies	and	procedures.	

	

(b)			There	are	five	principles	relating	to	Control	Environment:	

 The	organization	demonstrates	a	commitment	to	integrity	and	ethical	values.		
 The	BoD	demonstrates	independence	of	management	and	exercises	oversight	for	

the	development	and	performance	of	internal	control.		
 Management	establishes,	with	board	oversight,	structures,	reporting	lines,	and	

appropriate	authorities	and	responsibilities	in	the	pursuit	of	objectives.		
 The	 organization	 demonstrates	 a	 commitment	 to	 attract,	 develop,	 and	 retain	

competent	individuals	in	alignment	with	objectives.		
 The	 organization	 holds	 individuals	 accountable	 for	 their	 internal	 control	

responsibilities	in	the	pursuit	of	objectives.		

	

1.14.3.			As	per	AAS‐6,	Internal	control	system	includes	control	procedures	which	are	the	
policies	and	procedures	in	addition	to	the	control	environment	which	management	has	
established	 to	 achieve	 the	 entity's	 specific	 objectives.	 Specific	 control	 procedures	
include:		

 Reporting	and	reviewing	reconciliations.		

 Checking	the	arithmetical	accuracy	of	the	records.		

 Controlling	 applications	 and	 environment	 of	 computer	 information	
environment	systems,	 for	example,	by	establishing	controls	over	changes	
to	computer	programs,	access	to	data	files	etc.		

 Maintaining	 and	 reviewing	 control	 accounts	 and	 related	 subsidiary	

ledgers.		

 Approving	and	controlling	of	documents.		



 Comparing	internal	data	with	external	sources	of	information.		

 Comparing	 the	 results	 of	 physical	 verification	 of	 cash,	 fixed	 assets,	
investments	and	inventory	with	corresponding	accounting	records.		

 Restricting	direct	access	to	assets,	records	and	information.		

 Comparing	 and	 analyzing	 the	 financial	 results	 with	 corresponding	
budgeted	figures.	

	

1.15.		Risk	Assessment	
 

1.15.1.	 Risk	 assessment	 involves	 a	 dynamic	 and	 iterative	 process	 for	 identifying	 and	
analyzing	risks	to	achieving	the	entity’s	objectives,	forming	a	basis	for	determining	how	
risks	 should	 be	 managed.	 Management	 considers	 possible	 changes	 in	 the	 external	
environment	and	within	its	own	business	model	that	may	impede	its	ability	to	achieve	its	
objectives.		

1.15.2.			There	are	four	principles	relating	to	Risk	Assessment:	

		 i.	 The	 organization	 specifies	 objectives	 with	 sufficient	 clarity	 to	 enable	 the	
identification	and	assessment	of	risks	relating	to	objectives.		

		 ii.	The	organization	identifies	risks	to	the	achievement	of	its	objectives	across	the	
entity	and	analyzes	risks	as	a	basis	for	determining	how	the	risks	should	be	managed.		

		 iii.	 The	 organization	 considers	 the	 potential	 for	 fraud	 in	 assessing	 risks	 to	 the	
achievement	of	objectives.		

		 iv.	 The	 organization	 identifies	 and	 assesses	 changes	 that	 could	 significantly	
impact	the	system	of	internal	control.		

	

1.16.	Control	Activities	
1.16.1.	Control	activities	are	the	actions	established	by	policies	and	procedures	to	help	
ensure	 that	management’s	directives	 to	mitigate	risks	 to	 the	achievement	of	objectives	
are	carried	out.	Control	activities	are	performed	at	all	levels	of	the	entity	and	at	various	
stages	within	business	processes,	and	over	the	technology	environment.		

1.16.2.		There	are	three	principles	relating	to	Control	Activities:	

		 i.	The	organization	 selects	and	develops	 control	 activities	 that	 contribute	 to	 the	
mitigation	of	risks	to	the	achievement	of	objectives	to	acceptable	levels.		

		 ii.	 The	 organization	 selects	 and	 develops	 general	 control	 activities	 over	
technology	to	support	the	achievement	of	objectives.		



		 iii.	 The	 organization	 deploys	 control	 activities	 as	 manifested	 in	 policies	 that	
establish	what	is	expected	and	in	relevant	procedures	to	affect	the	policies.		

	

1.17.			Information	and	Communication	
1.17.1.	 	 Information	 is	 necessary	 for	 the	 entity	 to	 carry	 out	 internal	 control	
responsibilities	in	support	of	achievement	of	its	objectives.	Communication	occurs	both	
internally	and	externally	and	provides	the	organization	with	the	information	needed	to	
carry	out	day‐to‐day	internal	control	activities.	Communication	enables	all	personnel	to	
understand	internal	control	responsibilities	and	their	importance	to	the	achievement	of	
objectives.		

1.17.2.	There	are	three	principles	relating	to	Information	and	Communication:	

		 i.	The	organization	obtains	or	generates	and	uses	relevant,	quality	information	to	
support	the	functioning	of	other	components	of	internal	control.		

		 ii.	 The	 organization	 internally	 communicates	 information,	 including	 objectives	
and	 responsibilities	 for	 internal	 control,	 necessary	 to	 support	 the	 functioning	 of	 other	
components	of	internal	control.		

		 iii.	 The	 organization	 communicates	 with	 external	 parties	 regarding	 matters	
affecting	the	functioning	of	other	components	of	internal	control.		

1.18.			Monitoring	Activities	
1.18.1.	 	Ongoing	evaluations,	separate	evaluations,	or	some	combination	of	the	two	are	
used	 to	 ascertain	 whether	 each	 of	 the	 five	 components	 of	 internal	 control,	 including	
controls	 to	 affect	 the	 principles	 within	 each	 component,	 is	 present	 and	 functioning.	
Findings	 are	 evaluated	 and	 deficiencies	 are	 communicated	 in	 a	 timely	 manner,	 with	
serious	matters	reported	to	senior	management	and	to	the	board.		

1.18.2.		There	are	two	principles	relating	to	Monitoring	Activities:	

		 i.	 The	 organization	 selects,	 develops,	 and	 performs	 ongoing	 and/or	 separate	
evaluations	 to	 ascertain	 whether	 the	 components	 of	 internal	 control	 are	 present	 and	
functioning.		

		 ii.	The	organization	evaluates	and	communicates	internal	control	deficiencies	in	a	
timely	manner	to	those	parties	responsible	for	taking	corrective	action,	including	senior	
management	and	the	board	of	directors,	as	appropriate.		

	

	

	



1.19.	Internal	Control	and	the	Management	Process	 		
	 Because	internal	control	is	a	part	of	management’s	overall	responsibility,	the	five	
components	 are	 discussed	 in	 the	 context	 of	 management’s	 actions	 in	 managing	 the	
entity.		

		 Not	every	decision	or	action	of	management,	however,	is	part	of	internal	control:		

		 •	 Having	 a	 board	 comprised	 of	 directors	 with	 sufficient	 independence	 from	
management	 that	 carries	 out	 its	 oversight	 role	 effectively	 is	 a	 part	 of	 internal	 control.	
However,	 many	 decisions	 reached	 by	 the	 board	 are	 not	 part	 of	 internal	 control;	 for	
example,	deciding	on	or	approving	a	particular	strategic	plan.		

 The	 board	 will	 fulfill	 a	 variety	 of	 governance	 responsibilities	 that	 are	 in	
addition	to	its	responsibilities	for	oversight	of	internal	control.		

		 •	 Setting	 objectives	 is	 part	 of	 or	 flows	 from	 the	 broader	 strategic	 planning	
process.	Ensuring	that	management	specifies	the	objectives	chosen	by	the	entity	is	part	
of	internal	control;	however,	the	appropriateness	of	particular	objectives	selected	is	not.		

		 •	Setting	the	overall	level	of	acceptable	risk	and	associated	risk	appetite4	is	part	
of	 strategic	 planning	 and	 enterprise	 risk	 management,	 not	 part	 of	 internal	 control.	
Similarly,	 setting	 risk	 tolerance	 levels	 in	 relation	 to	 specific	 objectives	 is	 not	 part	 of	
internal	control.		

		 •	Developing	control	activities	that	contribute	to	the	mitigation	of	risks	based	on	a	
risk	assessment	process	is	a	part	of	internal	control,	but	choosing	which	risk	response	is	
preferred	to	address	specific	risks	is	not.	

	 a)	Board	of	directors	and	the	bank's	senior	management	reviews:	The	bank's	
board	of	directors	shall	review	the	bank’s	process	towards	its	goals	and	compliance	with	
the	budget	and	performance	targets	and	makes	the	internal	control	process	functional	by	
way	of	questioning	for	the	detected	problems.		

	 b)	 Activity	 controls:	 These	 controls	 include	 the	 department	 and	
divisional/regional	managers’	reviews	and	assessments	on	general	performance	reports	
together	with	daily,	weekly	and	monthly	reports	concerning	the	unexpected	situations.	

	 c)	 Physical	 controls:	 Generally,	 physical	 controls	 focus	 on	 verification	 of	
compliance	 with	 the	 restriction	 procedures	 concerning	 accessibility,	 use	 and	 secure	
assets	such	as	cash,	securities	and	including	similar	financial	assets,	periodic	inventories	
and	controlling	records.		

	d)	Review	of	compliance	with	limits:	This	review	focuses	on	the	compliance	with	
the	general	and	specific	risk	limits	and	following‐up	non‐compliance	with	risk	limits.	

	 e)	Approval	and	authorization	system:	Functional	segregation	of	duties	shall	be	
assigned	within	 the	organizational	 structure;	dual	 and	 cross	 verification	and	 signature	
procedures	 shall	 be	 established;	 authorizations	 and	 responsibilities	 shall	 be	 clearly	
defined	and	an	approval	or	authorization	for	the	transactions	over	certain	limits	shall	be	
required.		



	 f)	Verification	and	reconciliation	system:	The	internal	control	system	shall	be	
efficiently	 functioned	 through	 verifying	 the	 transaction	 details	 and	 the	 output	 of	 risk	
management	models	 used	 by	 the	 bank,	 comparing	 cash	 flows	 to	 account	 records	 and	
statements,	 preparing	 control	 lists	 and	 periodic	 reconciliation.	 The	 results	 of	 these	
verifications	 shall	 be	 reported	 to	 authorized‐senior	 managers	 whenever	 problems	 or	
potential	problems	are	detected.	

	

1.20.			Functional	segregation	of	duties	and	assignment	of	responsibilities	
	
	 In	 order	 to	 establish	 and	 operate	 a	 sound	 and	 efficient	 internal	 control	
mechanism,	the	bank's	operations	shall	be	functionally	separated	from	each	other.	In	this	
context,	

	 a)	Related	to	the	bank's	core	business	operations,	trading	securities	and	lending	
and	other	banking	transactions	(separation	of	banking	and	trading	books);	

	 b)	Related	to	lending	process,	assessing	the	adequacy	of	loan	documentation	and	
monitoring	 the	 borrower	 after	 loan	 origination;	 and	 review	of	 creditworthiness	 of	 the	
applicant	and	activities	related	to	loan	marketing;	

	 c)	Related	to	payments,	confirmation	and	settlement	of	payment;	

	 d)	Related	to	securities	trading,	settlement	and	recording	of	the	transaction;	

Requires	 that	 authorizations	 and	 responsibilities	 granted	 for	 various	 functions	

shall	be	separated	and	do	not	conflict.	

1.20.1.		 Activities,	 which	 could	 create	 risks	 for	 the	 bank,	 shall	 be	 identified	 and	
separated	from	other	functions	to	a	maximum	extent	and	the	responsibility	of	them	shall	
be	 assigned	 to	 different	 personnel.	 Responsibilities	 and	 authorizations	 assigned	 to	
personnel	 with	 executive	 powers	 shall	 be	 periodically	 reviewed	 and	 necessary	
precautions	shall	be	taken	to	ensure	that	they	are	not	in	a	position	to	carry	potential	risk	
against	the	bank.		

1.21.	Accountability	for	and	Safeguarding	of	Assets		
1.21.1.	 The	 accountability	 and	 safeguarding	 of	 assets	 can	 be	 ensured	 by	 maintaining	
adequate	 records	and	 limiting	access.	Access	 to	assets	 should	be	 limited	 to	authorized	
personnel	and	there	should	be	documentation	for	any	access	or	use.	Access	is	not	limited	
to	physical	access	but	also	includes	indirect	access	by	way	preparing	documents	for	their	
acquisition	 or	 disposal.	 Periodic	 checking	 of	 actual	 assets	 with	 records	 also	 helps	 to	
ensure	that	there	has	been	no	fraud,	violation	etc.		

	

1.21.2.			The	following	are	the	general	internal	controls	followed	by	the	banks.	

 Particulars	of	 lost	security	forms	are	 immediately	advised	to	branches	so	
that	they	can	exercise	caution;		



 The	 specimen	 signature	 of	 all	 officials	 are	 maintained	 in	 a	 book	 in	 all	
branches	 of	 the	 bank	 and	made	 available	 to	 all	 officials	 for	 confirm	 the	
veracity	of	inter‐branch	document;		

 The	instruments	which	are	remittances	of	funds	above	a	cut‐off	level	are	to	
be	signed	by	more	than	one	official;		

 Important	financial	information	should	be	communicated	after			 					
encryption;		

 Negative‐lists	 like	 stop‐payment	 cheques	 should	 be	 provided	 to	 all	 the	
concerned	persons;		

 Sensitive	items	like	currency,	valuables	draft	forms,	term	deposit	receipts,		
and	other	such	security	forms	should	be	in	custody	of	more	than	official	to	
maintain	accountability	and	prevent	fraud	etc.,	and		

 All	 assets	 of	 bank/	 charged	 to	 bank	 are	 physically	 verified	 at	 specified	
intervals.	

1.22.			Authorization	of	Transactions		
1.22.1.	 	 	 Banks	 usually	 follow	 a	 system	 of	 approvals	 and	 authorization	 to	 execute	
specified	 kind	 of	 transactions	 in	 accordance	with	 prescribed	 conditions.	 Authorization	
may	be	general	applicable	to	all	transactions	or	specified	for	a	single	transaction.	Thus,	it	
is	necessary	 to	ensure	 that	 the	authorizations	are	made	by	persons	acting	within	 their	
scope	of	authority.	For	example	management	can	make	a	rule	that	all	credit	transactions	
over	a	specified	limit	should	be	passed	through	and	authorized	by	a	higher	level	official.	
Banks	usually	follow	the	following	procedures	for	authorization	purpose:	

	

i)	 The	 financial	 and	 administrative	 powers	 of	 each	 official/each	 position	 are	
fixed	and	communicated	to	all	persons	concerned.		

(ii)	 All	 financial	 decision	 at	 any	 level	 are	 required	 to	 be	 reported	 to	 the	 next	
higher	level	for	confirmation/information.		

(iii)	 Any	 deviation	 from	 the	 laid	 down	 procedures	 requires	 confirmation	 from/	
intimation	to	higher	authorities.		

(iv)	 Branch	 Managers	 have	 to	 send	 periodic	 confirmation	 to	 their	 controlling	
authority	on	compliance	of	the	laid	down	systems	and	procedures.	

1.23.	Accounting	System	
1.23.1.	Accounting	System	includes	a	series	of	 tasks	and	records	of	an	entity	by	which	
transactions	 are	 processed	 as	 a	means	 of	maintaining	 financial	 records.	 Such	 systems	
identify,	 assemble,	 analyses,	 calculate,	 classify,	 record,	 summarize	 and	 report	
transactions	 and	 other	 events.	 Management	 should	 ensure	 that	 the	 systems	maintain	
adequate	 records	 and	 documents.	 Accounting	 controls	 should	 ensure	 that	 the	
transactions	 are	 recorded	 at	 correctly	 in	 relevant	 accounting	 periods	 and	 classified	 in	
appropriate	 heads.	 As	 specified	 in	 AAS6	 internal	 controls	 relating	 to	 the	 accounting	
system	are	concerned	with	achieving	the	following	objectives:		

	



(i)	 	 	 Transactions	 are	 executed	 in	 accordance	 with	 management's	 general	 or	
specific	authorization.		

(ii)	 	 	 All	 transactions	 and	 other	 events	 are	 promptly	 recorded	 in	 the	 correct	
amount,	in	the	appropriate	accounts	and	in	the	proper	accounting	period	so	as	to	permit	
preparation	 of	 financial	 statements	 in	 accordance	 with	 the	 applicable	 accounting	
standards,	 other	 recognized	 accounting	 policies	 and	 practices	 and	 relevant	 statutory	
requirements,	if	any,	and	to	maintain	accountability	for	assets.		

(iii)	 Assets	 and	 records	 are	 safeguarded	 from	 unauthorized	 access,	 use	 or	
disposition.	 Recorded	 assets	 are	 compared	 with	 the	 existing	 assets	 at	 reasonable	
intervals	and	appropriate	action	is	taken	with	regard	to	any	differences.		

Banks	usually	follow	the	following	procedures	to	achieve	these	objectives:	

(i)	 All	 records	 are	maintained	 in	 the	 prescribed	 books	 and	 registers	 only	 which	
ensure	that	all	requisite	particulars	of	a	transaction	are	adequately	recorded.		

(ii)	Each	Branch	is	assigned	a	unique	code	number	which	is	required	to	be	specified	
in	all	the	important	documents.	

							(iii)		All	books	are	balanced	periodically	and	confirmed	by	an	official.		

							(iv)		All	inter‐office	transactions	are	reconciled	within	a	specified	time‐frame.		

(v)	 	 Information	 and	 communication	 systems	 enable	 all	 personnel	 to	understand	
their	 roles	 in	 the	 control	 system,	 how	 their	 roles	 relate	 to	 others,	 and	 their	
accountability.	 Information	 systems	 produce	 reports	 on	 operations,	 finance,	 and	
compliance	 that	 enable	 management	 and	 the	 board	 to	 run	 the	 bank.	 Communication	
systems	 impart	 information	 throughout	 the	 bank	 and	 to	 external	 parties	 such	 as	
regulators,	examiners,	shareholders	and	customers.	

	

1.24.	Establishment	of	reliable	information	systems	in	banks	
1.24.1.		In	order	to	ensure	proper‐functioning	of	internal	control	functions	and	satisfying	
information	needs	a	reliable	and	efficient	management	information	systems	that	enables	
the	 data	 and	 other	 information	 are	 stored	 and	 used	 in	 electronic	 form,	 must	 be	
established.	 It	 shall	 be	 ensured	 that	 information	 should	 be	 reliable,	 timely,	 accessible,	
and	provided	in	a	consistent	format.	

1.24.2.	All	precautions	shall	be	taken	to	ensure	that	the	information	is	only	accessible	by	
authorized	 personnel	 and	 ensure	 compliance	 with	 current	 rules	 and	 regulations	 on	
secrecy.		

1.25.			Control	of	information	systems	and	technologies	
 Risks	 concerning	 information	 system	 and	 technology	 shall	 be	 effectively	

controlled	in	order	to	avoid	disruptions	to	banking	business,	banks’	activities	and	
to	prevent	potential	losses.	

 General	 controls	 include	 in‐house	 back‐up	 and	 recovery	 procedures,	 software	
development	policies,	and	physical/logical	access	security	controls.	

 Application	controls	cover	computerized	steps	within	software	applications	and	
other	manual	procedures	that	control	the	processing	of	transactions	and	business	



activities.	 Application	 controls	 and	 reviews	 include	 logical	 access	 controls	 and	
specific	 software	 controls	 and	 other	 similar	 specific	 controls	 and	 reviews.	
Verifications	and	controls	 related	 to	applications	shall	 cover	special	 controls	on	
logical	accesses	and	software	and	other	similar	special	controls	and	reviews.		

 In	 order	 to	 prevent	 jeopardizing	 their	 ability	 to	 conduct	 key‐business	 activities	
banks	 shall	 establish	 business	 resumption	 and	 contingency	 plans	 using	 an	
alternate	off‐site	 facility	 including	 the	 recovery	of	 critical	 systems	supported	by	
an	external	service	provider	and	must	test	them	periodically.		

	

1.26.			Establishment	of	effective	channels	of	communication	
1.26.1.	 Banks	shall	establish	an	effective	and	adequate	communication	system	to	
ensure	an	efficient	functioning	of	internal	control	system.		
	
1.26.2.	 The	organizational	structure	of	the	bank	should	facilitate	an	adequate	flow	
of	information‐upward,	downward	and	across	the	organization	that	facilitates	this	flow	
ensures	 that	 information	 flows	 upward	 so	 that	 the	 board	 of	 directors	 and	 senior	
management	are	aware	of	the	business	risks	and	the	operating	performance	of	the	bank	
and	information	flowing	down	ensures	that	the	bank’s	objectives,	strategies,	application	
procedures,	 and	expectations	are	communicated	 to	 lower	management	and	operations	
personnel.	 Information	 flowing	 to	 personnel	 shall	 include	 operational	 policies	 and	
procedures	 of	 the	 bank	 as	 well	 as	 information	 regarding	 the	 actual	 operational	
performance	 of	 the	 organization.	 It	 shall	 be	 ensured	 that	 bank	 personnel	 fully	
understand	the	policies	and	procedures	regarding	 their	duties	and	responsibilities	and	
that	relevant	information	is	reaching	the	appropriate	personnel	promptly.	

1.26.3.	 The	Board	of	Directors	 shall	 assess	 the	operational	performance	and	 the	
risks	 that	 the	bank	 is	exposed	to.	The	senior	management	shall	establish	and	maintain	
effective	 paths	 of	 communication	 within	 the	 bank	 in	 order	 to	 ensure	 that	 the	 bank's	
employees	 report	 the	problems	 they	 face	 and	 suspicious	matters	 and	behaviors	 to	 the	
respective	management	levels	and	control	units.		

1.26.4.	 Through	 communication	 across	 the	 organization	 it	 shall	 be	 necessary	 to	
ensure	 that	 information	 one	 division	 or	 department	 has,	 can	 be	 shared	 with	 other	
affected	divisions	or	departments.		

	

1.27.			Monitoring	activities	for	internal	control	process		and	correction	of	
deficiencies	
	 (a)	 	 Personnel	 responsible	 for	monitoring	 the	 internal	 control	 process	 shall	 be	
appointed	 by	 the	 board	 of	 directors	 upon	 the	 proposal	 of	 senior	 management	 and	
opinions	of	the	internal	control	unit	and	the	risk	management	group.		

	 (b)	 	 The	 frequency	 of	 monitoring	 the	 bank's	 different	 activities	 shall	 be	
determined	by	considering	the	risks	 involved	and	the	frequency	and	nature	of	changes	
occurring	in	the	operating	environment.			

	 ©			In	order	to	eliminate	weaknesses	in	the	internal	control	system	and	to	correct	
errors	and	deficiencies	rapidly,	the	efficiency	of	the	internal	control	process	and	control	



mechanisms	on	various	 transactions	shall	be	 reviewed	through	an	ongoing	monitoring	
activity.		

	 (d)		Efficiency	of	the	internal	control	process	shall	be	evaluated	periodically.	Such	
evaluation	 shall	 be	 done	 by	 authorized	 personnel	 through	 self‐assessments	 when	
personnel	 responsible	 for	a	particular	 function	determine	 the	 effectiveness	of	 controls	
for	 their	 activities.	 The	 senior	management,	 the	 internal	 control	 unit	 and	 the	 internal	
audit	 (inspection)	 unit	 shall	 review	 these	 evaluations.	 All	 levels	 of	 review	 shall	 be	
adequately	 documented	 and	 reported	 on	 a	 timely	 basis	 to	 the	 appropriate	 level	 of	
management.		

	 (e)		Assessment	of	the	adequacy	of	the	internal	control	process	and	its	compliance	
with	 established	 policies	 and	 procedures	 shall	 be	 performed	 by	 the	 internal	 audit	
(inspection)	unit.		

1.28.			Internal	audit	(inspection)	system		
A	systematic	audit	process	which	is	carried	out	by	internal	auditors	independently	as	a	
part	 of	 internal	 control	 function	 and	 in	 the	 form	of	 financial	 activities	 and	 compliance	
audit	independent	of	the	bank’s	daily	activities,	considering	the	management	needs’	and	
the	 bank’s	 structure;	which	 covers	 all	 the	 activities	 and	 units	 of	 the	 bank,	mainly	 the	
internal	 control	 system	 and	 the	 risk	 management	 system,	 and	 which	 enables	 the	
assessment	 of	 these	 activities	 and	 units,	 wherein	 evidences	 and	 findings	 used	 in	
assessments	are	obtained	as	a	result	of	reporting,	monitoring	and	examination.	

(a)	 	 Internal	 supervision	 (control	 &	 audit)	 system:	 the	 integrated	 process	
consisting	of	the	internal	control	system	and	the	internal	audit	system;	

(b)	 	Risk	management	system:	all	of	 the	mechanisms	concerning	 the	process	of	
standard‐setting,	 reporting,	 verifying	 the	 compliance	 with	 standards,	 decision‐making	
and	implementing,	which	are	established	by	the	board	of	directors	in	order	to	monitor,	
to	keep	under	control	and,	if	necessary,	to	change	the	risk/return	structure	of	the	future	
cash	flows	of	the	bank	and,	accordingly,	the	quality	and	the	extend	of	the	activities;	

©	Senior	management:	the	bank's	general	manager	and	deputy	general	managers,	
and	managers	of	operational	departments	who	hold	signature	authority;	

(d)		Inspector:	a	staff	who	inspects	the	conformity	of	the	bank’s	activities	with	the	
banking	law	and	the	internal	regulations	of	the	bank,	based	on	an	authority	granted	by	
the	 bank’s	 board	 of	 directors,	 inspects	 the	 conformity	 of	 the	 bank’s	 operations	 to	 the	
banking	regulations,	and	banks'	internal	regulations;	

(e)	 Internal	 control	 unit:	 A	 unit	 that	 organizes,	 manages	 and	 coordinates	 the	
bank's	internal	control	process;	

(f)	 	 Internal	 controller:	 A	 staff	 of	 the	 bank,	 other	 than	 inspectors,	 who	 is	
authorized	by	the	bank	management	to	monitor,	examine	and	control	the	activities	of	the	
bank	on	an	on‐going	basis;	

(g)	 	Risk	management	group:	The	whole	structure	that	comprises	the	executive	
risk	committee,	bank	risk	committee,	and	risk	management	committees	of	the	individual	
operational	units,	centralized	or	decentralized,	established	in	order	to	manage	the	risks	
the	bank	is	exposed	to	in	a	systematic	way;	



(h)	 	 Asset/Liability	Management	 Committee:	 The	 committee	 assigned	 by	 the	
Board	 of	 Directors	 with	 the	 duties	 of	 determining	 the	 policies	 for	 asset/liability	
management	and	mobility	of	the	funds	and	taking	decisions	to	be	executed	by	relevant	
units	 within	 the	 framework	 of	 the	 bank’s	 balance‐sheet	 management	 and	monitoring	
implementation	of	the	activities;	

(i)	 	 Risk	 management	 staff:	 Staff	 in	 risk	 management	 committees	 who	 are	
responsible	for	such	issues	as	defining,	verifying,	and	assessing	risks	to	which	the	bank	is	
exposed	 through	 certain	 criteria,	 quantitative	 and	 analytic	 techniques,	 and	 have	
adequate	 knowledge	 and	 experience	 in	 risk	 management;	 who	 work	 in	 coordination	
with	internal	controllers	in	accordance	with	the	provisions	and	procedures	set	out	by	the	
board	of	directors.		

(j)		Risk:	The	probability	of	decrease	in	economic	benefit	due	to	a	monetary	loss	or	
an	unexpected	expense	or	loss	occurred	concerning	a	transaction;	

(k)		Controllable	risks:	Risks	where	the	probability	of	a	loss	that	may	be	incurred	
by	 the	bank	can	be	mitigated	by	using	risk	mitigation	techniques	or	 imposing	 limits	 to	
transactions	that	may	generate	risk;	

(l)	 	Uncontrollable	risks:	depending	on	 the	variability	of	 controllable	 risks	over	
time,	 Risks	 of	 loss	 which	 cannot	 be	 predicted	 by	 using	 any	 risk	 measurement	 and	
mitigation	 techniques	or	by	 implementing	exposure	 limits,	and	which	 is	 realized	when	
emerge.	

1.29.			Limitations	
While	 internal	 control	 provides	 important	 benefits,	 limitations	 do	 exist.	 Limitations	
result	from:	

		 •	The	quality	and	suitability	of	objectives	established	as	a	precondition	to	internal	
control.		

		 •	The	realities	that	human	judgment	in	decision	making	can	be	faulty.		

		 •	Knowing	 that	 decisions	 on	 responding	 to	 risk	 and	 establishing	 controls	must	
consider	the	relative	costs	and	benefits.		

		 •	Breakdowns	that	can	occur	because	of	human	failures	such	as	simple	errors	or	
mistakes.		

		 •	Controls	that	can	be	circumvented	by	collusion	of	two	or	more	people.		

		 •	The	ability	of	management	to	override	internal	control	decisions.		

		 These	 limitations	 preclude	 the	 board	 and	 management	 from	 having	 absolute	
assurance	 of	 the	 achievement	 of	 the	 entity’s	 objectives	 –	 that	 is,	 controls	 provide	
reasonable	but	not	absolute	assurance.		



1.30.	Risk	identification	and	assessment	process	
1.30.1.	 The	 risk	 management	 system	 shall	 carry	 out	 its	 function	 operationally	
independent.	Risk	identification	and	assessment	function	shall	be	mainly	executed	by	the	
risk	management	group	operating	as	a	part	of	the	risk	management	system.	Staff	of	the	
internal	 control	 and	 risk	 management	 group	 shall	 cooperate	 during	 the	 process	 of	
identification,	detection	and	evaluation	of	risks	in	an	efficient	manner	within	the	flow	of	
business	in	the	bank	in	accordance	with	the	principals	and	procedures	to	be	established	
by	the	Board	of	Directors.	Where	deemed	necessary,	inspectors	shall	also	assess	risks	on	
specified	areas	most	particularly	legal	and	operational	risks.	

1.30.2.	 In	the	process	of	recognition	and	assessment	of	risks,	all	risks	the	bank	and	
its	 participations	 are	 exposed	 to,	 shall	 be	 taken	 into	 consideration	 in	 a	 consolidated	
basis.	The	internal	control	process	shall	cover	all	risks	facing	the	bank	and	consolidated	
subsidiaries	controlled	by	the	bank.		

1.30.3.		The	Board	of	Directors	shall	determine	limits	related	to	fundamental	risks	being	
carried	 by	 the	 bank	 and	 ensure	 that	 the	 bank's	 senior	 management	 and	 the	 risk	
management	 group	 takes	 necessary	 steps	 to	 recognize,	 measure,	 control	 and	manage	
various	risks	bank	faces.	

1.30.4.					The	internal	control	process	shall	be	reviewed	to	ensure	that	it	also	covers	any	
risk,	which	has	not	been	encountered	or	identified	before,	and	revised	so	that	these	risks	
are	best	understood	where	deemed	necessary.	

1.30.5.	 The	 risk	 assessment	 function	 covers	 all	 risks	 bank	 is	 exposed	 to.	 An	
effective	risk	assessment	identifies	and	considers	internal	factors	such	as	the	complexity	
of	 the	 organization’s	 structure,	 the	 nature	 of	 the	 bank's	 activities,	 the	 quality	 of	
personnel,	 organizational	 changes	 and	 employee	 turnover	 as	 well	 as	 external	 factors	
such	 as	 fluctuating	 economic	 conditions,	 changes	 in	 the	 industry	 and	 technological	
advances	that	could	adversely	affect	the	achievement	of	the	bank’s	goal.	

1.30.6.	 In	order	to	be	able	to	perform	fully	the	function	of	risk	identification	and	
evaluation,	 necessary	 precautions	 shall	 be	 taken	 by	 considering	 the	 changes	 in	 the	
operating	environment,	recruitment	of	new	personnel,	renewal	of	information	systems,	
activities	 towards	 rapid	 growth,	 use	 of	 new	 technology,	 offering	 new	 products	 and	
services,	mergers	 and	 takeovers,	 effect	 of	 changes	 in	 the	 economic	 structure	 and	 legal	
arrangements	and	enlargement	of	international	activities.		

	
1.31.									A	to	Z	of	Effective	Internal	Checks	and	Control	System	
	
	An	A	to	Z	of	effective	Internal	Control	System	is	given	below.	
	
 Audit	to	be	conducted	in	a	friendly	environment.	

 Best	Practices	to	be	shared	among	fraternal	Cooperative	Banks.	

 Compliance	Function	‐	compliance	system	and	culture	need	to	be	internalised.	

 Disclosure	Norms	to	be	broad‐based.	

 Empowerment	of	inspecting	officers	‐	initiatives	to	be	taken.	

 Fraud	management	‐	strengthening	measures	to	prevent,	minimize	and	manage.	



 Governance	‐	to	be	given	high	priority	in	Cooperative	Banks.	

 HR	up	gradation	‐	assessment	and	fulfillment	(as	per	Mitra	Committee).	

 IT	application	to	be	upgraded.	

 Joint	consultation	between	the	Supervisor	and	the	supervised	to	be	continued.	

 KYC	&	AML	norms	to	be	followed	in	letter	and	spirit.	

 Licensing	of	Cooperative	Banks	–	Efforts	towards	excellence	

 Liquidity	in	banks	to	be	enhanced	through	sound	Internal	Control	Systems/ALM.	

 Manual	on	Internal	Control	Systems	to	be	internalized	by	banks.	

 Net	 worth	 to	 be	 properly	 assessed	 ‐	 very	 important	 in	 the	 event	 of	

recapitalization.	

 Off‐Site	Surveillance	System	(OSS)	 to	be	strengthened‐banks	 to	be	 familiar	with	

new	returns.	

 Policy	on	Internal	Inspection/	Audit	to	be	put	in	place	in	each	Cooperative	Bank.	

 Qualitative	Scrutiny	of	Audit/	Inspection	Reports	may	be	introduced.	

 Risk	Management	in	banks	‐	structured	movement	towards	it.	

 Strict	adherence	towards	regulatory	&	supervisory	prescriptions	

 Training	arrangement	of	inspecting	officers	‐	assess	their	requirements.	

 Unlearning	of	the	learning	points	of	the	Seminar	‐	share	the	new	learning.	

 Vigilance	 awareness	 in	 Cooperative	 Banks‐	 to	 be	 accepted	 as	 part	 of	 internal	

control	system.	

 Warning	signals	for	NPA	management	‐	prevent	NPAs	before	they	occur.	

 X‐ray	examination	of	bank’s	systems	through	concurrent	audit.	

 Yearly	review	of	policies	relating	to	internal	control	system.	

 Zero	coupon	bonds	‐	examine	and	handle	them	with	eagle	eyes.	

	

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	
	



Chapter	‐		2				Internal	Control	and	Internal	Audit	

2.1.			Introduction	
2.1.1.	 The	 scope	 and	 nature	 of	 effective	 internal	 control	 systems	 for	 proper	 and	
systematic	 progress	 of	 work	 should	 be	 consistent	 with	 the	 bank’s	 special	 needs	 and	
conditions,	and	should	take	into	account	the	nature	and	size	of	the	business,	the	diversity	
of	operations,	the	volume	and	size	of	transactions	and	degree	of	complexity,	the	degree	
of	risk	associated	with	each	area	of	operation,	the	amount	of	control	exercised	by	senior	
management	 over	 day‐to‐day	 operations,	 the	 degree	 of	 centralization	 in	 work	
management	and	the	extent	of	reliance	on	information	technology.			

2.1.2.	 	 	 The	 internal	 control	 system	 should	 provide	 for	 (a)	 division	 of	 work	 into	
identifiable,	clearly	demarcated	and	specified	items,	(b)	delegation	of	responsibilities,	(c)	
supervision	 over	 jobs	 done,	 (d)	 checks	 and	 counter	 checks	 and	 (e)	 procedures	 for	
maintenance	 of	 books	 of	 account	 and	 handling	 of	 various	 types	 of	 business.	 	 	 It	 is	
essential	that	every	bank	should	take	steps	to	build	up	cadre	of	trained	staff	so	that	the	
built‐in	system	of	safeguards	and	other	measures	could	be	efficiently	and	effectively	put	
into	practice.	
	

2.2.		Master	Circular	on	Internal	Control	by	NABARD	
NABARD	 vide	 its	 letter	 No.	 NB.DoS.HO.POL/4666/J.1.2008‐09	 (Circular	
No.48/DoS.12/2009)	dated	09	March	2009	had	issued	a	Master	Circular	consolidating	
all	the	circulars	issued	by	it	from	28	May	1993	to	31	March	2008	on	matters	pertaining	
to	the	areas	of	 importance	to	be	 looked	 into	by	the	Internal	Auditors	while	conducting	
audit/inspection	of	Cooperative	Banks’	branches	(see	Annexure	III).	

2.2.1.	 	Based	on	Ghosh	Committee	recommendations	on	 Internal	 Inspection	and	Audit,	
NABARD	had	advised	all	the	Cooperative	Banks	to	introduce	a	sound	system	of	internal	
audit.	 	Further,	vide	 their	Circular	Nos.NB.DoS.HO.POL/6256	and	6259/J.1/2002‐03	
dated	03	December	2002	all	the	SCBs	and	DCCBs	respectively	were	advised	to	set	up	
Inspection	Department	 in	 their	 banks	 and	 suggested	 precautions	 to	 be	 taken	 to	 avoid	
incidence	of	frauds	and	malpractices	in	the	banks..	
	
2.2.2.			The	banks	were	further	advised	that	with	a	view	to	strengthening	the	credibility	
of	 the	 inspection	 system	 in	 detecting	 cases	 of	 frauds/malpractices,	 steps	 need	 to	 be	
taken	to	gear	up	the	inspection/audit	machinery	and	to	improve	the	quality	of	officers	of	
the	 inspection	 department.	 The	 head	 of	 the	 inspection	 department	 at	 the	 Head	 Office	
should	be	a	sufficiently	senior	person	and	should	report	directly	to	the	Chairman.	If	the	
bank	 has	 Regional/Controlling	 Offices,	 there	 should	 be	 an	 audit	 machinery	 under	 an	
official	 of	 sufficient	 seniority	 as	 the	 Regional/Controlling	 Office	 Chief	 to	 conduct	 the	
periodical	audit	of	branches	under	its	jurisdiction.	The	officers	posted	to	this	department	
should	have	sufficient	experience	and	exposure	and	the	department	should	be	headed	by	
an	official	of	sufficient	seniority	and	proven	integrity.	In	order	to	attract	competent	staff	
to	 the	 department,	 minimum,	 continuous	 experience	 of	 three	 years	 in	 Inspection	
Department	should	be	made	as	a	prerequisite	for	promotion	to	the	next	higher	grade.	



2.3.		Internal	Audit	and	Inspection	
	

2.3.1.		Objective	

The	main	objective	of	internal	audit	and	inspection	is	to	assist	the	bank’s	management	in	
achieving	 efficiency	 and	 effectiveness	 in	 all	 its	 operations.	 	 Towards	 this	 end,	 internal	
audit	and	inspection	provides	the	management	with	analysis,	appraisal	and	observations	
in	respect	of	areas	reviewed	covering	both	financial	and	other	operational	areas.	
	

2.3.2.			Difference	between	Audit	and	Inspection	
	

Expressions	'Audit'	and	'Inspections'	are	synonymously	and	interchangeably	used.	Their	
coverage	 is	 also	 often	 over‐lapping.	 While	 Audit	 is	 a	 quantitative	 analysis	 of	 the	
operations	of	an	organization,	the	basic	purpose	of	which	is	to	assess	the	integrity	of	the	
books	of	account	and	other	records,	Inspection	though	also	includes	elements	of	audit,	is	
fundamentally	a	qualitative	review	of	the	affairs	of	an	organization.	
	

2.4.		Internal	audit	
	
2.4.1.		Internal	audit	represents	an	integral	part	of	the	systems	of	internal	control	whose	
rules	 are	 established	 and	 maintained	 by	 the	 bank’s	 management	 and	 may	 provide	
independent	assurance	over	the	integrity	and	effectiveness	of	such	systems.	
	
2.4.2.		The	scope	of	Internal	Audit	is	to	ensure	that	
	

(i) the	books	and	records	are	maintained	in	accordance	with	the	HO	instructions;	

(ii) 	an	accurate	and	correct	record	of	the	liabilities	and	assets	are	maintained;	

(iii) 	assets	 shown	 in	 the	 books	 are	 physically	 exist	 and	 offer	 comments	 about	 their	

condition;	

(iv) documents	obtained	by	the	branch	from	the	borrowers	are	complete	in	accordance	

with	HO	instructions/guidelines	and	enforceable;	

(v) the	advances	granted	and	the	expenditure	incurred	are	under	proper	authority	as	

also	observe	any	violations	thereon;	

(vi) 	internal	 checks	 and	 controls	 as	prescribed	 are	 being	 properly	 adhered	 to	 by	HO	

Departments	and	branches;		

(vii) 	returns	are	correctly	compiled	and	submitted	regularly	by	the	branches		to	HO	and	

consolidation	of	data	is	done	at	HO	timely.	

(viii) 	special	investigation	for	the	bank’s	management	.	
(ix) 			Review	and	report	on	risk	management	procedures	and	methodologies;	
(x) 			Review	of	the	management	and	financial	information	systems;	
	(xi)			Review	of	various	safeguards	followed	for	safeguarding	the	assets	of	the	bank;	and	



(xii)	Review	of	systems	established	to	ensure	the	compliance	with	 legal	and	regulatory	
requirements,	course	of	conduct	and	implementation	of	various	procedures;	
	

2.4.3.	 	 	 The	 scope	 of	 internal	 audit	 should	 be	 decided	 by	 the	 bank’s	 management	 in	
conjunction	with	the	 internal	auditors.	However,	 from	a	very	general	point	of	view	the	
scope	should	include:	
	

 The	evaluation	of	adequacy	and	effectiveness	of	the	internal	controls	
 Review	and	report	on	risk	management	procedures	and	methodologies	
 Review	of	the	management	and	financial	information	systems	
 Review	of	the	accuracy	and	reliability	of	accounting	records	and	financial	

reports	and	statements	
 Review	 of	 various	 safeguards	 followed	 for	 protecting	 the	 assets	 of	 the	

bank.	
 Review	 of	 systems	 established	 to	 ensure	 the	 compliance	 with	 legal	 and	

regulatory	requirements,	course	of	conduct	and	implementation	of	various	
procedures	

 Testing	 of	 various	 transactions,	 scrutiny	 of	 accounting	 records	 and	
financial	statements.	

	
2.4.4.			Internal	audit	is	an	independent	function	and	should	directly	report	to	the	audit	
committee.	 The	 internal	 audit	 charter	 of	 the	 bank	 should	 establish	 the	 objectives	 and	
scope	of	the	internal	audit,	accountability	of	the	internal	auditors,	reporting	relationship	
with	audit	committee	and	board	of	directors,	monitoring	of	actions	recommended	by	the	
internal	audit.	
	
2.4.4.1.		Internal	audit	is	a	top	down	control	measure	and	the	internal	audit	of	all	three	
tires	of	the	CCS	should	be	integrated	in	order	to	be	effective	and	efficient.	
	
2.4.4.2.	Internal	audit	is	an	important	control	tool	that	provides	an	ongoing	monitoring	
of	bank’s	 internal	 controls	and	procedures	and	an	assessment	of	 the	adequacy	of	 such	
procedures	 and	 an	 assurance	 that	 the	 established	 policies	 and	 procedures	 are	 being	
complied	with	by	the	operating	management;	
	
2.4.4.3.	 Currently,	 the	 central	 banks	 and	 their	 affiliated	 societies	 do	 not	 have	 an	
independent	 internal	 audit	 function.	We	suggest	 that	 in	association	with	 the	StCB	 (top	
tier	of	the	CCS).	DCCBs	will	have	to	implement	an	internal	audit	of	the	bank’s	operations	
by	 independent	 chartered	 accountants	 not	 having	 any	 affiliation	 with	 the	
banks/societies;	
	

2.4.4.4.	 Generally,	 internal	 audit	 should	 not	 have	 authority	 or	 responsibility	 for	 the	
activities	 it	 audits	 (i.e.	 internal	 audit	 should	 not	 administer	 internal	 controls	 but	 only	
check	on	their	adequacy	and	efficiency	of	such	systems).	
	

2.5.		Periodicity	of	Internal	Audit	
	



The	periodicity	of	the	internal	audit	of	the	branches	should	be	at	least	once	in	every	12	
months,	which	should	be	really	of	surprise	character.	
	

2.6.		Coverage	of	Internal	Audit	
	
The	coverage	of	such	inspections	should	also	be	made	more	comprehensive,	inter	alia,	to	
include	
	
(i)	 	 	 	 thorough	 examination	 of	 the	 internal	 control	 system	 obtaining	 at	 the	 branches	
including	the	various	periodical	control	returns	submitted	to	the	controlling	offices.		
	
(ii)	 	 comment,	 on	 the	 position	 of	 irregularities	 pointed	out	 in	 the	 inspection	 report	 of	
NABARD.		
	
(iii)		critically	analyse	and	make	in‐depth	study	of	the	corruption/fraud	prone	areas	such	
as	 appraisal	 of	 credit	 proposals,	 balancing	 of	 books,	 reconciliation	 of	 inter‐branch	
accounts,	settlement	of	clearing	transactions,	suspense	accounts,	
premises	and	stationery	accounts	during	the	course	of	inspections	leaving	no	scope	for	
any	malpractices/irregularities	remaining	undetected.	
	
(iv)	 	 scrutinise	 the	 suspense	 account	 during	 inspection/visit	 and	 give	 specific	
instructions	for	early	reversal	of	entries.	
	
(v)	 	 verifying	 the	details	 of	 off‐balance	 sheet	 transactions	 are	properly	 followed	by	 all	
branches	and	offer	critical	comments.	
	
(vi)	 	 conducting	 surprise	 check	at	periodical	 intervals	 inventory	of	dead	 stock	articles,	
stationery	at	the	branches.	
	
	

2.7.		Supplementary/Short	Inspections	
	
The	annual	internal	inspection	should	be	supplemented	by	surprise/short	inspections	at	
irregular	 intervals,	 particularly	 of	 large	 branches,	 to	 be	 carried	 out	 by	 officials	 at	
appropriate	higher	levels	not	only	to	look	into	the	general	working	of	the	branches	but	
also	to	ensure	that	no	malafide	practices	are	being	indulged	in	to	by	the	branch	officials.	
In	addition	wherever	so	warranted,	spot/special	 inspections	or	scrutiny	should	also	be	
carried	out	on	receiving	signals	to	that	effect.	
	

2.8.		Revenue	Audit	
	
Besides	internal	audit	and	short	inspections,	there	should	be	a	regular	system	of	revenue	
audit	 of	 the	 large	 branches.	 The	 reasons	 of	 leakage	 of	 income	 unearthed	 during	 such	
audit	should	be	examined	in‐depth	and	action	taken	against	the	officials	responsible	for	
the	lapses.	
	



	

2.9.		Credit	Portfolio	Audit	
	
2.9.1.			A	system	of	exclusive	scrutiny	of	credit	portfolio	with	focus	on	larger	advances	to	
individuals	 and	 units	 having	 high	 level	 of	 exposure	 at	 regular	 intervals	 need	 to	 be	
introduced.	 A	 special	 scrutiny	 of	 high	 value	 accounts	 shifted	 to	 the	 bank	 from	 other	
banks,	 if	any,	should	be	done.	 	Similarly,	 the	accounts	 transferred	from	other	branches	
along	with	 the	officials	 should	be	 subjected	 to	 thorough	 scrutiny.	The	 summary	of	 the	
important	findings	may	be	submitted	to	the	Committee	of	the	Board.	Irregular	accounts	
over	a	cut‐off	point	may	be	reported	to	NABARD.	The	points	made	by	the	NABARD	at	the	
time	of	discussion	of	findings	of	inspection	with	the	top	management	of	banks	should	be	
effectively	followed	up	by	banks	without	delay	and	compliance	report	should	be	put	up	
to	the	Board	periodically.	
	
2.9.2.	 	 	Banks	 should	 examine	 the	 need	 for	 introducing	 a	 separate	 section	 of	 internal	
inspection	machinery	to	scrutinise	credit	portfolio	only.	It	will	be	necessary	to	staff	this	
Section	 with	 competent	 and	 experienced	 personnel	 who	 will	 make	 an	 in‐depth	
examination	 of	 the	 credit	 portfolio.	 It	 should	 be	 the	 responsibility	 of	 this	 Section	 to	
particularly	scrutinise	larger	accounts	and	group	exposures.	To	be	effective,	apart	from	
competent	officials	to	man	the	Section,	should	be	under	the	charge	of	a	senior	personnel	
reporting	 directly	 to	 the	 Chief	 Executive	 Officer/Managing	 Director	 of	 the	 bank.	 The	
summary	 of	 important	 findings	 should	 also	 be	 put	 up	 to	 the	 Audit	 Committee	 of	 the	
Board.	
	
2.9.3.			The	Head	Offices	officials	should	have	a	squad,	which	should	also	make	surprise	
inspection	of	the	goods	pledged/hypothecated	to	the	bank.	
	
2.9.4.	 		 	Quarterly	snap	inspections	of	the	branches	should	be	made	by	the	branch	level	
senior	officers	or	by	Head	Office	/	Regional	Office	officers,	 to	especially	verify	whether	
drawing	power/limit,	interest	rates,	etc.	are	correctly	entered.	
	
	

2.10.			Investment	Portfolio	Audit	
	
All	 the	State	Cooperative	Banks	and	District	Central	Cooperative	Banks	are	required	to	
include	 the	 following	 measures	 in	 respect	 of	 investment	 portfolio	 audit	 by	 the	
Concurrent	 Auditors	 on	 a	 quarterly	 basis,	 the	 details	 of	 which	 are	 given	 in	 the	
Investment	Chapter	write‐up	separately.	
	

2.11.			Compliance	with	Prudential	Norms	
	
Internal	auditors	should	bring	out	non‐compliance	with	the	prudential	norms	relating	to	
income	recognition,	asset	classification	and	provisioning	for	taking	suitable	action	in	the	
matter.	
	



2.12.			Cheque	Purchase	Transactions	
	
The	 internal	 inspectors	 should	verify	all	 the	 cheque	purchased/discounted	beyond	 the	
sanctioned	limit.	They	should		conduct	a	sample	checking	of	transactions.	
	

2.13.	 Concurrent	Audit	System	
	
2.13.1.	 	 	Ghosh	Committee	had	also	 recommended	 introduction	of	 concurrent	audit	 at	
large	 and	 exceptionally	 large	 branches	 of	 banks	 to	 serve	 as	 administrative	 support	 to	
branches,	help	in	adherence	to	prescribed	systems	and	procedures	and	prevention	and	
timely	 detection	of	 lapses/irregularities.	 Accordingly,	 all	 scheduled	 and	 other	 SCB	 and	
District	Central	Co‐op.	Banks	with	deposits	over	Rs.50	crore	were	required	to	introduce	
the	 system	 of	 concurrent	 audit.	 	 Subsequently,	 based	 on	 the	 recommendations	 of	 the	
Joint	 Parliamentary	 Committee	 (JPC),	 which	 enquired	 into	 stock	 market	 scam	 and	
matters	relating	thereto,	all	co‐operative	banks	are	required	to	introduce	the	system	of	
concurrent	 audit.	 (vide	 Circular	 No.NB.DoS.HO.POL.667/	 J.1./2002‐03	 dated	 31	 July	
2002).	
	
	
2.13.1.1.	 	 	 The	 concurrent	 audit	 system	 is	 to	 be	 regarded	 as	 part	 of	 a	 bank's	 early‐
warning	 system	 to	 ensure	 timely	detection	of	 irregularities	 and	 lapses,	which	helps	 in	
preventing	fraudulent	transactions	at	branches.	It	is,	therefore,	necessary	for	the	bank's	
management	to	bestow	serious	attention	to	the	implementation	of	various	aspects	of	the	
system	such	as	 selection	of	branches,	 coverage	of	business	operations,	 appointment	of	
auditors,	 appropriate	 reporting	 procedures,	 follow‐up/	 rectification	 processes	 and	
utilisation	 of	 the	 feed‐back	 from	 the	 system	 for	 appropriate	 and	 quick	 management	
decisions.	
	
2.13.1.2.	 	 	The	Board	should	review	the	effectiveness	of	the	system	and	take	necessary	
measures	 to	 correct	 the	 lacunae	 in	 the	 system,	 once	 in	 a	 year.	 	 It	 is	 basically	 for	 the	
individual	banks'	managements	to	decide	the	details	of	the	concurrent	audit	system.		
	
2.13.1.3.			While	framing	a	concurrent	audit	system,	the	banks	may	clearly	spell	out	the	
linkages	between	different	forms	of	internal	inspections	and	audits	already	in	existence	
and	the	proposed	concurrent	audit.	
	
	
2.13.2.		SCOPE	OF	CONCURRENT	AUDIT	
	
2.13.2.1.	 	 	 	 Concurrent	 Audit	 is	 an	 examination,	 which	 is	 contemporaneous	 with	 the	
occurrence	of	 transactions	or	 is	 carried	out	 as	near	 thereto	 as	possible.	 It	 attempts	 to	
shorten	 the	 interval	 between	 a	 transaction	 and	 its	 examination	 by	 an	 independent	
person	not	involved	in	its	documentation.	There	is	an	emphasis	in	favour	of	substantive	
checking	in	key	areas	rather	than	test	checking.	This	audit	 is	essentially	a	management	
process	 integral	 to	 the	 establishment	 of	 sound	 internal	 accounting	 functions	 and	
effective	 controls	 and	 setting	 the	 tone	 for	 a	 vigilance	 internal	 audit	 to	 preclude	 the	
incidence	of	serious	errors	and	fraudulent	manipulations.	
	



2.13.2.2.	 	A	Concurrent	Auditor	may	not	sit	in	judgment	of	the	decision	taken	by	bank/	
branch	manager	or	an	authorised	official.	However,	the	auditor	will	necessarily	have	to	
see	whether	the	transactions	or	decisions	are	within	the	policy	parameters	laid	down	by	
the	 Head	 Office/Board	 of	 Directors,	 they	 do	 not	 violate	 the	 instructions	 or	 policy	
prescriptions	 of	 the	 Reserve	 Bank	 of	 India	 and	 that	 they	 are	 within	 the	 delegated	
authority	 and	 in	 compliance	 with	 the	 terms	 and	 conditions	 for	 exercise	 of	 delegated	
authority.	
	

2.13.3.		COVERAGE	OF	BUSINESS/BRANCHES	
	
The	suggested	coverage	is	as	under:	
	
2.13.3.1.	The	Departments/Divisions	at	the	Head	Office	dealing	with	treasury	functions	
viz.	 investments,	 funds	 management	 including	 inter‐bank	 borrowings,	 bill	 rediscount,	
and	 foreign	exchange	business	 are	 to	be	 subjected	 to	 concurrent	audit.	 In	 addition,	 all	
branch	offices	undertaking	such	business,	as	also	large	branches	and	dealing	rooms	have	
to	be	subjected	to	continuous	audit.	
	
2.13.3.2.	 	 	 The	 problem	 branches,	 which	 are	 continuously	 getting	 poor	 or	 very	 poor	
rating	in	the	bank’s	annual	 inspection/audit	and	where	the	house	keeping	is	extremely	
poor	may	be	covered.	
	
2.13.3.3			Banks	may	also	include	additional	branches	at	their	discretion	on	the	basis	of	
need;	that	is	their	professional	judgment	about	the	overall	functioning	of	the	branches.	
	

2.13.3.4.	 	The	 types	of	activities	 to	be	covered	by	 the	Concurrent	Auditor	are	given	 in	
Annexure	‐	IV.	

	

	

	

	

	

	

	

	

	

	

	



Chapter		3	‐			Internal	Inspection	
	

3.1.				Introduction	
	
Though	it	includes	elements	of	audit,	inspection	fundamentally	is	a	qualitative	review	of	
the	affairs	of	an	organization	vis‐à‐vis	policy	guidelines.		Its	objective	is	not	only	to	verify	
observance	of	prescribed	procedures	and	guidelines	but	also	to	promote	and	maintain	
safe	and	sound	operating	practices	and	conditions.	
	

3.1.1.		Internal	inspection	includes	all	the	above	aspects	i.e.		

	 	

 	verification	of	assets	and	liabilities;	

 	checking	of	observance	of	internal	system;	and	

 	evaluation	of	assets	

	

3.1.2.	 	 	 	 In	 addition,	 inspection	 involves	 a	 critical	 review	 of	 the	 entire	working	 of	 the	
branch	 (in	 respect	 of	 DCCB)	 and	 CCB	 (in	 respect	 of	 StCB).	 	 It	 includes	 assessment	 of	
quality	 and	 quantum	 of	 business,	 scope	 for	 further	 development.	 	 It	 recommends	
corrective	measures	 for	 removal	 of	 deficiencies	 and	 irregularities	 and	makes	 practical	
suggestions	for	toning	up	the	entire	working	of	the	branch	so	as	to	improve	the	overall	
efficiency.	
	

3.2.			Function	and	workings	of	Internal	Audit/Inspection	Department	
	
i)	 	 Policy	 on	 internal	 inspections:	 	 The	 Department	 will	 frame	 policy	 on	 internal	
inspections	in	regard	to	different	factors.		To	facilitate	the	bank	to	frame	its	policy	some	
hints	are	given	in	each	of	the	important	factors.	
	
(a)		Duration	of	inspection:		Number	of	mandays	required	for	conduct	of	inspection	in	
keeping	with	the	volume	of	business	and	other	sensitive	factors	associated	with	the	unit	
to	be	determined.		Number	of	officials	to	be	deputed	for	the	purpose.	
	
(b)		Reference	date	of	review:		Ideally,	two	inspections	in	 a	 year	 is	 required	 to	 be	
conducted	to	ensure	good	governance	and	vigil	over	branch	functioning.		In	such	a	case,	
reference	date	should	be	30	September	and	31	March	of	an	year.		Financial	position	with	
reference	 to	 these	 cut‐off	dates	 to	be	 reviewed.	 	 Entire	business	 conducted	during	 the	
period	and	ongoing	accounts	upto	that	period	will	come	under	purview	of	the	inspection.	
	
(c)		Content	of	inspection	report:		The	Department	will	prepare	a	check	list	of	works	to	
be	attended	by	the	Inspecting	Officials	during	the	view.		The	model	of	inspection	format	
is	 enclosed	 vide	NABARD’s	 Circular	No.NB.DoS.HO.POL.	183	/J‐1/2010‐11	 (Circular	
No	183/DoS	 ‐	22	/	2010)	dated	15	September	2010	 forwarding	 the	Guidelines	 for	
Inspection	 of	 DCCBs	 and	 branches	 of	 SCBs/DCCBs	 and	 affiliated	 societies	 (see	
Annexure		V).	



	
(d)	 	Period	of	drafting:	 	Preferably,	drafting	period	should	be	same	as	duration	of	on‐
site	inspection.	
	
(e)	 	Finalisation	and	submission	of	 report:	 	After	 the	 drafting	 is	 over,	 the	Principal	
Inspecting	Officer	will	submit	the	draft	report	to	the	authority	of	inspection	department	
for	 review	 and	 finalization.	 	 The	 bank	 has	 to	 decide	 the	 level	 of	 officer	 who	 should	
finalise	and	send	the	report	to	branch/bank.		Two	weeks	may	be	given	for	completion	of	
this	 formality.	 	The	 inspection	team	should	take	all	responsibility	up	to	dispatch	of	 the	
report.		Logistic	support	should	be	provided	to	the	team	by	the	department.		
	
(f)		Time	for	compliance:		The	report	should	be	divided	in	two	parts.		Minor	defects	and	
major	defects.		Time	for	rectifying	minor	defects	should	be	15	days	from	the	date	of	issue	
of	the	report	and	major	defects	to	be	complied	within	45	days.	
	
(g)	 	Coverage	and	quality	of	 reports:	 	Whether	 coverage	 of	 the	 report	 is	 as	 per	 the	
guidelines	 covering	 all	 essential	 aspects	 of	 the	 functioning	 of	 the	 	 branch,	 whether	
contents	 focus	 on	 major	 findings/	 irregularities,	 whether	 the	 report	 contains		
observations	not	well	substantiated,	whether	suggestion		given,	if	any,	are	pragmatic	and	
practicable.	 	 The	 internal	 audit/inspection	 department	 of	 the	 Cooperative	 Banks	 may	
follow	the	format	of	inspection	report	furnished	by	NABARD	vide	its	circular	letter	dated	
15	 September	 2010	 referred	 to	 above	 for	 the	 purpose	 of	 eliciting	 information	 and	
writing	the	report.		The	format	is	self‐explanatory	and	contains	almost	all	areas	of	bank’s	
functioning	in	a	questionnaire	form.		
	
3.2.1.		The	inspecting	officer	will	give	his/her	observations	alongside	the	questionnaire.		
The	Audit	Committee	may	award	marks	to	the	report	in	the	following	parameters	in	100	
marks	scale.	
	
Parameters	 Maximum Marks	

obtained	
Quality	and	contents	of	Inspection	Report 	
Presentation	 	
Accuracy	 	
New	Features	(detection	of	frauds) 	
Timely	issue	of	IR	 	
TOTAL	 100 	
	
	
3.2.2.	 	 	Rating	of	branch/DCCB:	 	The	status	of	the	branch/DCCB	may	be	measured	by	
using	a	rating	scale	on	performance	in	each	of	the	area	of	bank’s	functioning	as	come	out	
in	 the	 final	 report.	 	 The	 format	 provides	 for	 allotting	marks	 in	 each	 section	 of	 bank’s	
activity	 with	 an	 aggregate	maximum	mark	 of	 100.	 	 The	 Audit	 Committee	may	 decide	
maximum	marks	 a	particular	 activity	deserves	 depending	on	weightage	 of	 the	 activity	
from	Internal	Control	System	point	of	view.		However,	an	illustrative	rating	chart	is	given	
below:	
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Activity	 Maximum

marks	

Marks	

obtained	

Remarks

Cash	retention	 5 	

Handling	of	keys	 5 	

Deposits	 5 	

Loans	 15 	

Operational	Risk	Management	 30 	

Control	on	income	leakage	 20 	

External	compliance	 5 	

Business	strategy	and	customer	service 5 	

Working	result	and	net	worth	 10 	

TOTAL:	 100 	

	

	

3.2.3.	 	 	The	 status	 of	 the	 branch/DCCB	may	be	 arrived	 at	 on	marks	 it	will	 get	 from	 the	

inspection.		The	units	may	be	categorized	as	under:	

	

Percentage	of	marks	awarded Category

Above	80%	 A

60	to	80%	 B

50	to	60%	 C

Below50%	 D

	

	

3.2.4.		Issue	of	warning	signals:			On	the	basis	of	inspection	findings	warning	signals	may	

be	issued	to	the	branch/DCCB.		A	system	of	critical	monitoring	may	be	introduced	to	keep	

a	vigil	on	the	financing	unit	in	that	weak	area.	

	

3.2.5.		Monitoring	and	follow‐up:		The	compliance	by	the	inspected	unit	is	important	for	

setting	 right	 the	 problems,	 if	 any.	 	 Care	 should	 be	 taken	 to	 see	 quality	 of	 compliance.		

Compliance	should	be	specific	and	verifiable.		If	similar	types	of	irregularities	are	noticed	

in	the	next	inspection	the	inspecting	unit	may	be	issued	warning	letters.	

	

3.2.6.		Internalisation	of	inspection	findings:			The	Audit	Committee	may		 review	 the	

inspection	reports	periodically	and	analyse	cause	and	effect	of		 certain	 findings.		

Disturbing	features	may	be	intimated	to	different	sections		 dealing	 with	 the	 subject.		

On	the	basis	of	the	findings	policy	changes	may	be		made.	



	

3.2.7.	 	Other	 issues:	 	 	Annual	 budget	 for	 internal	 inspection,	 allocation	of	manpower,	
fixation	 of	 visit	 schedule	 etc.,	 will	 be	 drawn	 in	 advance	 and	 accorded	 sanction	 of	 the	
Board	through	the	Audit	Committee.		The	section	will	review	the	reports	and	put	up	an	
analysis	to	the	Audit	Committee	for	necessary	action.	
	
3.2.8.		Review	by	external	inspection/Audit	
	
During	 statutory	 audit	 and	 statutory	 inspections	 conducted	 by	 NABARD	 different	
deficiencies	in	the	bank’s	functioning	are	brought	out.	 	The	bank	is	required	to	take	for	
strengthening	 the	weak	aeas.	 	The	bank	may	ask	 the	external	auditors	 to	 furnish	 their	
findings	in	the	specified	format.		Vide	letter	Ref.	No.	NB.	DOS.	POL.	/	1309	/	J.1	/	2008‐
09	 (Circular	 No.	 106/DoS‐19/2008)	 dated	 30	 June	 2008	 NABARD	 had	 circulated	
format	 for	 Long	 Form	 Audit	 Report	 (LFAR)	 for	 Cooperative	 Banks‐	 Revised	
Framework	 to	 be	 adopted	 by	 the	 statutory	 auditors	 while	 undertaking	 the	
statutory	audit	of	the	banks.		
	

3.3.			Control	through	Vigilance	Cell	and	Monitoring	of	Frauds	
	
3.3.1.		Frauds	in	Cooperative	Banks	are	cases	of	or	criminal	breach	of	trust,	encashment	
of	 forged	instruments,	manipulation	of	books	of	accounts,	unauthorized	credit	 facilities	
extended	for	illegal	gratification,	cheating	and	forgery,	etc.	are	different	types	of	modus	
operandi	 for	 perpetration	 of	 frauds.	 	 However,	 frauds	 in	 large	 number	 of	 cases	 are	
perpetrated	by	bank	staff	by	flouting	established	systems	and	procedures.		NABARD	vide	
its	 circular	 letter	 No.NB.DoS.	 HO.POL./3899/P‐71/2005‐06	 (Circular	 No.16	 /	
DoS.1/2005)	dated	14	 January	2006	 instructed	 all	 the	 Cooperative	 Banks	 to	 set	 up	
Vigilance	Cells	keeping	in	view	the	increase	in	fraud	cases	in	Cooperative	Banks.	
	
	
3.3.2.	 	 	As	per	 the	guidelines	 issued	by	NABARD,	 the	Vigilance	Officer	 should	be	a	 full	
time	 functionary,	 senior	 officer	 from	 within	 the	 bank	 or	 on	 deputation	 from	 outside	
serving	or	retired,	with	a	tenure	of	at	least	three	years.		When	the	same	officer	has	been	
assigned	 vigilance	 functions	 besides	 normal	 duties,	 the	 vigilance	 function	 does	 not	
receive	 the	 required	 importance	 and	may	 not	 develop	 into	 effective	 instruments	 for	
curbing	the	growing	trend	of	vigilance	cases	in	banks.			
	
3.3.3.		Although	many	of	the	Cooperative	banks	have	set	up	Vigilance	Cells,	those	are	not	
headed	by	an		independent	vigilance	officer.		The	banks	should	realize	the	gravity	of	the	
issue	and	make	necessary	arrangements	to	address	it.	
	
3.3.4.	 	The	 functions	of	vigilance	cell	should	 include	detective	vigilance	and	preventive	
vigilance.	 	 Detective	 vigilance	 will	 lead	 to	 unearthing	 frauds	 and	 corruption	 cases	
through	the	process	of	examination	of	cases	of	carelessness,	unwanted	departure	 from	
norms,	abuse	of	authority,	etc.		Preventive	vigilance	will	be	through	ensuring	observance	
of	rules,	regulations,	procedures	and	pinpointing	the	defects	and	timely	rectification	
	
3.3.5.	 	 	All	 frauds	need	to	be	followed	up	and	monitored.	 	Police	action	as	also	internal	
inquiries	need	to	be	initiated	so	that	the	bank	recovers	its	funds	along	with	interest	and	

.
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is	not	put	to	any	pecuniary	loss.		Speedy	action	to	plug	operational	loopholes	have	to	be	
initiated	and	fraud	cases	should	be	put	up	to	the	BoD	for	information.	 	Weak	follow‐up	
action	on	frauds	by	bank	will	send	wrong	signals	to	other	staff	members	having	similar	
inclination	and	may	encourage	frauds.		
	

3.4.		Procedure	for	Internal	Checks	and	Controls		
	

3.4.1.		Books	of	Account:‐A	Co‐operative	Bank	is	required	to	maintain	various	types	of	
books	of	account	and	registers	normally	required	for	carrying	out	the	banking	business	
at	HO	and	in	the	branches.	 	To	this	effect,	the	bank	has	to	comply	with	the	instructions	
received	from	RBI/NABARD	and	RCS.		The	important	books/registers/records	normally	
required	 to	 be	maintained	 by	 a	 Co‐operative	Bank	 are	 indicated	 in	Annexure	VI.	 The	
Internal	 Inspectors	 should	 bring	 out	 the	 general	 quality	 of	 maintenance	 of	 various	
registers/ledgers	 maintained	 by	 the	 bank	 and	 also	 deficiencies/	 shortcomings	 in	 the	
maintenance	thereof	in	brief	indicating	the	name/s	of	the	branch/s	in	which	they	were	
observed.	 	 They	 should	 also	 comment	 about	 the	 custody	 and	periodical	 verification	 of	
securities,	 security	 documents,	 godown	 keys,	 etc.	 in	 the	 bank	 and	 on	 the	 daily	
independent	checking	of	previous	day’s	entries	from	vouchers,	etc	
	

(ii)	 	 The	 various	 types	 of	 safeguards	 to	 be	 adopted	 by	 a	 bank	 in	 its	 procedures	 for	
handling	 transactions	relating	 to	different	 items	of	 liabilities	and	assets	are	mentioned	
under	 respective	 items	 viz.,	 maintenance	 and	 servicing	 of	 deposit	 accounts,	 cash	
management,	investments,	loans	and	advances,	etc.	

.	
3.4.2.			Balancing	of	Books	of	Account‐	

a) All	entries	 in	 the	books	of	account	should	be	checked	by	persons	other	 than	those	

who	have	written	them.	

b) Balancing	of	books	should	be	done	by	staff	other	than	those	who	are	maintaining	the	

books.	

c) Balancing	of	 books	by	 surprise	 should	be	ordered	by	 the	 authorities	 from	 time	 to	

time.	

d) Balancing	register	should	be	checked	by	a	responsible	official.	

e) Rotation	of	duties	among	the	staff.	

	

Internal	 Inspectors	 should	 examine	 the	 above	 aspects.	 The	 periodicity	 of	 balancing	 of	
books,	 the	actual	position	of	balancing,	 the	 reason	 for	 arrears	 in	balancing,	 if	 any,	 and	
steps	 taken	 to	 balance	 the	 books	 within	 a	 time	 frame	 has	 to	 be	 ascertained.	 	 The	 IO	
should	indicate	the	names	of	branches	having	long	pending	balancing	of	various	books	of	
account	 and	 highlight	 it	 as	 a	 serious	 irregularity	 in	 the	 IR	 for	 enabling	 the	 Audit	
Committee	 to	 review	 the	 matter	 and	 take	 steps	 to	 complete	 the	 balancing	 within	 a	
stipulated	time	frame.	
	

	 	



3.4.3.			Well‐defined	procedures	for	Branch	Control	

Each	 Co‐operative	 bank	 should	 have	 Book	 of	 Instructions/	 Manual	 clearly	 indicating,	
step	 by	 step,	 the	 procedure	 to	 be	 followed	 for	 handling	 items	 of	 work	 relating	 to	 all	
important	aspects	of	bank's	 functioning.	 In	 the	absence	of	manuals,	 clear	 instructions/	
guidelines	 should	 emanate	 from	HO	 in	 the	 form	 of	 circulars	 and	 the	 branches	 should	
maintain	these	files,	in	chronological	order,	for	easy	reference.	Control	over	branches	is	
normally	exercised	through	the	following	methods:	
	

a) Issue	of	Book	of	 Instructions/	Manual/	Circulars	 indicating	procedures	with	 in‐

built	checks	&	controls	

b) Prescription	of	periodic	returns	

c) Periodic	inspection	

d) Branch	account	and	reconciliation	thereof	

	

3.4.4.		In‐Built	checks	and	controls	 	

	

(a)		Handling	of	cash:‐		The	banks	are	expected	to	have	the	following	procedure:‐	

	

 Maintenance	of	separate	cash	scroll	by	the	cashier	as	well	as	the	accountant;	

 Joint	custody	of	cash;	

 Surprise	verification	of	cash	by	an	official		unconnected	with	the	custody	thereof;	

 System	of	maintenance	of	 separate	 register	 for	 recording	details	of	 cash	 received	

after	closure	of	cash;	

 Maintenance	of	 key	 register	 for	handing	over/	 taking	over	 of	 keys	 of	 safe/strong	

room;		

 Maintenance	of	token	register;	

 Adherence	 of	 cash	 retention	 limit	 for	 counter	 and	 vault	 as	 fixed	 by	 HO	 and	

arrangements	for	remitting	of	surplus	cash	to	nearby	branches/HO;	

 Details	of	cut/soiled	notes	and	the	likely	financial	loss	arising	out	of	such	notes;	

 Verification	of	movement	register;	

 Lodging	of	duplicate	keys	of	safe	with	the	nearby	commercial	bank	branch/HO	and	

their	periodical	rotation;	and	

 Surprise	verification	of	cash	by	officials	visiting	the	branch/es	from	HO.	

	

IOs	 are	 expected	 to	 keep	 all	 these	 aspects	 in	 view	 while	 reviewing	 the	 position	 in	

branches	and	bring	out	the	deficiencies	clearly	in	the	IRs.		If	the	branch/es	are	found	to	

be	holding	cash	more	than	the	prescribed	limits	continuously	for	more	than	a	fortnight,	

such	instances	should	figure	in	the	IR.			



	 	



(b)				Balances	with	other	banks	 	

(i) Joint	 operation	 of	 accounts	 maintained	 with	 other	 banks	 both	 at	 HO	 and	

branches;	

(ii) Periodic	reconciliation	of	such	bank	accounts	

(iii) Follow	up	 of	 entries	 remaining	 unadjusted	 for	 a	 long	period	 –reasons	 there	

for.	

(iv) Regular	receipt	of	monthly	statement	of	accounts	from	the	banks.	

	

IOs	 should	 analyze	 the	 long	 outstanding	 items	 pending	 for	 adjustment	 in	 the	 bank	
accounts/bank	reconciliation	statements	and	advise	the	branches	concerned	to	take	up	
and	complete	the	reconciliation	within	the	specified	time	frame.	
	

(c	)			Custody	of	Security	Items	

(i) Blank	cheques/drafts/FDR/Payment	Order	Books	should	be	under	the	custody	of	

authorized	official/s.	

(ii) Account	opening	forms,	specimen	signature	cards,	loose	ledger	sheets,	etc.	should	

also	be	kept	under	proper	custody	to	prevent	misuse	of	the	same.	

Internal	 Inspectors	 should	 undertake	 regular	 checking	 of	 stock	 as	 per	 the	 registers	 of	
such	 security	 documents,	method	 followed	 for	 issuance	of	 cheque	books	 to	 customers	
and	 counters,	 safe	 keeping	 of	 specimen	 signature	 cards,	 account	 opening	 forms,	 etc.	
during	branch	visits	and	comment	about	the	deficiencies,	if	any,	in	the	IR.	
	

(d)		Periodical	returns	to	be	submitted	by	branches	to	HO	

	

The	 HO	 of	 the	 Co‐operative	 Bank	 prescribes	 various	 returns	 to	 be	 submitted	 by	 the	
bank’s	branches	which	facilitate	to	know	about	the	working	of	branches	and	enable	HO	
to	exercise	proper	control	over	them.		These	returns	range	from	daily,	weekly,	monthly	
to	yearly.		Each	bank	prescribes	such	returns	so	as	to	suit	its	own	needs.		Some	of	these	
returns	are	indicated	as	under	which	are	illustrative	and	not	exhaustive.	 	 It	 is	expected	
that	 the	 branches	 must	 maintain	 proper	 record	 to	 indicate	 the	 due	 dates	 of	 various	
returns	and	date/s	of	submission	of	those	returns	to	HO.	 	This	record	must	be	verified	
both	by	the	bank’s	Internal	Inspector	so	as	to	ensure	that	the	branch	has	been	promptly	
submitting	the	prescribed	returns	to	HO	within	the	due	dates.	 	Delays	 in	submission	of	
those	returns	on	a	continuous	basis	by	certain	branches	must	be	reported	in	the	IR.	
	

Daily	returns:‐		(i)		Statement	of	cash	position,	(ii)	Abstract	of	transactions	through	HO	
General	 Account,	 (iii)	 Statement	 of	 advances	 granted	 under	 Branch	 Manager’s	
discretionary	powers,	(iv)	Liquid	Assets	statement.	
	

Weekly	 returns:	 	 (i)	 Trial	 Balance,	 (ii)	 Overdue	 bills	 purchased	 and	 discounted	
statement	



	

Monthly	returns:		

(i) Statement	of	 ST	and	MT	 loans	and	advances	 issued,	 recovered,	outstanding	and	

overdue.	

(ii) Statement	of	CC	accounts	showing	drawls,	repayments,	outstanding’s,	over	dues,	

value	of	stocks,	dates	of	verification	of	stocks,	etc.	

(iii) Loans	and	advances	against	Govt.	securities,	fixed	assets,	hypothecation	of	motor	

vehicles,	etc.	

(iv) Go‐down	Inspection	report	

(v) Reconciliation	statement	regarding	balances	with	other	banks	

(vi) Statement	of	sundry	debtors/sundry	creditors/suspense	account	

(vii) Branch	Manager’s	 certificates	 regarding	 balancing	 of	 various	 books	 of	 account,	

verification	of	cash,	etc.	

(viii) Monthly	trial	balance		

(ix) Statement	of	deposits	held	

(x) Liquid	assets	statement	

(xi) Demand,	Collection	and	Balance	(DCB)	statements	

	

Quarterly/Half‐yearly	returns:	Provisional	Branch	Balance	sheet	and	P	&	L	Account	

	

Yearly	returns:		(i)	Balance	Sheet,	(ii)	P	&	L	Account,	(iii)	Inoperative	Accounts	

	

The	Internal	Inspector	is	required	to	examine	at	branches:		

	

(i)		The	maintenance	of	return	registers	

(ii)	The	proper	compilation	of	various	returns	

(iii)	Delay	in	submission	of	returns,	reasons	for	delay,	etc.	

	

(e)			Branch	Adjustment	Account		

There	are	two	systems	of	accounting:	

 Mutual	accounting	system.	

 Centralized	accounting	system.	

	

Most	 banks	 follow	 the	 system	 of	 centralized	 accounts.	 Transactions	 between	 any	 two	

branches	or	transactions	between	a	branch	and	HO	are	reflected	in	this	account.	

	



Normally	branches	are	not	to	originate	debit	entries	in	the	HO	General	Account	except	in	

the	event	of:	

 Cash	remittance	from	one	branch	to	another.	

 Transfer	of	draft	without	advice.	

 Branches	are	required	to	send	a	daily	abstract	of	transactions	to	HO.	

	

Internal	 Inspector	 has	 to	 verify	 the	 pendency	 of	 Branch	 Adjustment	 Account	 at	 each	

branch	and	suggest	suitable	steps	for	reducing	the	pendency	level.	

	

(f)			Branch	reconciliation	

	

With	the	total	of	the	un‐responded	debit	entries,	the	Items‐in‐transit	account	should	be	
credited	and	HO	General	Account	debited	in	the	HO	book.		Likewise,	with	the	total	of	un‐
responded	credit	entries,	the	item‐in‐transit	account	should	be	debited	and	HO	General	
Account	 credited	 in	 the	HO	book.	 	 Thus,	 at	 any	point	 of	 time,	 the	balance	of	 Items‐in‐
transit	account	will	represent	the	total	un‐responded	entries	and	will	be	reflected	in	the	
trial	 balance	 under	 the	 heading	 ‘Branch	 Adjustment’.	 	 This	 will	 equal	 the	 difference	
between	the	balance	in	HO	General	Account	and	the	net	balance	in	the	Branches	Account	
in	 the	HO	Book.	 	At	periodical	 intervals,	 a	detailed	abstract	of	 Items‐in‐transit	 account	
debits	and	credits	is	prepared	and	in	cases	where	items	are	remaining	un‐responded	for	
more	than	a	fortnight,	they	are	taken	up	with	branches	concerned	and	the	corresponding	
entries	 get	 passed	 by	 the	 branches.	 	 This	 process	 is	 known	 as	 ‘Branch	 reconciliation’.		
Since	 perpetration	 of	 frauds	 by	 debit	 to	 branches	 by	 vested	 officials	 is	 possible,	 HO	
should	ensure	that	reconciliation	is	done	periodically	in	a	systematic	manner.	
	

The	Internal	Inspectors	should	examine:‐	

	

(i) The	position	of	reconciliation	done	at	branches/bank	level	

(ii) Arrear	in	reconciliation,	and	reasons	there	for.	

(iii) Details	of	long	outstanding	entries	pending	adjustment,	particularly	debit	entries	

representing	sizeable	amounts,	and	reasons	for	pendency.	

	

(g)			Periodical	visit/inspection	

	 	

The	CEO	or	 experienced	 senior	officers	 should	pay	visits	 to	 the	branches	 at	periodical	
intervals.		The	purpose	of	such	visits	is	to	provide	necessary	guidance	to	the	branches	on	
the	 spot	 as	 also	 to	 know	 problems/pending	 issues/arrears	 in	 book	 balancing,	
reconciliation,	etc.	 Such	visits	will	have	 to	be	 followed	by	an	official	 communication	 to	
those	 branches	under	 intimation	 to	 all	 concerned	operational	 departments	 at	HO.	 The	
concerned	 branches	 are	 required	 to	 furnish	 suitable	 compliance	 thereon.	 	 IOs	 are	
required	 to	 study	 the	 existing	 system	 of	 periodical	 visit	 by	 senior	 officials	 to	 the	
branches	and	comment	on	the	follow‐up	action	taken	thereon	in	the	IR.	
	



3.4.5.			NABARD	had	conducted	Pilot	Studies	on	Internal	Checks	and	Control	Systems	in	
selected	Co‐operative	Banks	for	crystallizing	the	areas	where	common	approach	can	be	
thought	of,		Accordingly,	NABARD	had	discussed	with	the	officials	In	charge		for	Internal	
Checks	and	Control	system	in	Cooperative	Banks	the	areas	of	supervisory	concern,	
possible	supervisory	(internal	and	external)	approaches	and	practices	to	address	these	
concerns,	road	map	for	strengthening	Internal	Control	System,	best	practices	of	internal	
checks	and	control	in	some	of	the	StCBs	and	CCBs,	various	emerging	issues	on	internal	
checks	and	made	certain	suggestions	to	improve	the	systems	and	controls	etc.	(cf.	letter	
No.NB.DoS.HO.POL.478/	J.1/2011‐12	(Circular	No.96/DoS.07/2011)	dated	18	May	
2011	on	Internal	Checks	and	Control	System	in	banks).		Internal	Inspectors	are	required	
to	go	through	the	above	circular	for	updating	their	knowledge.			
	

3.4.6.			RBI/NABARD	had	issued	guidelines	to	banks	on	the	procedure	to	be	followed	for	
(i)	Model	Operational	Procedure	for	extension	of	the	facility	of	Safe	Deposit	Lockers	and	
Safe	 custody	of	 articles	 (cf.	 letter	No.	NB.DoS.HO.POL/	2488	/J‐1/2007‐08	 (Circular	
No.196	/DoS‐33/2007)	dated	11	October	2007),	 and	Lender’s	Discipline	Guidelines	
(cf.	letter	No.NB.HO.POL.2256/J.1/2008‐09	(Circular	No.161/	DoS.32/	2008)	dated	
08	September	2008),	etc.	 	Internal	Inspectors	are	required	to	comment	as	to	whether	
the	 branches/CCBs	 have	 put	 in	 place	 the	 above	 Policies	 and	 their	 effective	
implementation	by	the	branches	in	the	IRs.	
	

3.4.7..	 	 Co‐operative	 Banks	 were	 advised	 to	 take	 up	 and	 complete	 the	 pending	
reconciliation	of	entries	in	the	inter‐branch	accounts	in	a	time‐bound	manner	vide	letter	
No.NB.DoS.HO.	POL.	2133	/	J‐1/	2010‐11	(Circular	No.	170	/	DoS‐	21	/2010)	dated	
31	August	2010.		IOs	may	indicate	the	latest	position	in	this	regard	in	the	IRs.	
	

3.5.			AUDIT	FOR	ELECTRONIC	DATA	PROCESSING	(EDP)		SYSTEM:	
	
An	 effective	 way	 of	 maximisation	 of	 internal	 control	 without	 adding	 layers	 to	 the	
organisational	 structure	 is	 implementing	 a	 core	 banking	 solution.	 This	 coupled	 with	
effective	Information	System	audit,	are	adequate	generally	to	exercise	effective	control.		
Co‐operative	 banks	 which	 have	 partially/fully	 computerised	 their	 operations	 should	
introduce	 EDP	 audit	 system	 on	 perpetual	 basis	 by	 the	 	 EDP	 audit	 cell	 as	 part	 of	 their	
Inspection	 and	 Audit	 Department	 to	 carry	 out	 EDP	 audit	 in	 branches/offices	 having	
computerised	operations.			The	overall	control	and	supervision	of	these	EDP	Audit	Cells	
should	be	vested	in	the	Audit	Committees.	All	co‐operative	banks	having	fully/	partially	
computerised	operations	should	ensure	to	comply	with	the	following	norms.	
	
(i)			A	team	of	competent	and	motivated	EDP	personnel	may	be	developed.		EDP	auditors'	
technical	knowledge	should	be	augmented	on	a	continuing	basis	through	deputation	to	
seminars/conferences,	supply	of	technical	periodicals	and	books	etc.	
	
(ii)	Duties	of	system	programmer/designer	should	not	be	assigned	to	persons	operating	
the	 system	 and	 there	 should	 be	 separate	 persons	 dedicated	 to	 system	
programming/design.	System	person	would	only	make	modifications	/improvements	to	
programs	and	the	operating	persons	would	only	use	such	programs	without	having	the	
right	to	make	any	modifications.	



	
(iii)	Major	factors	which	lead	to	security	violations	in	computers	include	inadequate	or	
incomplete	 system	 design,	 programming	 errors,	 weak	 or	 inadequate	 logical	 access	
controls,	 absent	 or	 poorly	 designed	 procedural	 controls,	 ineffective	 employee	
supervision	and	management	controls.		These	loopholes	may	be	plugged	by:	
	
	 (a)		strengthening	physical,	logical	and	procedural	access	to	system;	
	 (b)		introducing	standards	for	quality	assurance	and	periodically		 	 						
testing	and	checking	them;	and	
	 ©			screening	employees	prior	to	induction	into	EDP	application	areas								and	
keeping	a	watch	on	their	behavioral	pattern.	
	
(iv)		There	is	a	need	for	formal	declaration	of	system	development	methodology,	
programming	and	documentation	standards	to	be	followed	by	the	bank,	in	the	absence	of	
which	quality	of	system	maintenance/	improvement	might	suffer.	EDP	auditors	should	
verify	compliance	in	this	regard.	
	
(v)	 	 Contingency	 plans/procedures	 in	 case	 of	 failure	 of	 system	 should	 be	 introduced/	
tested	 at	 periodic	 intervals.	 EDP	 auditor	 should	 put	 such	 contingency	 plan	 under	 test	
during	the	audit	for	evaluating	the	effectiveness	of	such	plans.	
	
(vi)	Every	bank	should	have	a	manual	of	instructions	for	their	inspectors/	auditors	and	it	
should	be	updated	periodically	to	keep	in	tune	with	latest	developments	in	its	area	of	
operations	and	in	its	policies	and	procedures.	
	
(vii)		An	appropriate	control	measure	should	be	devised	and	documented	to	protect	the	
computer	 system	 from	 attacks	 of	 unscrupulous	 elements.	 Before	 introducing	 an	 EDP	
application	 in	 place	 of	 certain	 manual	 procedures,	 parallel	 run	 of	 both	 the	 systems	
should	be	done	for	a	reasonable	period	to	ensure	that	all	aspects	of	security,	reliability	
and	accessibility	of	data	are	ensured	in	the	EDP	application.	
	
(viii)	 	 	 In	 order	 to	 ensure	 that	 the	 EDP	 applications	 have	 resulted	 in	 a	 consistent	 and	
reliable	system	for	inputting	of	data,	processing	and	generation	of	output,	various	tests	
to	 identify	 erroneous	 processing,	 to	 assess	 the	 quality	 of	 data,	 to	 identify	 inconsistent	
data	and	to	compare	data	with	physical	forms	should	be	introduced.	
	
(ix)			While	engaging	outside	computer	agencies,	banks	should	ensure	to	incorporate	the	
"clause	of	visitorial	rights"	in	the	contract,	so	as	to	have	the	right	to	inspect	the	process	
of	 application	 and	 also	 ensure	 the	 security	 of	 the	 data/inputs	 given	 to	 such	 outside	
agencies.	
	
(x)	Entire	domain	of	EDP	activities	(from	policy	to	 implementation)	should	be	brought	
under	scrutiny	of	Inspection	and	Audit	Department.	Financial	outlay	as	well	as	activities	
to	 be	 performed	 by	 EDP	 department	 should	 be	 reviewed	 by	 senior	 management	 at	
periodical	intervals.	
	
(xi)	 	 In	 order	 to	 bring	 about	 uniformity	 of	 software	 used	 by	 various	 branches/offices	
there	 should	 be	 a	 formal	method	 of	 incorporating	 change	 in	 standard	 software	 and	 it	
should	 be	 approved	 by	 senior	management.	 Inspection	 and	 Audit	 Department	 should	



verify	such	changes	 from	the	view‐point	of	control	and	for	 its	 implementation	 in	other	
branches	in	order	to	maintain	uniformity.	

3.6.			Integrity	of	Management	Information	System	
	

At	HO	 level,	 the	 Internal	 Inspector	has	 to	 examine	 the	 Integrity	of	Management	
Information	System	(MIS)	for	its	quality,	coverage	of	areas/functions/activities	of	the	
bank,	 	 types	 of	 reports	 prescribed,	 periodicity,	 timeliness	 in	 submission,	 reliability	 of	
data	furnished	by	the	branches,	branches	delaying	the	submission	of		MIS,	involving	the	
Internal	 Inspection	 Department	 while	 finalising	 various	 returns/statements	 to	 be	
submitted	by	the	branches	and	how	often	the	review	of	MIS	is		being	undertaken	and	the	
role	 of	 Internal	 Inspection	Department	 in	 this	 regard.	 	 IOs	 should	 also	 comment	 as	 to	
how	the	information	collected	under	MIS	was	being	utilised	for	better	functioning	of	the	
bank	or	merely	utilised	for	consolidation	purpose.		IOs	also	comment	as	to	the	volume	of	
work	 load	 involved	 at	 the	 branches	 is	 taken	 into	 consideration	while	 prescribing	 any	
new	returns	under	MIS.	
	

3.7.		Important	areas/aspects	to	be	seen	during	the	course	of	Internal	
Inspections	in	Cooperative	Banks.	
	
Important	 aspects	 to	 be	 seen	 during	 the	 course	 of	 Internal	 inspections	 in	 Cooperative	
Banks	is	given	below:	
3.7.1.			Inspections	of	SCB	branches	and	DCCBs	
	

 Inspections	 are	 an	 important	 monitoring	 tools	 and	 help	 in	 diagnosing	 the	
problems	early	for	management	to	take	corrective	action.	This	function	therefore	
needs	to	be	integrated	with	the	risk	management	strategy	of	the	bank;	

	
 StCBs	should	constitute	dedicated	inspection	departments/cells	which	should	be	

manned	 by	 senior	 officials	 with	 sufficient	 exposure	 to	 banking.	 The	 inspection	
department	should	directly	report	to	the	audit	committee	for	ensuring	necessary	
independence	and	less	interference	from	operating	management;	

	
 Inspections	to	be	effective	need	to	be	complimented	by	an	Early	Warning	System	

(EWS)	 comprising	 of	 key	 productivity	 indicators,	 profitability	 indicators,	 loan	
delinquency	 indicators	 and	 asset	 liability	 mismatches.	 EWS	 can	 be	 effectively	
used	to	plan	on‐site	inspections;	

	
 Inspections	 can	be	Offsite	and	Onsite.	The	 tools	 for	offsite	 inspections	are	EWS,	

Balance	Sheet	and	Profitability	analysis,	customer	service	reports	and	other	MIS	
that	 flow	 from	 branches	 to	 HO	 and	 from	 DCCBs	 to	 StCBs.	 An	 effective	 offsite	
mechanism	 will	 help	 generate	 an	 effective	 onsite	 inspection	 program	 and	 the	
scope	for	such	onsite	inspections;	

	
 Onsite	 inspections	 can	 be	 “whole”	 where	 all	 the	 operations	 of	 the	 branch/HO	

department	 are	 verified	 or	 “targeted”	 where	 only	 certain	 weak	 areas	 both	 in	
terms	 of	 financial	 health	 and	market	 conduct	 are	 chosen	 for	 inspection.	Whole	



and	targeted	modes	of	inspections	can	be	effectively	alternated	in	such	a	manner	
that	all	the	branches	are	fully	covered	every	two/three	years;	

	
 A	yearly	programme	of	StCB	branches	and	affiliated	DCCB	inspections	should	be	

approved	by	the	Audit	Committee	and	the	BoD,	and	inspections	must	be	planned	
well	in	advance.	The	scope	and	coverage	of	inspections	must	be	approved	by	the	
audit	 committee	 and	 must	 cover	 the	 efficacy	 of	 the	 systems	 and	 procedures,	
compliance	 with	 various	 HO	 directions	 and	 instructions;	 loan	 sanctions	 and	
disbursements	customer	service;	maintenance	of	books	and	records	as	advised	by	
the	HO;	compliance	with	internal	controls	as	recommended	by	HO;	

	
 Action	 taken	on	 inspection	 findings	must	 be	monitored	by	 the	 audit	 committee	

and	 the	 board	 at	 least	 once	 every	quarter	 and	 the	 departmental	 heads	 shall	 be	
held	accountable	in	all	cases	of	non‐compliance;	

	
 The	inspections	department	at	StCBs	shall	also	carry	out	the	inspections	of	DCCBs	

as	 per	 a	 well	 programmed	 framework	 that	 covers	 both	 offsite	 and	 on	 site	
inspections.	StCBs	must	ensure	that	a	EWS	suitable	for	DCCBs	is	installed	and	the	
inspections	departments	shall	monitor	the	performance	of	DCCBs	too.	

	
3.7.2.		Internal	Controls	for	Important	Functional	Areas	
	
3.7.2.1.			Cash	Section	
	
Cash	Receipts	and	Payments	
	

 Cash	must	be	stored	in	a	well	protected	safe	under	the	joint	custody;	
 There	should	always	be	dual	control	on	cash;	
 At	the	end	of	the	day	cash	must	be	counted	by	another	officer	/	individual	before	

it	is	placed	in	the	strong	room.	The	joint	custodian	should	count	the	cash	section,	
loose	notes	and	coins	with	amongst	mentioned	in	the	cash	denomination	register.	
The	cashier	and	the	additional	custodian	shall	affix	their	signatures	in	the	register	
as	having	verified	and	tallied	with	the	scroll	and	cash	book;	

 Cash	receipts	scroll	and	payments	scrolls	must	be	separately	maintained;	
 Entries	in	cash	scroll	and	subsidiary	and	general	ledger	should	be	authorized	by	a	

passing	officer/the	branch	manager;	
 To	 the	 extent	 possible	 the	 branches	must	 install	 Ultra‐violet	 lamps	 in	 the	 cash	

counter	and	all	high	denomination	notes	should	be	scanned	using	the	machines;	
 Where	branches	receive	cash	after	the	closure	of	the	business	or	they	must	enter	

such	receipt	in	a	Late	Receipt	Register	(LRR)	and	the	entries	in	the	LRR	must	be	
authenticated	by	the	branch	manager	before	such	cash	is	kept	in	the	strong	room.	
All	such	receipts	must	be	posted	in	the	cash	book	for	the	following	working	day	
and	to	the	respective	ledger	accounts	in	the	normal	course;	

 The	head	office	must	lay	down	limits	for	branches	to	accept	cash	beyond	business	
hours	 and	 such	 receipts	 must	 be	 intimated	 to	 the	 head	 office	 by	 the	 fax	 /	
telephonic	message	at	the	end	of	the	day	by	the	branch;	

 All	payments	shall	be	made	only	after	verification	of	the	signature	and	passing	of	
the	voucher	by	the	accountant/passing	officer	as	authorized	under	the	manual	of	
authorization	



 All	payments	must	be	posted	to	the	respective	accounts	by	 the	 ledger	clerk	and	
verified	and	authorized	by	the	passing	officer;	

 The	 branches	 should	 ensure	 that	 cashiers	 do	 not	 have	 access	 to	 customer	
accounts	 nor	 do	 they	 be	 authorized	 to	 make	 any	 entries	 in	 the	 cash	 book	 /	
subsidiary	ledger	/	general	ledger;	

 The	branch	should	ensure	that	there	is	no	excess/short	cash	at	the	end	of	the	day.	
However	 if	 excess	 cash	 is	 found	 at	 the	 end	 of	 the	 day	 it	 should	 be	 properly	
reported	 and	 recorded	 in	 a	 General	 Ledger	 account.	 All	 short	 cash	 must	 be	
recovered	the	same	day.	

	
3.7.2.2.		Cash	Verification	and	Reconciliation	
	

 At	 the	 end	of	 every	day	 the	 cashier	 and	 the	passing	officer	 shall	 reconcile	 their	
respective	scrolls	and	agree	with	the	balance	as	reflected	by	the	scroll	books	and	
the	cash	books;	

 At	the	end	of	every	day	cash	must	also	be	verified	by	either	the	branch	manager	/	
any	other	independent	officer	who	is	authorized	for	the	purpose;	

 End	of	day	cash	accounts	as	shown	by	the	general	ledger	must	be	tallied	with	cash	
scrolls	/cash	registers;	

 Surprise	 cash	 verification	 checks	must	 be	 conducted	 by	 the	 head	 office	 at	 least	
once	 in	 a	 quarter	 or	 at	 such	 other	 frequencies	 as	may	be	 required	by	 the	head	
office;	

 In	 addition	 the	 branch	manager	 should	 conduct	 a	 surprise	 verification	 of	 cash	
once	a	month	at	any	point	of	time	during	the	days’	operations	and	evidence	such	
verification	by	the	signature	in	the	scroll	and	cash	book.	

	
3.7.2.3.		Cash	Retention	and	Insurance	
	

 Head	office	must	prescribe	the	cash	retention	limits	for	each	branch	and	review	
the	actual	carry	over	of	the	balances	by	the	branches	as	frequently	as	possible;	

 The	cash	retention	limit	policy	must	be	reviewed	by	the	head	office	atleast	once	in	
six	months	and	make	necessary	corrections	as	will	be	required;	

 It	is	recommended	that	insurance	for	cash	maintained	with	the	branches	shall	be	
obtained	 for	 each	 branch	 separately	 based	 on	 the	 branches	 average	 cash	
maintenance	 of	 the	 last	 twelve	months	 instead	 of	 an	 annual	 blanket	 indemnity	
policy	that	may	not	sufficiently	cover	the	risk	at	the	branches.	

	
3.7.2.4.		Cash	transfer/remittances	between	branches	
	

 Cash	 transfers	 between	 branches	 shall	 be	 documented	 by	 inter	 branch	
memorandums	and	such	transfers	shall	be	evidenced	by	documented	instructions	
from	the	head	office;	

 All	outward	remittances	of	cash	must	be	noted	in	debit	vouchers	and	signed	by	all	
members	 accompanying	 the	 cash	 remittances	 as	 recipient	 of	 cash.	 In	 addition	
acknowledgement	 of	 cash	 receipts	 must	 also	 be	 obtained	 with	 the	 registers	
maintained	for	inward	/	outwards	remittances;	



 Cash	transfers	shall	be	documented	by	authorization	letter	and	reconciliation	for	
such	 transfers	 shall	 be	 completed	 in	 less	 than	 a	 week	 from	 the	 date	 of	 the	
transaction;	

 The	branch	must	 follow	a	proper	 system	of	sending	cash	outside	 the	bank	with	
full	 safe	 guard	 such	 as	 steel	 /	 metal	 boxes	 which	 should	 be	 locked	 and	
accompanied	by	staff	member	and	security	guard	as	per	the	manual	of	operation;	

 The	 details	 of	 some	 note	 packet	 of	 the	 remittance	 shall	 be	 maintained	 in	 the	
branch	 as	 bait	money.	 This	 information	 shall	 be	with	 the	 branch	manager	 and	
another	individual	as	may	be	authorized	for	this	purpose.	

	
3.7.2.5.		Balances	with	other	Banks	
	

 Accounts	with	other	banks	can	only	be	opened	under	specific	authorization	from	
head	office;	

 The	account	operation	shall	be	under	the	dual	authority,	the	branch	manager	and	
any	other	staff	member	duly	authorized	for	this	purpose;	

 The	cheque	books	shall	be	kept	under	the	charge	of	the	branch	manager	and	shall	
be	well	protected;	

 Reconciliation	 of	 accounts	 shall	 be	 done	 at	 least	 once	 a	 week	 or	 at	 shorter	
intervals	 as	 may	 be	 provided	 under	 the	 manual	 of	 operation.	 In	 doing	 the	
reconciliation	the	branch	manager	must	ensure	the	following:	

 Cash	transactions	remaining	unresponded	shall	be	attended	to	immediately	
 Revenue	items	requiring	adjustments	and	write	off	are	attended	to	immediately	
 All	 cheques	sent	or	receipts	 in	clearing	operations	are	cleared	and	 there	are	no	

outstanding	
 The	 branch	manager	 shall	 ensure	 that	 all	 bills	 or	 outstanding	 cheques	 sent	 for	

collections	must	have	been	credited	subsequently	
 Confirmation	 statements	 from	 other	 banks	 shall	 be	 obtained	 atleast	 once	 a	

quarter	 and	 balances	 as	 shown	 by	 the	 confirmation	 statement	 shall	 be	 agreed	
with	the	book	balances.	

	
3.7.2.6.	Deposits	(Savings,	Current	and	Term	Deposits)	
	

 The	manual	 of	 operation	 for	 deposits	 should	 cover	 among	 others	 certain	 rules	
with	 respect	 (a)minimal	 amount	 of	 deposit	 (b)rate	 and	 mode	 of	 payment	 of	
interest	(c)mode	of	withdrawal	(d)restrictions	on	withdrawals	(e)transferability	
or	 non‐transferability	 of	 the	 receipts	 (f)renewal	 of	 the	 deposits	 (g)encashment	
before	maturity	and	penalties	if	any;	

 The	manual	operation	shall	also	cover	procedure	for	opening,	renewal,	closing	of	
deposit	account.	Such	procedures,	amongst	others	shall	cover	(a)	the	prescribed	
KYC	norms,	

 (b)importance	 of	 introduction	 for	 new	 accounts	 and	 documentary	 evidence	
required	 for	 new	 accounts	 (c)obtaining	 specimen	 signature	 and	 maintaining	
specimen	signatures	cards	(d)	procedures	for	issuing	of	deposit	receipts	including	
the	 duplicate	 (e)procedure	 for	 cancellation	 of	 receipts	 (f)	 issuance	 of	 cheque	
books	/	loose	cheque	forms	and	control	on	loose	cheque	forms;	



 The	branch	manager	or	the	accountant	of	the	branch	shall	verify	the	new	account	
forms	 for	 compliance	 with	 KYC	 norms.	 The	 account	 can	 only	 be	 opened	 upon	
specific	authorization	of	the	branch	manager;	

 The	 receipt	 for	 term	 deposit	 shall	 be	 issued	 under	 joint	 authentication	 of	 the	
branch	manager	and	any	other	officer	duly	authorized	for	the	purpose;	

 There	shall	be	a	separate	folio	for	each	account	of	the	customer	and	all	entries	in	
the	 ledger	 folio	 shall	 be	 verified	 /	 authenticated	 by	 the	 account	 or	 the	 branch	
manager;	

 The	 specimen	 signature	 card	 of	 the	 account	 holder	 shall	 be	 kept	 under	 the	
custody	of	either	the	branch	manager	or	any	other	officer	duly	authorized	by	the	
manual	of	operation;	

 All	 account	 opening	 forms	 shall	 be	 properly	 arranged	 and	 shall	 be	 under	 the	
custody	of	any	officer	duly	authorized	for	this	purpose;	

 The	ledger	accounts	of	customers	shall	not	be	handled	by	the	cashier;	
 The	cheque	numbers	for	the	chequebooks	issued	to	the	customers	shall	be	noted	

on	 the	 ledger	 folio	 of	 that	 customer.	 If	 any	 stop	 payments	 instructions	 are	
received	the	cheque	numbers	 for	 those	stop	payments	 instructions	shall	also	be	
noted	in	red	color	on	the	ledger	folio;	

 If	 the	 bank	 has	 received	 any	 order	 of	 attachment	 from	 income	 tax	 office	 or	
garnishe	orders,	those	details	shall	be	noted	on	the	ledger	folio;	

 All	subsidiary	ledgers	for	savings	/	term	deposits	shall	be	balanced	atleast	once	a	
month;	

 The	 subsidiary	 ledger	 balances	 must	 be	 reconciled	 with	 respective	 control	
accounts	in	the	general	ledger	atleast	once	a	month;	

 Where	loans	are	sanctioned	against	deposits	a	specific	lien	should	be	marked	on	
the	ledger	folio;	

 All	interest	calculations	shall	be	verified	by	the	accountant	and	authenticated	by	
the	branch	manager	whenever	interest	is	credited	to	the	account;	

 Deposit	accounts	can	be	closed	upon	the	request	of	the	customer	only	under	the	
approval	 of	 the	 branch	 manager	 or	 any	 other	 officer	 duly	 authorized	 for	 this	
purpose;	

 The	unused	stationery	like	deposit	receipt,	loose	cheque	forms	and	chequebooks	
must	be	under	the	custody	of	an	officer	duly	authorized;	

 All	 in‐operative	 accounts	 shall	 be	 segregated	 periodically	 and	 transfer	 to	 a	
separate	 ledger	 with	 specific	 approval	 from	 branch	 manager.	 Re‐activation	 of	
these	accounts	should	be	permitted	only	with	approval	from	branch	manager;	

 All	 new	 savings	 accounts	 should	 be	 reviewed	 at	 least	 once	 a	 month	 for	
unusual/abnormal	transactions	for	six	months	from	the	opening	of	account;	

 New	 accounts	 in	 names	 of	 Trusts	 should	 be	 cleared	 by	 the	 banks’	 legal	
department	before	it	is	opened.	

	
3.7.2.7.		Advances	
	
In	general	the	internal	controls	over	advances	portfolio	should	include	the	following:	
	

 Develop	 and	 adopt	 a	 credit	 loan	 procedures	 manual	 for	 crop	 loans	 and	 other	
loans	and	advances	that	can	be	sanctioned	by	the	bank;	



 The	 powers	 of	 respective	 officers	 in	 respect	 of	 sanctioning	 loans	 and	 advances	
should	be	clearly	defined	in	the	loan	procedures	manual	and	communicated	to	all	
departments	and	branches	for	implementation;	

 In	case	of	vesting	of	discretion	regarding	certain	powers	in	certain	officers/other	
staff	there	must	be	system	of	intimating	the	higher	authority	in	the	branch	as	well	
as	reporting	such	transactions	to	the	appropriate	authority	in	head	office;	

 The	procedures	must	ensure	appropriate	segregation	of	duties	between	the	loan	
approval	function	and	loan	disbursement	monitoring,	collection	and	loan	review	
functions;	

 As	 far	 as	 possible	 the	 documentation	 beginning	with	 the	 loan	 application,	 loan	
appraisal	 formats,	 credit	 report	 formats	 and	 security	 documentation	 should	 be	
standardized	 and	 which	 should	 be	 reviewed	 once	 every	 year	 to	 ensure	 that	
developments	in	the	loan	systems	are	captured	in	the	documents;	

 prior	 to	 the	 sanction	 of	 the	 loan	 of	 the	 borrowers.	 Alternatively	 the	 credit	
worthiness	 of	 the	 borrower	may	 be	 independently	 assessed	 by	 an	 officer/staff	
member	not	connected	with	the	loan	approval	process;	

 All	necessary	documents	(for	example	loan	agreements,	promissory	notes,	letters	
of	 hypothecation,	 title	 certificates	 and	 title	 declarations)	 must	 be	 verified	 and	
approved	by	legal	department	and	executed	by	the	borrowers	in	the	presence	of	
the	 branch	 manager	 and	 other	 officer/staff	 member	 duly	 authorized	 for	 the	
purpose;	

 The	documents	shall	be	under	the	joint	custody	of	the	branch	manager	and	other	
officer/staff	 member	 duly	 authorized	 for	 the	 purpose	 and	 the	 details	 of	 the	
documents	shall	be	entered	 in	 the	security	document	register	and	 those	entries	
shall	be	initialed	by	the	respective	officers;	

 All	securities	requiring	registration	shall	be	registered	in	the	name	of	the	bank	or	
at	least	be	accompanied	by	documents	of	the	title	that	will	give	appropriate	title	
to	the	bank;	

 The	securities	document	register	must	be	inspected	periodically	to	ensure	that	all	
the	movements	of	 the	documents	are	properly	 recorded	and	 the	renewal	of	 the	
documentation	as	and	when	due	is	carried	out;	

 Surprise	checks	in	respect	of	the	goods	hypothecated	to	the	bank,	goods/articles	
pledged	with	 the	bank	must	be	made	by	 the	bank’s	officers	not	 connected	with	
the	loan	sanction	activities;	

 At	 least	 once	 a	 year	 the	 market	 value	 of	 the	 security	 shall	 be	 determined	
independently	 by	 the	 bank	 to	 ensure	 that	 necessary	 margins	 for	 the	 loan	 as	
prescribed	by	the	manual	of	operations	are	continuously	maintained;	

 The	bank	must	ensure	 that	 the	drawings	by	various	borrowers	are	kept	with	 in	
the	 drawing	 power	 and	 the	 sanctioned	 limit.	 Suitable	 registers	 must	 be	
maintained	at	the	head	office	and	branches	to	ensure	that	this	control	is	exercised	
properly;	

 The	operation	of	each	of	the	loan	account	must	be	reviewed	at	 least	once	a	year	
by	 officers/staff	 members	 not	 connected	 with	 the	 loan	 sanction	 and	 loan	
disbursement	process;	

 The	 loan	portfolio	of	 each	branch	of	 the	bank	must	be	 reviewed	once	a	 year	 to	
ensure	 that	 the	 Non‐Performing	 Assets	 (NPAs)	 are	 properly	 recognized	 in	 the	
books	of	accounts	and	necessary	provisions	are	made	for	those	NPAs;	



 Al	 least	 once	 a	 year	 the	 bank	must	 obtain	 a	 utilization	 certificate	 for	 the	 loans	
sanctioned	and	disbursed	during	the	previous	year	from	the	borrower	and	where	
such	 advances	 are	 large	 the	 utilization	 certificated	 must	 be	 verified	 by	 an	
independent	chartered	accountant;	

 The	 subsidiary	 ledgers	 for	 various	 loans	 shall	 be	 reconciled	 with	 the	 control	
accounts	 in	 the	 general	 ledger	 by	 officers/employees	 who	 do	 not	 process	 or	
record	the	loan	transactions;	

 Each	branch	shall	send	once	in	three	months	to	the	HO	a	“loan	arrear	statement”	
that	shows	the	principle	and	interest	payments	in	arrears	and	for	how	long	those	
are	in	arrears.	

 The	 reports	must	 be	 reviewed	 by	 the	 head	 of	 the	 loans	 department	 and	 action	
taken	must	be	documented;	

 The	 loan	 account	 and	 collection	 function	 must	 be	 independent	 of	 the	 loan	
approval	and	disbursement	functions.	Interest	calculations	on	loans	and	advances	
shall	be	independently	verified	by	the	branch	manager	or	any	other	officer/staff	
member	duly	authorized	for	this	purpose;	

 The	loan	appraisal	system	must	have	a	procedure	of	obtaining	independent	credit	
reports;	

 The	branch	manager	shall	periodically	verify	the	subsidiary	ledgers	to	ensure	that	
the	 disbursement	 and	 collections	 are	 recorded	 timely	 and	 correctly.	 Such	
verification	shall	be	evidenced	by	the	branch	manager’s	initials	in	the	respective	
loan	ledger	folios.	

	
3.2.7.8.			DD	&	TT	&	MT	
	

 The	 head	 office	 should	 prescribe	 a	 reliable	 private	 code	 that	 is	 known	 only	 to	
authorized	 officials	 of	 the	 branches.	 Coding	 and	 decoding	 for	 the	 purpose	 of	
issuing	 DDs,	 TTs	 and	MTs	 shall	 be	 done	 only	 by	 the	 branch	manager	 and	 any	
other	officer/employee	as	may	be	authorized	by	the	head	office;	

 The	branches	 issuing	 the	DDs,	TTs	and	MTs	must	maintain	a	procedure	manual	
that	details	the	procedure	to	be	followed	and	registers	to	be	maintained	in	issuing	
these	 instruments	 (for	 example	 for	 issuing	 DDs	 the	 cashier	 will	 receive	 the	
application	along	with	the	cash	remittance	including	the	bank’s	commission.	After	
verification	by	cashier	the	voucher	will	be	passed	on	to	designated	clerk/officer	
who	shall	enter	 the	particulars	of	 the	credit	 slip	 in	 the	DD	register	and	prepare	
the	draft.	These	documents	will	then	be	sent	to	the	accountant/branch	manager	
who	shall	verify	the	particulars	and	sign	the	Demand	Draft	as	prescribed	by	the	
manual	of	the	authority);	

 Functions	like	receipt	of	application	and	cash,	preparation	of	DD	and	recording	in	
the	 books,	 voucher	 approval	 and	 authorization	 shall	 be	 segregated	 among	
different	employees	of	the	branch;	

 For	payment	of	DD	the	branches	must	verify	the	signatures	with	the	help	of	the	
signature	book	separately	maintained	by	the	branches;	

 The	issuing	branch	should	send	an	advice	to	the	payee	branch	as	a	routine;	
 The	unused	stationery	shall	be	under	the	control	of	either	the	branch	manager	or	

any	other	employee	duly	authorized	for	the	purpose;	
 The	powers	for	allowing	concessional	rates	of	commission	shall	only	lie	with	the	

branch	manager;	



 Branch‐wise	 registers	 must	 be	 maintained	 at	 each	 branch	 for	 recording	 the	
receipt	of	DDs	and	when	a	DD	is	paid	such	payment	is	marked	in	the	register	with	
authentication	by	the	accountant/branch	manager;	

 At	 least	once	every	month	the	branches	must	reconcile	the	outstanding	in	these	
registers.	head	office	must	prescribe	a	time	period	for	clearance	of	all	outstanding	
and	all	DDs	outstanding	for	more	than	the	period	shall	be	transferred	to	the	Head	
office	Account.	

	
3.2.7.9.	Bills	for	collection	
	

 There	must	be	a	proper	system	of	inwarding	of	all	bills	received	for	collection.	All	
details	of	the	bill	such	as	the	amount,	the	documents	received,	special	instructions	
of	 the	 customer	 and	 due	 date	 for	 acceptance	 must	 be	 recorded	 in	 the	 bills	
register.	 The	 register	 should	 also	 provide	 details	 of	 the	 realization	 and	
remittances	to	customers.	The	due	dates	of	the	bills	must	be	diarized	and	the	due	
date	diary	must	be	scrutinized	every	day	by	 the	branch	manager/accountant	 to	
ensure	that	all	are	bills	sent	for	collection;	

 Surprise	 checks	 by	 the	 branch	manager	 should	 be	 practiced	 to	 ensure	 that	 the	
employees	maintaining	the	bills	have	not	parted	with	any	documents	or	the	bill	
itself	without	full	payment	thereof;	

 There	 must	 be	 a	 proper	 verification	 by	 the	 branch	 manager/accountant,	 the	
commissions	 and	bills	 are	properly	 calculated	 and	 accounted	by	 the	 employees	
dealing	with	bills;	

 Bill	registers	must	be	maintained	timely	and	shall	be	periodically	balanced	with	
the	control	accounts	in	the	general	ledger.	

	
3.2.7.10.			Fixed	Assets	
	

 The	head	office	must	have	written	guidelines	 for	acquisition	of	 fixed	assets	and	
inter	branch	transfer	of	assets;	

 The	asset	acquisition	shall	be	authorized	by	the	board	of	directors;	
 There	shall	be	a	proper	system	of	obtaining	competitive	quotations	/	tenders	for	

all	large	value	assets.	The	orders	shall	be	based	upon	a	comparative	statement	of	
all	quotations	/	 tenders	received	and	the	 lowest	quotation	preferred	for	placing	
orders;	

 Where	tendering	process	is	not	followed,	the	general	manager	of	the	bank	jointly	
with	another	officer	/	departmental	head	shall	effect	the	purchase	of	assets;	

 Proper	 documentation	 for	 installation	 of	 assets	 and	maintenance	 of	 fixed	 asset	
register	at	head	office	and	at	branch	level;	

 Once	 in	 a	 every	 six	 months	 the	 head	 office	 shall	 physically	 verify	 all	 or	 some	
portions	of	the	fixed	assets	installed	at	branches	as	well	as	head	office.	The	book	
value	 of	 the	 article	 of	 the	 fixed	 assets	 as	 per	 the	 fixed	 assets	 register	 shall	 be	
tallied	with	the	general	ledger	control	

 accounts	by	the	branch	manager	once	in	every	six	months;	
 A	separate	register	must	be	maintained	for	assets	acquired	by	the	bank	from	its	
 constituents	for	the	satisfaction	of	its	claims.	As	bank	cannot	retained	such	assets	

beyond	a	certain	period	of	time	strict	control	must	be	exercised	to	ensure	as	these	
are	disposed	off	well	within	the	time.	



	
	
3.2.7.11.			Investments	
	
DCCBs	should	formulate	a	comprehensive	investment	policy	duly	approved	by	the	Board	
of	Directors.	The	policy	should	cover	both	long	term	and	short	investments,	SLR,	non	SLR	
investments,	 clearly	 define	 the	 authority	 to	 put	 through	 the	 deals,	 procedures	 to	 be	
followed	 for	 obtaining	 the	 approval	 of	 the	 competent	 authority,	 purchase/sale	 of	
investments,	 prudential	 norms	 that	 clearly	 establish	 the	 exposures,	 reporting	 systems	
and	mode	of	holding	of	investments.	The	investment	procedures	must	be	clearly	written	
and	approved	by	the	Board	of	Directors.	The	procedures	should	have	necessary	controls	
in	built	and	focus	on	the	following:	
	

 Dealing	and	back	office	 functions	must	be	clearly	segregated.	There	should	be	a	
clear	 segregation	 of	 purchase/sales	 activity,	 settlement,	monitoring	 and	 control	
and	accounting	activities;	

 Confirmation	 from	 and	 to	 counter	 parties	 for	 the	 investments	 bought	 and	 sold	
shall	be	practiced	diligently;	

 Back	office	should	write	vouchers	based	on	contract	notes/confirmations/deposit	
slips	 depending	 upon	 the	 type	 of	 the	 investments	 and	 the	 accounting	 for	
investments	shall	be	based	on	these	back	office	vouchers;	

 In	 case	 of	 SGL	 transactions,	 proper	 records	 of	 SGL	 transfer	 forms	 must	 be	
maintained;	

 There	must	be	a	quarterly	system	of	reconciling	investments	as	shown	by	books	
with	the	records	of	Public	Debt	Office	(PDO);	

 Normally,	 transactions	 for	 securities	 if	 they	 are	 listed	 and	 traded	 shall	 be	
undertaken	 through	 members	 of	 the	 registered	 stock	 exchanges	 and	 for	 this	
purpose	the	bank	should	maintain	a	panel	of	approved	brokers	along	with	limits	
on	 business	 that	may	be	 done	 through	 each	 of	 such	 empanelled	 broker.	Where	
those	limits	are	not	adhered	to,	a	post	facto	approval	of	the	board	shall	be	taken	
for	all	those	transactions	with	reasons	recorded	in	writing;	

 Transactions	 in	 securities	 not	 listed	 or	 traded	 must	 be	 directly	 done	 with	 the	
counter	 party	 without	 any	 broker	 interface.	 Similarly,	 the	 settlement	 for	 such	
transactions	should	be	directly	with	the	respective	counter	party;	

 For	all	transactions	in	securities,	there	shall	be	a	system	trade	slips	(trade	tickets)	
that	record	name	of	the	counter‐party,	date	of	transaction,	time	of	the	order,	time	
of	execution,	price	at	which	the	order	was	placed	and	executed,	brokerage	paid.	
All	trade	slips	must	be	confirmed	by	contract	notes	from	the	broker/confirmation	
from	the	counter	party;	

 All	 investments	 shall	 be	 recorded	 in	 an	 investment	 register	 and	 shall	 be	
reconciled	 with	 investment	 accounts	 in	 the	 general	 ledger	 once	 a	 month.	 The	
investment	register	shall	also	separately	track	the	interest	due	and	collected;	

 All	 investments	 shall	 be	 physically	 verified	 once	 a	 quarter	 with	 investment	
register	and	action	taken	on	differences/variances;	

 Interest	 due	 and	 collected	 on	 investments	 shall	 be	 reviewed	 once	 a	 month	
(preferably	 end	 of	 every	month)	 and	 follow	up	 action	 taken	 for	 non‐	 receipt	 of	
interest;	

 An	 investment	 report	 clearly	 showing	 the	 purchases	 and	 sales	 of	 securities,	 in	
case	 of	 deposits,	 the	 deposit	 dates	 and	 maturity	 dates,	 along	 with	 cumulative	



investments	as	on	the	date	of	the	report	shall	be	submitted	to	the	board	once	in	a	
quarter.	

	
3.2.7.12.	Monitoring	Controls	
	
These	 controls	 are	 detective	 in	 nature	 and	 should	 operate	 both	 at	 head	 office	 and	 at	
branch	level.	Monitoring	controls	should	always	be	exercised	by	employees	who	are	not	
directly	associated	with	the	operational	part	of	the	transactions.	
	
3.2.7.13.	Asset	security	controls	
	

 Surprise	verifications	of	cash	at	the	branches	by	the	branch	manager	at	any	point	
during	the	day;	

 Daily	verification	of	cash	at	the	end	of	 the	day	by	the	cashier	as	well	as	another	
employee/officer	designated	as	a	joint	custodian	of	cash;	

 Periodical	verification	of	the	cash	in	the	strong	room	with	the	balances	as	shown	
by	 the	 cash	 book	 and	 the	 cash	 movement	 register.	 Such	 verifications	 to	 be	
initialed	by	the	joint	custodians	of	cash	in	the	cash	movement	register;	

 Keys	to	strong	room	and	the	office	premises	to	be	in	the	joint	custody	of	at	least	
two	employees	–	branch	manager	along	with	another	authorized	official;	

 The	unused	 stationery	 such	 as	 cheque	books,	 term	deposit	 receipts,	 pay	orders	
and	demand	drafts	 should	 be	 under	 joint	 custody	 of	 the	 branch	manager	 along	
with	another	officer/employee	authorized	for	the	purpose;	

 Surprise	verification	of	stock	of	stationary	at	least	once	in	a	quarter	by	an	officer	
deputed	from	the	head	office;	

 Verification	 of	 borrower’s	 assets	 pledged	 with	 the	 bank	 along	 with	 the	
verification	of	security	documents	of	the	respective	borrowers	at	 least	once	in	a	
year;	

 Post‐sanction	 inspection	of	borrower’s	 assets/crops	 financed	by	an	officer	 from	
the	head	office	independent	of	the	credit	approval	and	sanction	process;	

 Adequate	insurance	covered	for	cash	and	branches,	other	valuables	in	the	strong	
room,	 goods	 pledged	 /	 hypothecated	 to	 the	 bank	 –	 the	 insurance	 covered	 shall	
either	be	a	blanket	policy	or	individual	cover	depending	on	the	risks	assessment	
of	the	bank;	

 Periodical	review	of	large	advances	accounts	by	the	head	office.	
	
3.2.7.14.			Reconciliation	controls	
	
Reconciliations	should	be	documented	in	the	form	of	a	statement/report	and	signed	by	
the	person	performing	the	reconciliation	and	approved	by	the	Branch	Manager/Head	of	
the	Department.	
	

 Daily	reconciliation	of	cash	book	with	cash	scrolls	and	the	control	account	in	the	
general	ledger;	

 Balancing	of	all	ledgers	at	the	end	of	every	month.	Primary	books	to	be	tallied	and	
general	ledger	balanced	at	the	end	of	every	month;	

 End	of	the	month	reconciliation	of	day	book	with	the	general	ledger	accounts,	sub	
ledgers	to	general	ledger	control	accounts;	



 Inter	 branch	 reconciliations	 to	 be	 done	 once	 a	month	 and	 adjustments	 carried	
immediately.	
	

Inter	 branch	 accounts	 for	 the	 purpose	 of	 reconciliation	may	 be	 subdivided	 into	 ‘draft	
paid,	payable’,	inter	branch	‘remittances’	and	head	office	accounts.	Particular	retention	of	
the	 branch	 manager	 and	 departmental	 head	 at	 head	 office	 must	 be	 on	 long	 standing	
items	of	high	values,	DDs	not	encashed	and	outstanding	for	a	long	time;	

 Quarterly	comparison	of	employee	records/files/attendance	registers	with	salary	
bills/payroll.	

	
3.2.7.15.			Performance	review	and	balance	sheet	analysis	
	
Head	office	of	DCCB	 shall	have	a	documented	programme	 for	 conducting	performance	
review	of	the	bank	as	a	whole	and	various	branches.	DCCB	shall	also	be	responsible	for	
carrying	 the	 performance	 reviews	 of	 its	 affiliated	 societies/periodically	 reviewing	 the	
PACS	 own	 review	 systems	 and	 results	 generated	 from	 such	 review	 systems	 and	
procedures.	
	

 The	Bank	must	devise	a	uniform	frame	work	for	carrying	out	periodical	scrutiny	
of	the	branches	balance	sheets	and	also	the	bank	as	a	whole	based	upon	critical	
parameters	 of	 performance	 to	 identify	 key	 measures	 of	 returns	 and	 risks	
assumed	 by	 the	 bank.	 Such	 frame	 work	 should	 identify	 the	 inputs	 for	 the	
performance	review	such	as	the	capital	funds	employees	loan	asset	classified	by	
risks,	 investments	and	returns	thereon,	earnings	of	the	bank,	expenditure	of	the	
bank	 and	 outputs	 such	 as	 performance	 ratios,	 earnings	 ratios,	 liquidity	 ratios	
mismatches	of	cash	flows;	

 The	bank	should	have	an	annual	budgeting	process	covering	all	its	activities	and	
targets	to	various	branches	on	all	parameters.	A	monthly	review	of	actuals	with	
budgeted	performance	shall	be	carried	by	the	CEO	of	the	bank	and	presented	to	
the	president	of	 the	bank.	A	quarterly	actuals	versus	budgets	performance	shall	
be	 presented	 to	 the	 audit	 committee	 and	 board	 of	 directors	 with	 necessary	
explanations	 on	 variances.	 Any	 corrective	 actions	 suggested	 by	 the	 audit	
committee/board	or	directors	must	be	documented	and	implemented;	

 Annual	review	of	 loans	and	operation	of	accounts	of	each	affiliated	society	shall	
be	 undertaken	 by	 the	 departmental	 head	 at	 head	 office	 jointly	 with	 society’s	
president	 and	 the	 respective	 branch	 manager.	 Such	 review	 shall	 focus	 on	 the	
actuals	 outstanding	 of	 loans,	 recovery	 of	 loans,	 classification	 of	 assets	 at	 PACS	
level,	 outstanding	 and	 recoveries	 and	 PACS	 level	 from	 its	 various	 members,	
securities	pledged	with	the	bank	and	the	sufficiency	or	otherwise	of	securities;	

 DCCBs	should	lay	down	a	frame	work	for	independent	review	of	its	borrowers	by	
outsourced	team	of	chartered	accountants	or	offices	of	StCB	who	are	independent	
of	loan	approval	to	the	DCCBs.	

	
3.2.7.16.		Inspections	of	DCCBs	and	affiliated	Societies	
	

 Inspections	 are	 an	 important	 monitoring	 tools	 and	 help	 in	 diagnosing	 the	
problems	early	for	management	to	take	corrective	action.	This	function	therefore	
needs	to	be	integrated	with	the	risk	management	strategy	of	the	bank;	



 DCCBs	should	constitute	dedicated	inspection	departments/cells	which	should	be	
manned	 by	 senior	 officials	 with	 sufficient	 exposure	 to	 banking.	 The	 inspection	
department	should	directly	report	to	the	audit	committee	for	ensuring	necessary	
independence	and	less	interference	from	operating	management;	

 Inspections	to	be	effective	need	to	be	complimented	by	an	Early	Warning	System	
(EWS)	 comprising	 of	 key	 productivity	 indicators,	 profitability	 indicators,	 loan	
delinquency	 indicators	 and	 asset	 liability	 mismatches.	 EWS	 can	 be	 effectively	
used	to	plan	on	site	inspections;	

 Inspections	 can	be	Offsite	and	Onsite.	The	 tools	 for	offsite	 inspections	are	EWS,	
Balance	Sheet	and	profitability	analysis,	customer	service	reports	and	other	MIS	
that	 flows	from	branches	to	head	office	and	from	PACS	to	branches	and	to	head	
office.	An	effective	offsite	mechanism	will	help	generate	the	scope	for	an	effective	
onsite	inspection	program	and	for	onsite	inspections;	

 Onsite	 inspections	 can	be	 “whole”	where	 all	 the	 operations	 of	 the	 branch/head	
office	department	are	verified	or	“targeted”	where	only	certain	weak	areas	both	
in	terms	of	financial	health	and	market	conduct	are	chosen	for	inspection.	Whole	
and	targeted	modes	of	inspections	can	be	effectively	alternated	in	such	a	manner	
that	all	the	branches	are	fully	covered	every	two/three	years;	

 A	yearly	programme	of	branch	and	PACS	inspections	should	be	approved	by	the	
audit	committee	and	the	board	of	directors,	and	inspections	must	be	planned	well	
in	advance.		The	scope	and	coverage	of	inspections	must	be	approved	by	the	audit	
committee	and	must	cover	the	efficacy	of	the	systems	and	procedures,	compliance	
with	 various	 head	 office	 directions	 and	 instructions,	 loan	 sanctions	 and	
disbursements	customer	service;	maintenance	of	books	and	records	as	advised	by	
the	head	office;	

 Action	 taken	on	 inspection	 findings	must	 be	monitored	by	 the	 audit	 committee	
and	 the	Board	 at	 least	 once	 every	quarter	 and	 the	departmental	 heads	 shall	 be	
held	accountable	in	all	cases	of	non‐compliance;	

 The	inspections	department	at	DCCBs	shall	also	carry	out	the	inspections	of	PACS	
as	 per	 a	 well	 programmed	 framework	 that	 covers	 both	 offsite	 and	 on‐site	
inspections.	DCCBs	must	ensure	that	a	EWS	suitable	for	PACS	is	installed	at	every	
society	and	the	inspections	departments	shall	monitor	the	performance	of	PACS	
too.	

	
	

	

	

	

	

	

	

	



	

	

	

Chapter	4	‐		Control	Returns	
	

4.1.			Introduction	
	
	
As	you	are	aware,	StCBs/DCCBs/RRBs	are	required	to	submit	to	Reserve	Bank	of	
India/NABARD	various	statutory	returns	prescribed	under	various	provisions	of	the	
B.R.Act,	1949/RBI	Act	1934	(c.f.NB.ID.HYD/POL/	4280/	J.1/85‐86	dated	18	December	
1985).	During	the	course	of	inspection	of	the	banks,	the	Inspecting	Officers	are	required	
to	comment	on	the	timeliness	and	authenticity	of	the	statutory	returns	submitted	by	the	
banks.	Moreover,	based	on	the	data	submitted	in	the	statutory	returns,	several	aspects	of	
the	functioning	of	the	bank	including	the	compliance	to	various	statutory	provisions	are	
also	examined	and	commented	upon	tin	the	Inspection	Reports.	
	

4.2.		Statutory	Returns	
	
NABARD	has	been	sensitizing	the	Cooperative	banks	from	time	for	initiating	steps	to	
improve	the	preparation	and	submission	of	statutory	returns	by	them	banks.	To	
facilitate	this	process,	the	details	of	the	various	statutory	returns,	their	significance,	
periodicity	and	due	dates	are	given	below	for	the	information	of	Cooperative	Banks.			
 

Statutory	Returns	to	be	submitted	by	SCBs	&	CCBs	to	RBI	/	NABARD	under	Banking	
Regulation	Act,	1949	(AACS)	and	Banking	Regulation	(Co‐operative	Societies)	
Rules,	1966	

	
Name	of	
the	

Return	

Contents	 Periodicity To	whom	
required	to	
be	submitted	

(a)	Under	Section	42(2)	of	the	RBI	Act,	1934	‐ Scheduled	SCBs	–CRR	

Form	B	

Net	 liabilities	 of	 the	
Bank	 and	 minimum	
deposits	to	be	kept	with	
RBI	

Fortnightly	 RBI,	RPCD,	RO	

Form	B	 Special	Return	 Monthly do	

Form	B		 Special	Return	
	

do	
	



Annual
	
	
	

	
(b)	Under	Sections18(1)	 	and	24(3)	of	BR	Act,	1949(AACS)‐	Non‐Scheduled	SCBs		
and	CCBs	for	CRR	and	SLR,	Scheduled	SCBs	for	SLR		(Rule	5)	

Form	I	
DTL	 of	 the	 Bank	 and	
cash	 reserve	 and	 liquid	
assets	position	

Monthly	

RBI,	 RPCD,	 RO	
&	 a	 copy	 to	
NABARD	
	
	
	

(c)	Under	Section	20	(2)	of	BR	Act,	1949(AACS)		(Rule	5)

Form	II	

Unsecured	 advances	
granted	 	 to	 companies	
in	 which	 any	 of	 the	
directors	of	 the	bank	 is	
interested	 as	 director	
or	MD	or	guarantor	

Monthly	
RBI,	 RPCD,	 RO	
&	 a	 copy	 to	
NABARD	

(a) Under	Section	22	of	BR	Act,	1949(AACS)		(Rule	6)
Form	 III	
B	 for	
CCBs		and	
Form	 IIIC	
for	SCBs	

Application	 for	 issue	 of	
license	for	commencing	
banking	 business	 (in	
case	of	establishment	of	
new	 co‐operative	
banks)	

As	and	when	needed RBI,	 RPCD,	 RO	
&	 a	 copy	 to	
NABARD	

Form	IV	 Application	 for	 issue	 of	
license	 to	 CCBs	 /	 SCBs	
who	 were	 in	 existence	
at	 the	 commencement	
of	BR	Act,	1949	(AACS)	

Within	 three	 months	 of	
commencement	 of	 BR	 Act,1949	
(AACS)	 	 or	 three	 months	 from		
the	 date	 of	
bifurcation/amalgamation	

RBI,RPCD,RO	
&	 a	 copy	 to	
NABARD	

(e)	Under	Section	23	of	BR	Act,	1949(AACS)	(Rule	7)
Form	V	 Opening	 of	 new	 places	

of	business	by	SCBs	
As	and	when	needed RBI,	 RPCD,	

through	
NABARD	

Form	VI	 Statement	 of	 Offices	
opened	 &	 closed	 both	
by	 SCBs	 and	 CCBs	
(Rule	8)	

Quarterly RBI,	 RPCD,	 RO	
&	 a	 copy	 to	
NABARD	

(f)	Under	Section	26	of	BR	Act,	1949(AACS)		(	Rule	9)
Form	VIII	 Unclaimed	 Deposit	 Annual	as	on	31	December RBI,	 RPCD,	 RO	



Accounts	 (not	operated	
during	the	last	10	years	
or	more)	

&	 a	 copy	 to	
NABARD	

(e)	Under	Section	27	(1)	of	BR	Act,	1949(AACS)		(Rule	9)
Form	IX	 Assets	 &	 Liabilities	 as	

on	the	last	Friday	of	the	
month	

Monthly
Annual	as	on	31	March	

RBI,	 RPCD,	 RO	
&	 a	 copy	 to	
NABARD	
	
	
	

(f)	Under	Section	31	of	BR	Act,	1949(AACS)
Form	A	&	
Form	B	

Audited	 Balance	 sheet	
and	 Profit	 &	 Loss	
Account	

Annual	as	on	31	March RBI,	 RPCD,	 RO	
&	 a	 copy	 to	
NABARD	

Three	copies	of	Newspapers/Journals	 in	which	balance	sheet	and	profit	&	 loss	account	
was	published	
(g)	Under	Section	27(3)	of	BR	Act,	1949	(AACS)
	
	

4.3.			Off‐site	Surveillance	System	(OSS)	
	
4.3.1.	NABARD	had	introduced	the	OSS	in	the	year	1998‐99	as	a	supplement	to	on‐site	
inspection	with	the	objective	of	promptly	detecting	areas	of	supervisory	concern	and	
monitoring	regulatory	compliance	on	a	continuous	basis	and	providing	warning	signals	
to	SCBs/CCBs.	For	this	purpose	5	quarterly	and	two	annual	returns	were	prescribed.	The	
formats	for	these	returns	were	revised	in	2008.	Keeping	in	view	the	fast	pace	of	changes	
taking	place	in	the	co‐operative	banking	in	the	aftermath	of	reforms	based	on	
implementation	of	GoI	Package	on	STCCS,	increased	freedom	given	to	banks	on	various	
aspects	such	as	product	design,	pricing	etc.,	as	also	advent	of	technology	there	was	a	
need	to	revamp	the	OSS	and	introduce	in	its	place	a	robust	system	which	can	provide	
continuous	insights	into	various	aspects	of	functioning	of	the	banks.	Accordingly,	
NABARD	has	revised	the	entire	system	using	advantages	offered	by	technology	and	
advised	the	StCBs/CCBs	to	implement	the	system	vide	circular	Ref.	No.	NB.	DoS.	
HO./OSS/	2270/P.63/2011‐12	dated	21	September	2011.		The	revamped	system	
envisages		the	undernoted	8	revised	OSS	returns	covering	all	important	areas	of	
StCBs’/CCBs’	functioning,	increased	frequency	of	submission	of	returns	through	
electronic	mode	and	electronic	processing	of	the	same	at	NABARD	level.		
	
	
Sr.	
No.	

Return	No.	Name	of	the	return Periodicity

1	 OSC/R	1	 Statement	on	Assets	and	Liabilities Quarterly
2	 OSC/R	2	 Statement	on	Earnings ‐do‐	
3	 OSC/R	3	 Statement	on	Segment/	Sector‐wise	Advances ‐do‐	



4	 OSC/R	4	 Statement	on	Asset	Quality ‐do‐	
5	 OSC/R	5	 Statement	 on	 NPAs,	 OTS,	 Write‐off	 and	 Large	

Advances	
‐do‐	

6	 OSC/R	6	 Statement	on	Management Yearly	
7	 OSC/R	7	 Statement	on	CRAR ‐do‐	
8	 OSC/R	8	 Statement	on	Bank	Profile	and	Frauds Quarterly

	

4.3.2.			Preparation	and	Submission	of	OSS	Returns	

	
As	 indicated	 in	 the	 table	 above,	 OSS	 returns	 are	 required	 to	 be	 prepared	 at	 quarterly	
intervals,	 with	 reference	 to	 the	 financial	 position	 as	 on	 June	 30th,	 September	 30th,	
December	31st	and	March	31st	of	every	year.		 	OSS	returns	should	be	submitted	by	Co‐
operative	banks	as	per	the	time	table	given	below:		

	

Sr.	No.	 Returns	for	the	quarter	ending Due	date	for	submission	

1	 June	 August	31

2	 September	 November	30

3	 December	 February	28

4	 March	(Unaudited) June	30

5	 March	(Audited) September	30

	

4.3.3.			Reporting	and	Record	keeping	obligation	

The	 reporting	 under	 OSS	 should	 be	 based	 on	 the	 reporting	 institution’s	 books	 of	
accounts	and	other	relevant	records.	Reporting	banks	are	required	to	keep	copies	of	the	
returns/	reports	and	the	detailed	notes	used	in	their	preparation	for	a	period	of	3	years.	

	
4.3.4.			Further,	under	the	Off‐Site	Surveillance	System,	apart	from	the	statutory	returns,	
certain	special	returns	are	to	be	submitted	under	Section	27(2)	of	the	B.R.	Act,	1949	
(AACS)	by	the	banks.	Thus,	submission	of	statutory	return	is	a	legal	obligation	of	the	
banks	and	any	complacency/casual	approach	in	submission	and	deliberate	violation	
would	attract	penal	provisions.	
	

	

	

	

	

	



	

	

	

	

Chapter		5		‐			Risk	Management	
	

5.1.						Introduction	
	
5.1.1.		In	the	course	of	conducting	their	business,	banks	assume	risks	in	order	to	realize	
returns	on	their	investments.	Excessive	and	poorly	managed	risks	can	lead	to	losses	and	
thus	endanger	the	safety	of	banks'	depositors.		
	
5.1.1.1.	 	Risk	 in	a	bank	refers	 to	the	possibility	 that	 the	outcome	of	an	action	or	event	
could	 bring	 adverse	 impacts	 on	 the	 bank’s	 capital,	 earnings	 or	 its	 viability.	 Such	
outcomes	 could	 either	 result	 in	 direct	 loss	 of	 earnings	 and	 erosion	 of	 capital	 or	 may	
result	 in	 imposition	 of	 constraints	 on	 a	 bank’s	 ability	 to	meet	 its	 business	 objectives.	
These	 losses	 could	be	 either	 expected	or	unexpected.	 Expected	 losses	 are	 those	 that	 a	
bank	knows	with	reasonable	certainty	will	occur	(e.g.	 the	expected	default	rate	of	 loan	
portfolio)	 and	 are	 typically	 reserved	 for	 in	 some	manner.	Unexpected	 losses	 are	 those	
associated	with	 unforeseen	 events	 (e.g.	 losses	 due	 to	 a	 sudden	downturn	 in	 economy,	
falling	 interest	 rates,	 natural	 disasters,	 or	 human	 action	 such	 as	 terrorism).	 These	
constraints	could	hinder	a	bank’s	capability	to	conduct	its	business	or	to	take	advantage	
of	opportunities	that	would	enhance	its	business.	Therefore,	 the	banks	have	to	balance	
the	relationship	between	risk	and	return.			
	
5.1.1.2.		The	risk	arises	due	to	uncertainties	emanating	from	the	changes	taking	place	in	
prevailing	 economic,	 social	 and	 political	 environment	 and	 lack	 of	 non‐availability	 of	
information	 concerning	 such	 changes.	 Rising	 competition,	 increasing	 deregulation,	
introduction	 of	 innovative	 products	 and	 delivery	 channels	 have	 pushed	 risk	
management	in	banks	to	the	forefront.	
	
5.1.1.3.	 	 Risk	 is	 an	 exposure	 to	 a	 transaction	 with	 loss,	 which	 occurs	 with	 some	
probability	and	which	can	be	expected,	measured	and	minimized.	 	 In	banks,	risk	result	
from	variations	and	fluctuations	in	assets	or	liabilities	or	both	in	incomes	from	assets	or	
payments	 and	 on	 liabilities	 or	 in	 outflows/inflows	 of	 cash	 predicted	 with	 absolute	
certainty.	Risk	Management	is	a	discipline	at	the	core	of	every	bank	and	encompasses	all	
activities	 that	 affect	 its	 risk	 profile.	 Managers	 of	 banks	 should	 attach	 considerable	
importance	 to	 improve	 the	ability	 to	 identify	measure,	monitor	and	control	 the	overall	
risks	the	banks	have	assumed.	



	

5.2.			Risk	Description	
	
The	 importance	 of	 Risk	 Management	 in	 banks	 could	 be	 better	 appreciated	 from	 the	
following:	
	
“With	market	risk	and	credit	risk,	you	could	lose	a	fortune.	With	[funding]	liquidity	
risk,	you	could	lose	the	bank!”	–	Bruce	McLean	Forrest,	UBS	Group	Treasury.	
	
Risk	Management	in	Bank:	Basel	Committee	Approach:	
	
5.2.1.			Basel	Core	Principles	on	Risk	Management	
	
5.2.1.1.	 Core	 Principles	 for	 Effective	 Banking	 Supervision	 which	 the	 Basel	 Committee	
published	 in	October	2006	dealt	with	various	 risks	 to	which	 the	banks	are	exposed	 to	
and	the	steps	needed	to	minimise	and	mitigate	them.			
	
5.2.1.2.	Core	Principle	7	on	 ‘Risk	Management	Processes’	(CP7)	requires	that	banks	
and	 banking	 groups	 must	 have	 comprehensive	 risk	 management	 processes	 (including	
Board	 and	 senior	management	 oversight)	 to	 identify,	 evaluate,	monitor	 and	 control	 or	
mitigate	all	material	risks	and	to	assess	their	overall	capital	adequacy	in	relation	to	their	
risk	profile.	These	processes	should	be	commensurate	with	 the	size	and	complexity	of	 the	
institution.		
	
5.2.1.3.	 Other	 relevant	 Core	 Principles	 (CP)	 touch	 on	 Credit	 risk	 (CP8),	 Market	 risk	
(CP13),	Liquidity	risk	(CP14),	Operational	risk	(CP15)	and	Interest	rate	risk	(CP16).	The	
types	and	degree	of	risks	an	organization	may	be	exposed	to	depend	upon	a	number	of	
factors,	such	as,	its	size,	complexity,	business	activities,	volume	etc.		

5.3.				Objectives	
	
5.3.1.	 	RBI	as	 the	Regulator	and	NABARD	as	 the	Supervisor	have	 legitimate	 interest	 in	
ensuring	that	the	Cooperative	Banks,	operate	in	a	safe	and	sound	manner.	This	goal	can	
be	largely	attained	if	banks	effectively	manage	their	risks.	
	
5.3.2.				To	enhance	risk	management	practices	among	the	Cooperative	Banks,	NABARD,	
in	 consultation	 with	 the	 RBI,	 had	 issued	 the	 ‘Risk	Management	 Guidelines	 for	 Banks’	
(RMGs)	 vide	 Circular	 No.NB.DoS.HO.POL/219/J‐1/2005‐06	 (Circular	 No.67/DoS‐
09/2005)	dated	6	April	2005	(see	Annexure	VII).	The	RMGs	are	based	on	international	
best	practices	in	risk	management.	All	banks	were	required	to	observe	these	guidelines	
in	the	course	of	conducting	their	businesses.	 	 	Subsequently,	with	a	view	to	fine	tuning	
the	Cooperative	Banks	with	the	adoption	of	international	practices	on	Risk	Management	



with	 appropriate	 adoption/	 modification	 suiting	 to	 their	 requirements,	 NABARD	 had	
issued	 Guidance	 Notes	 on	 Credit	 Risk	 Management,	 and	 Business	 Continuity	
Planning	 (BCP)	 as	part	 of	Disaster	Management	 System	 under	Operational	Risk	
Management	 (ORM)	 were	 issued	 by	 NABARD	 vide	 Circulars	
Nos.NB.DoS.HO.POL./4586/J‐1/2009‐10	 (Circular	 No.18/DoS‐04/2010)	 dated	 20	
January	 2010	 and	 5390/J.1/2009‐10	 (Circular	 No.69/	 DoS.9/2010)	 dated	 30	
March	 2010	 respectively.	 It	 is	 the	 intention	 that	 Cooperative	 Banks	 are	 expected	 to	
become	more	 risk‐focused	 and	 their	 internal	 audit	 function	 should	 be	 risk	 focused	 in	
order	to	ensure	robustness,	efficiency	and	effectiveness	of	risk	management	systems	and	
practices.	
	

5.4.				Various	Risks	involved	in	Banks	
	
5.4.1.	 	 	 	 Generally,	 the	 Cooperative	 Banks	 are	 exposed	 to	 various	 risks,	 viz.,	 Credit,	
Liquidity,	Market,	Interest	Rate,	Price,	Foreign	exchange,	Operational,	Legal,	Compliance,	
Strategic,	 Reputational	 risks	which	 can	 be	 broadly	 grouped	 under	 Financial	 and	 Non‐
Financial	Risks.	 	 Some	of	 the	most	 important	 risks	which	have	a	direct	bearing	on	 the	
earnings	of	the	banks	are	discussed	below.	
	
5.4.2.	 	 	Credit	Risk:	Credit	 risk	 is	 defined	 as	 the	 possibility	 of	 losses	 associated	with	
decrease	 in	 the	 credit	 quality	 of	 the	 borrowers	 or	 counterparties.	 	 Losses	 stem	 from	
outside	default	due	to	inability	or	unwillingness	of	the	customers	or	the	counter	parties	
to	meet	 their	 commitments	 in	 the	banks'	 credit	portfolio.	 Losses	may	 also	 result	 from	
reduction	 in	the	portfolio	value	arising	from	actual	or	perceived	deterioration	in	credit	
quality.	
	
5.4.3.			Market	Risk:	Market	risk	is	the	risk	of	incurring	losses	on	account	of	movements	
in	market	prices	on	all	positions	held	by	the	banks.	Market	risk	is	the	risk	of	losses	in	on	
and	 off	 balance	 sheet	 positions	 as	 a	 result	 of	 adverse	 changes	 in	 market	 prices	 i.e.	
interest	rates,	 foreign	exchange	rates	and	commodity	prices.	Market	risk	exists	 in	both	
trading	and	banking	book.	A	trading	book	consists	of	positions	in	financial	 instruments	
and	commodities	held	either	with	trading	intent	or	in	order	to	hedge	other	elements	of	
the	trading	book.	
	
5.4.4.	 	 	 Liquidity	 risk:	 	 Liquidity	 risk	 is	 the	 potential	 for	 loss	 to	 a	 Cooperative	 Bank	
arising	 from	 either	 its	 inability	 to	 meet	 its	 obligations	 as	 they	 fall	 due	 or	 to	 fund	
increases	in	assets	without	incurring	unacceptable	cost	or	losses.	Liquidity	risk	includes	
inability	 to	manage	unplanned	decreases	 or	 changes	 in	 funding	 sources.	 Liquidity	 risk	
also	arises	from	–	
	

(i) The	 failure	 to	recognize	or	address	changes	 in	market	conditions	 that	affect	 the	
ability	to	liquidate	assets	quickly	and	with	minimal	loss	in	value.	



	
(ii) Liquidity	 risk	 of	 banks	 arises	 from	 funding	 of	 long	 term	 assets	 (advances)	 by	

short	term	sources	(deposits),	changes	in	interest	rate	can	significantly	affect	the	
Net	Interest	Income	(NII).	The	risk	of	an	adverse	impact	on	NII	due	to	variations	
of	interest	rate	may	be	called	interest	rate	risk.		

	
5.4.5.	 	 	 Forex	 risk	 is	 the	 risk	 of	 loss	 that	 banks	 may	 suffer	 on	 account	 of	 adverse	
exchange	 rate	 movements	 against	 uncovered	 position	 in	 foreign	 currency.	 	 Since	
Cooperative	Banks	have	not	been	permitted	to	undertake	all	 types	of	 foreign	exchange	
operations,	the	Forex	Risk	is	very	minimal.	
	

5.4.6.			Exposure	risk			

Large	exposure	to	a	single	party	would	expose	the	bank	to	serious	risk,	in	case	the	unit	
does	not	function	properly.		Therefore,	banks	should	be	very	cautious	in	extending	loans	
to	and	in	making	investments	in	a	single	borrowing	unit	or	borrowers	of	the	same	group.	
Similarly,	exposure	to	a	single	sector/industry	should	be	within	the	prescribed	limits.		
The	guidelines	prescribed	by	RBI/NABARD	have	to	be	followed	in	this	regard	to	ensure	
that	exposure	ceilings	are	adhered	to.		The	objective	is	to	avoid	risk	concentration	due	to	
exposure	to	single	customers/economic	sectors/industry,	etc.			

	
5.4.7.	 	 	 Non‐Financial	 Risk:	 Non‐financial	 risk	 affect	 the	 banks'	 business	 growth,	
marketability	 of	 their	 products	 and	 services,	 likely	 failure	 of	 their	 strategies	 aimed	 at	
business	 growth,	 etc.	 These	 risks	 arise	 due	 to	management	 failures,	 competition,	 non‐
availability	 of	 suitable	 products/services,	 external	 factors,	 etc.	 Here,	 operational	 and	
strategic	risks	have	a	great	role	to	play.	
	
5.4.8.	 	 	 	 Operational	 Risk:	 Operational	 risk	 is	 the	 current	 and	 prospective	 risk	 to	
earnings	 and	 capital	 arising	 from	 inadequate	 or	 failed	 internal	 processes,	 people	 and	
systems	or	from	external	events.	
	
	

5.4.9.		Control	risks	

The	control	risks	would	include	(i)	Internal	control	risk,	which	arises	on	account	of	
failure	of	the	internal	control	systems;	(ii)	Organisational	risk	that	arises	on	account	of	
inappropriate	organisation	structure;	(iii)	Management	risk,	which	arises	out	of	poor	
quality	and	lack	of	integrity	of	management,	quality	of	senior	management	personnel,	
etc.;	and	(iv)	Compliance	risk	which	arises	out	of	non‐compliance	with	laws,	regulations	
and	other	statutory	or	stipulated	requirements.	



	
5.4.10.			Strategic	Risk:	Strategic	risk	is	the	current	and	prospective	impact	on	earnings,	
capital,	 reputation	 or	 good	 standing	 of	 a	 bank	 arising	 from	 poor	 business	 decisions,	
improper	 implementation	 of	 decisions	 or	 lack	 of	 response	 to	 industry,	 economic	 or	
technological	 changes.	 This	 risk	 is	 a	 function	 of	 the	 compatibility	 of	 a	 bank’s	 strategic	
goals,	the	business	strategies	developed	to	achieve	these	goals,	the	resources	deployed	to	
meet	these	goals	and	the	quality	of	implementation.	Strategic	risk	is	the	risk	that	arises	
from	the	inability	to	implement	appropriate	business	plans	and	strategies,	decisions	with	
regard	 to	 allocation	 of	 resources	 or	 adaptability	 to	 dynamic	 changes	 in	 the	
business/operating	environment.		
	
5.4.11.	 	 	 Compliance	 Risk:	 Compliance	 risk	 is	 the	 current	 or	 prospective	 risk	 to	
earnings,	 capital	 and	 reputation	 arising	 from	 violations	 or	 non‐compliance	with	 laws,	
rules,	regulations,	agreements,	prescribed	practices,	or	ethical	standards,	as	well	as	from	
incorrect	interpretation	of	relevant	laws	or	regulations.	Cooperative	Banks	are	exposed	
to	Compliance	risk	due	to	relations	with	a	great	number	of	stakeholders,	e.g.	regulators,	
customers,	 counter	 parties,	 as	 well	 as,	 tax	 authorities,	 local	 authorities	 and	 other	
authorized	agencies.	
	
5.4.12.				Risk	Management	Programmes	
	
The	Cooperative	Banks	need	to	have	different	risk	management	systems	depending	on	
their	 sizes	 and	 complexity.	 NABARD	 requires	 each	 bank	 to	 prepare	 a	 comprehensive	
Risk	 Management	 Programme	 (RMP)	 tailored	 to	 its	 needs	 and	 circumstances	 under	
which	 it	 operates.	 The	 RMPs	 should	 be	 reviewed	 at	 least	 annually.	 It	 is	 expected	 that	
RMPs	prepared	by	Cooperative	Banks	 should	 at	minimum	cover	 the	 risks	 indicated	 in	
Para	5.4.1	above.	
	

5.5.					Risk	Management	
	
5.5.1.			Risk	management	as	commonly	perceived	does	not	mean	minimizing	risk;	rather	
the	goal	of	risk	management	 is	 to	optimize	risk‐reward	trade‐off.	This	can	be	achieved	
through	putting	in	place	an	effective	risk	management	framework	which	can	adequately	
capture	and	manage	all	risks	a	bank	is	exposed	to.	Risk	management	becomes	one	of	the	
main	 functions	 of	 any	 banking	 services	 which	 consist	 of	 identifying	 the	 risk	 and	
controlling	 them,	with	 a	 view	 to	 keeping	 them	 at	 an	 acceptable/tolerable	 level.	 These	
levels	vary	across	banks.	
	
5.5.2.	The	basic	objective	of	 risk	management	 is	 to	 stakeholders;	value	by	maximizing	
the	 profit	 and	 optimizing	 the	 capital	 funds	 for	 ensuring	 long	 term	 solvency	 of	 the	
banking	organization.	Because	of	 the	vast	diversity	 in	 risk	 that	banks	 take,	 there	 is	no	
single	prescribed	risk	management	system	that	works	for	all.	Each	bank	should	tailor	its	



risk	 management	 programme	 to	 its	 needs	 and	 circumstances.	 Regardless	 of	 the	 risk	
management	program	design,	each	programme	should	broadly	cover:	
	

a) Risk	identification;		
b) Risk	measurement	or	quantification;		
c) Risk	control;		
d) Monitoring	and	reviewing		

	
(a)	Risk	Identification:	The	risk	identification	involves	–	
	

(i) understanding	the	nature	of	various	kinds	of	risks;	
(ii) 	the	circumstances	which	lead	a	situation	to	become	a	risk	situation;	and		
(iii) 	Causes	due	to	which	the	risk	can	arise.		

	
In	order	to	manage	risks,	the	Cooperative	Banks	must	identify	existing	risks	or	risks	that	
may	arise	from	both	existing	and	new	business	initiatives	for	example;	risks	inherent	in	
lending	 activity	 include	 credit,	 liquidity,	 interest	 rate	 and	 operational	 risks.	 	 Risk	
identification	 should	be	a	 continuing	process	and	should	occur	at	both	 the	 transaction	
and	portfolio	levels.		Risk	identification	should	be	a	continuing	process,	and	should	
be	understood	at	both	the	transaction	and	portfolio	levels.	
	
(b)	Risk	Measurement/Risk	Quantification:	Risk	 quantification	 is	 an	 assessment	 of	
the	degree	of	the	risk	which	a	particular	transaction	or	an	activity	is	exposed	to.	Though	
the	exact	measurement	of	risk	is	not	possible	but	the	level	of	risk	can	be	determined	with	
the	help	of	risk	rating	models.	Once	risks	have	been	identified,	they	should	be	measured	
in	 order	 to	 determine	 their	 impact	 on	 the	 bank’s	 profitability	 and	 capital.	 This	 can	 be	
done	 using	 various	 techniques	 ranging	 from	 simple	 to	 sophisticated	models.	 Accurate	
and	 timely	 measurement	 of	 risk	 is	 essential	 to	 effective	 risk	 management	 systems.	 A	
bank	 that	 does	 not	 have	 a	 risk	measurement	 system	 has	 limited	 ability	 to	 control	 or	
monitor	risk	levels.	The	Cooperative	Banks	should	periodically	test	to	make	sure	that	the	
measurement	tools	it	uses	are	accurate.	Good	risk	measurement	systems	assess	the	risks	
of	both	individual	transactions	and	portfolios.	
	
(c)	 	 	 	Risk	Control:	After	measuring	risk,	 the	banks	should	establish	and	communicate	
risk	 limits	 through	 policies,	 standards,	 and	 procedures	 that	 define	 responsibility	 and	
authority.	 These	 limits	 should	 serve	 as	 a	 means	 to	 control	 exposure	 to	 various	 risks	
associated	 with	 the	 bank’s	 activities.	 Cooperative	 Banks	 may	 also	 apply	 various	
mitigating	tools	in	minimizing	exposure	to	various	risks.	They	should	have	a	process	to	
authorize	exceptions	or	changes	to	risk	limits	when	warranted.	
	
5.5.3.				Risk	control	is	the	stage	where	the	banks	take	steps	to	control	the	risk	with	the	
help	of	various	tools.	Tools	for	Risk	Control	are:‐	
	



a) Diversification	of	the	business;		
b) Insurance	and	hedging;		
c) Fixation	of	exposure	ceiling;	
d) Transfer	the	risk	to	another	party	at	right	time;	and		
e) Securitisation	and	reconstruction.		

	
(d)	 	 	 Risk	 Monitoring:	 In	 risk	 monitoring,	 Cooperative	 Banks	 have	 to	 fix	 up	 the	
parameters	on	which	each	transaction	is	to	be	tested	so	as	to	be	sure	that	there	is	no	risk	
to	viable	existence	of	 the	 financial	unit	or	 investment	of	the	banks.	 	Cooperative	Banks	
should	put	 in	place	an	effective	management	information	system	(MIS)	to	monitor	risk	
levels	 and	 facilitate	 timely	 review	of	 risk	positions	 and	exceptions.	Monitoring	 reports	
should	 be	 frequent,	 timely,	 accurate,	 and	 informative	 and	 should	 be	 distributed	 to	
appropriate	individuals	to	ensure	action,	when	needed.	
	

5.6.			Risk	Management	Framework	
	
5.6.1.	 	 	 	A	risk	management	framework	encompasses	the	scope	of	risks	to	be	managed,	
the	 process/systems	 and	 procedures	 to	 manage	 those	 risks	 vis‐a‐vis	 the	 roles	 and	
responsibilities	 of	 individuals	 involved	 in	 risk	management.	 The	 framework	 should	 be	
comprehensive	enough	 to	 capture	all	 risks	a	bank	 is	 exposed	 to	and	have	 flexibility	 to	
accommodate	 any	 change	 in	 business	 activities.	 Key	 elements	 of	 an	 effective	 risk	
management	framework	are:	 	
(a) active	board	and	senior	management	oversight;	
(b) adequate	policies,	procedures	and	limits;	
(c) adequate	 risk	 measurement,	 monitoring	 and	 management	 information	 systems;	

and	
(d) Comprehensive	internal	controls.	

	

5.7.			Process	of	Risk	Management	
	
5.7.1.		The	broad	parameters	of	risk	management	function	should	encompass:	
	

(a) organisational	structure;	
(b) comprehensive	risk	measurement	approach;	
(c) risk	 management	 policies	 approved	 by	 the	 bank’s	 Board	 should	 be	 consistent	

with	the	broader	business	strategies,	capital	strength,	management	expertise	and	
overall	willingness	to	assume	risk;	

(d) guidelines	 and	 other	 parameters	 used	 to	 govern	 risk	 taking	 including	 detailed	
structure	of	prudential	limits;	

(e) strong	 Management	 Information	 System	 (MIS)	 for	 reporting,	 monitoring	 and	
controlling	risks;	



(f) well	 laid	 down	 procedures,	 effective	 control	 and	 comprehensive	 risk	 reporting	
framework;	

(g) separate	 risk	management	 framework	 independent	 of	 operational	Departments	
with	clear	delineation	of	levels	of	responsibility	for	management	of	risk;	and	

(h) Periodical	review	and	evaluation.	
	
5.7.2.				A	sound	risk	management	system	should	have	the	following	elements:		
	

(a) active	Board	and	senior	Management	Oversight;	(BMO)		
(b) adequate	policies,	procedures	and	limits;	(PPL)		
(c) adequate	 risk	 measurement,	 monitoring	 and	 management	 information	 system	

(MIS);	and		
(d) Comprehensive	internal	controls.	(ICs)	
	

5.8.				Active	Board	and	Senior	Management	Oversight		
	
5.8.1.	 	 	The	Boards	of	Directors	 (BoD)	have	 the	ultimate	 responsibility	 for	 the	 level	of	
risk	 taken	 by	 their	 Cooperative	 Banks.	 Accordingly,	 they	 should	 approve	 the	 banks’	
overall	business	strategies,	significant	policies,	including	those	related	to	managing	and	
taking	 risks,	 and	 ensure	 that	 senior	 managements	 are	 fully	 capable	 of	 managing	 the	
activities	 that	 the	 banks	 undertake.	 The	 BoD	 are	 also	 responsible	 for	 ensuring	 that	
managements	are	taking	the	steps	necessary	to	identify,	measure,	monitor,	and	control	
these	 risks.	 	However,	 the	 level	of	 technical	knowledge	required	of	directors	may	vary	
depending	on	the	particular	circumstances	at	the	Cooperative	Banks.		
	
5.8.2.	The	Directors	of	Cooperative	Banks	should	have	a	clear	understanding	of	the	types	
of	 risks	 to	which	 their	 banks	 are	 exposed	 and	 should	 receive	 reports	 that	 identify	 the	
size	and	significance	of	 the	risks	 in	terms	that	are	meaningful	 to	 them.	 In	 fulfilling	this	
responsibility,	 the	 Directors	 should	 develop	 an	 appropriate	 understanding	 of	 their	
banks’	 risks,	 possibly	 through	 briefings	 from	 auditors	 and	 experts	 external	 to	 the	
institutions.	 Using	 this	 knowledge	 and	 information,	 the	Directors	 should	provide	 clear	
guidance	regarding	the	level	of	exposures	acceptable	to	their	banks	and	have	to	ensure	
that	 senior	management	 implements	 the	procedures	and	controls	necessary	 to	comply	
with	adopted	policies.		
	
5.8.3.					Senior	management	is	responsible	for:‐	
	

(i) implementing	 strategies	 in	 a	 manner	 that	 limits	 risks	 associated	 with	 each	
strategy.		

(ii) ensuring	compliance	with	laws	and	regulations	on	both	long‐term	and	day‐to‐
day	basis.	



(iii) They	should	be	fully	involved	in	the	activities	of	the	Cooperative	Banks	and	
possess	 sufficient	 knowledge	 of	 all	 major	 business	 lines	 to	 ensure	 that	
appropriate	policies,	 controls,	 risk	monitoring	 systems	 are	 in	place	 and	 that	
accountability	as	also	lines	of	authority	are	clearly	delineated.		

(iv) establishing	 and	 communicating	 a	 strong	 awareness	 of	 and	 need	 for	
effective	internal	controls	and	high	ethical	standards.		

(v) For	meeting	 these	 responsibilities,	 senior	managers	 of	 banks	 should	 have	 a	
thorough	understanding	of	banking	and	financial	market	activities	besides	full	
knowledge	of	their	banks’	activities,	 including	the	nature	of	 internal	controls	
necessary	to	limit	the	related	risks.		

	

5.9.				Adequate	Policies,	Procedures	and	Limits	
	
5.9.1.	The	Cooperative	Banks'	directors	and	senior	management	should	tailor	their	risk	
management	policies	and	procedures	to	the	types	of	risks	that	arise	from	the	activities	
their	 banks	 conduct.	Once	 the	 risks	 are	properly	 identified,	 the	 bank's	 policies	 and	 its	
more	 fully	 articulated	procedures	 should	provide	detailed	 guidance	 for	 the	day‐to‐day	
implementation	of	broad	business	strategies,	besides	having	limits	designed	to	shield	the	
bank	 from	 excessive	 and	 imprudent	 risks.	 While	 all	 Cooperative	 Banks	 should	 have	
policies	 and	 procedures	 that	 address	 their	 significant	 activities	 and	 risks,	 the	 top	
managements	 of	 these	 banks	 are	 expected	 to	 ensure	 that	 they	 are	 modified,	 when	
necessary	 to	 respond	 to	 significant	 changes	 in	 the	 banks'	 activities	 or	 business	
conditions.		
	
5.9.2.	 	 	 To	 ensure	 that,	 the	 Cooperative	 Banks'	 policies,	 procedures	 and	 limits	 are	
adequate,	the	same	should	at	minimum	address	the	following:		
	

(i) Policies,	 procedures	 and	 limits	 should	 provide	 for	 adequate	 identification,	
measurement,	 monitoring,	 and	 control	 of	 the	 risks	 posed	 by	 its	 significant	
activities.		

	
(ii) They	 should	 be	 consistent	 with	 managements'	 experience	 level,	 the	 banks'	

stated	goals	and	objectives	as	also	their	overall	financial	strength.		
	
(iii) 	Policies	 should	 clearly	 delineate	 accountability	 and	 lines	 of	 authority	

across	the	banks’	activities.		
	
(iv) 	Policies	 should	 provide	 for	 the	 review	 of	 activities	 new	 to	 the	 banks	 to	

ensure	that	the	infrastructure	necessary	to	identify,	monitor	and	control	risks	
associated	with	an	activity	are	in	place	before	the	activity	is	initiated.		

	



5.10.	Adequate	Risk	Measurement,	Monitoring	and		Management	
Information	Systems	
	
5.10.1.	 	 	 Effective	 risk	monitoring	 requires	banks	 to	 identify	 and	measure	all	material	
risk	 exposures.	 Consequently,	 risk	 monitoring	 activities	 must	 be	 supported	 by	
information	 systems	 that	 provide	 senior	 managers	 and	 directors	 with	 timely	
reports	on	 the	 financial	 condition,	operating	performance,	 and	 risk	 exposure	of	
the	Cooperative	Banks,	as	well	as	with	regular	and	sufficiently	detailed	reports	for	
line	managers	engaged	in	the	day‐to‐day	management	of	the	banks'	activities.	They	
should	 have	 	 risk	 monitoring	 and	 MIS	 in	 place	 that	 provide	 directors	 and	 senior	
management	with	a	clear	understanding	of	the	banks’	positions	and	risk	exposures.		
	
	
5.10.2.	 	 	 In	order	to	ensure	effective	measurement	and	monitoring	of	risk	and	MIS,	the	
following	should	be	observed:		
	

(a) the	 bank's	 risk	 monitoring	 practices	 and	 reports	 should	 address	 all	 of	 its	
material	risks;	

(b) key	 assumptions,	 data	 sources	 and	 procedures	 used	 in	 measuring	 and	
monitoring	risks	are	appropriate	and	adequately	documented	and	 tested	 for	
reliability	on	an	on‐going	basis;	

(c) reports	 and	 other	 forms	 of	 communication	 should	 be	 consistent	 with	 the	
bank's	 activities,	 structured	 to	 monitor	 exposures	 and	 compliance	 with	
established	limits,	goals	or	objectives	and,	as	appropriate,	compare	actual	vs.	
expected	performance;	

(d) reports	 to	 management	 or	 to	 the	 bank's	 directors	 should	 be	 accurate	 and	
timely	and	contain	sufficient	 information	for	decision‐makers	to	 identify	any	
adverse	trends	and	to	evaluate	adequately	the	level	of	risk	faced	by	the	bank;	
and	

(e) Any	action	taken	by	management,	the	Board	and	other	parties	to	manage	risk	
and	increase	the	likelihood	that	objectives	and	goals	will	be	achieved.	

	

5.11.			Adequate	Internal	Controls		
	
5.11.1.	 	 	 The	Cooperative	Banks’	 internal	 control	 structure	 is	 critical	 to	 their	 safe	 and	
sound	 functioning	 generally	 and	 to	 their	 risk	 management	 systems.	 Establishing	 and	
maintaining	an	effective	system	of	controls,	including	the	enforcement	of	official	lines	of	
authority	and	the	appropriate	separation	of	duties	such	as	trading,	custodial,	and	back‐
office	 is	 one	 of	 the	 more	 important	 responsibilities	 of	 management.	 Indeed,	
appropriately	 segregating	 duties	 is	 a	 fundamental	 and	 essential	 element	 of	 a	
sound	risk	management	and	 internal	control	system.	Serious	 lapses	or	deficiencies	



in	 internal	 controls,	 including	 inadequate	 segregation	 of	 duties,	 may	 warrant	
supervisory	action,	including	formal	enforcement	action.		
	
5.11.2.	 	 	 When	 properly	 structured,	 a	 system	 of	 internal	 controls	 promotes	 effective	
operations,	 reliable	 financial	 and	 regulatory	 reporting,	 safeguards	 assets,	 and	 helps	 to	
ensure	 compliance	 with	 relevant	 laws,	 regulations	 and	 institutional	 policies.	 Ideally,	
internal	 controls	 are	 to	 be	 tested	 by	 an	 independent	 internal	 auditor	 who	 reports	
directly	 either	 to	 the	 top	 management	 or	 the	 bank’s	 Audit	 Committee.	 Given	 the	
importance	 of	 appropriate	 internal	 controls,	 the	 results	 of	 audits	 or	 reviews,	whether	
conducted	 by	 an	 internal	 auditor	 or	 by	 other	 personnel,	 should	 be	 adequately	
documented,	as	should	management's	responses	to	them.		
	
5.11.3.					In	order	to	ensure	the	adequacy	of	a	Cooperative	Bank's	internal	controls	and	
audit	procedures,	the	following	should	be	kept	in	view:	
	

(a) The	 internal	 control	 system	 should	 be	 appropriate	 to	 the	 type	 and	 level	 of	
risks	posed	by	the	nature	and	scope	of	the	bank's	activities.		

(b) The	 bank's	 organisational	 structure	 to	 establish	 clear	 lines	 of	 authority	 and	
responsibility	for	monitoring	adherence	to	policies,	procedures	and	limits.		

(c) Reporting	lines	provide	sufficient	independence	of	the	control	areas	from	the	
business	lines	and	adequate	separation	of	duties	throughout	the	bank,	such	as,	
those	relating	to	trading,	custodial	and	back‐office	activities.		

(d) Official	institutional	structures	should	reflect	actual	operating	practices.	
(e) Financial,	 operational	 and	 regulatory	 reports	 should	 invariably	 be	 reliable,	

accurate	and	timely;	wherever	applicable,	exceptions	are	noted	and	promptly	
investigated.		

(f) Adequate	 procedures	 for	 ensuring	 compliance	 with	 applicable	 laws	 and	
regulations	should	be	in	place.		

(g) Internal	 audit	 or	 other	 control	 review	 practices	 should	 provide	 for	
independence	and	objectivity.	

	
5.11.4.			Internal	controls	and	information	systems	–	
	

(i) should	be	adequately	tested	and	reviewed;		
(ii) 	the	coverage,	procedures,	findings	and	responses	to	audits		and	review	tests	

should	be	adequately	documented;		
(iii) 		identified	material	weaknesses	 should	be	given	appropriate	 	 and	 timely	

high	level	attention;	and	
(iv) 	Management’s	 actions	 to	 address	 material	 weaknesses	 should	 be	

objectively	verified	and	reviewed.		
	
5.11.5.	The	Audit	Committee	should	review	the	internal	audits	and	other	control	review	
activities	on	a	regular	basis.		



	

5.12.				Role	of	Risk	Management	Function		
	
5.12.1.	 	 	 	 Cooperative	 Banks	 should	 institute	 a	 setup	 in	 the	 form	 of	 a	 Risk	 Manager,	
Committee	or	Department	depending	on	 the	 size	 and	 complexity	of	 the	banks.	 Ideally,	
overall	risk	management	function	should	be	independent	from	those	who	take	or	accept	
risk	on	behalf	of	the	banks.	Where	individuals	responsible	for	overall	risk	management	
function	 are	 involved	 in	 day‐to‐day	 operations,	 then,	 sufficient	 checks	 and	 balances	
should	be	established	to	ensure	that	risk	management	is	not	compromised.		
	
5.12.2.	 	 	 The	 risk	 management	 function	 is	 responsible	 for	 ensuring	 that	 effective	
processes	are	in	place	for:	
	

(i) identify	current	and	emerging	risks;		
(ii) develop	risk	assessment	and	measurement	systems;		
(iii) 	establish	 policies,	 practices	 and	 other	 control	 mechanisms	 to	 manage	

risks;		
(iv) 	develop	risk	tolerance	limits	for	Senior	Management	and	Board	approval;		
(v) monitor	positions	against	approved	risk	tolerance	limits;	and	
(vi) 	report	results	of	risk	monitoring	to	Senior	Management	and	the	Board.		

	
5.12.3.	 		Risk	management	is	only	not	restricted	to	individual(s)	responsible	for	overall	
risk	management	function.		Business	lines	are	equally	responsible	for	the	risks	they	are	
taking.	 Because	 line	 personnel	 understand	 the	 risks	 of	 the	 business,	 such	 a	 lack	 of	
accountability	can	lead	to	problems.	
	
5.12.4.	 	 Risk	 management	 is	 extremely	 data‐intensive.	 Accurate,	 reliable	 and	 timely	
availability	 of	 data	 is	 crucial	 for	 proper	 risk	management.	 Cooperative	 Banks	 need	 to	
implement	substantial	changes	to	their	internal	systems	to	prepare	for	appropriate	data	
collection	 and	 revised	 reporting	 requirements.	 These	 changes	 may	 require	 systems	
integration,	modification	and	 introduction	of	new	software.	Cooperative	Banks	need	to	
assess	the	capabilities	of	their	present	systems	and	review	the	necessary	system	changes	
required.	
	

5.13.				Independent	Review	
	
5.13.1.	 	 Cooperative	 Banks	 should	 ensure	 that	 there	 is	 an	 independent	 person(s)	
responsible	 for	 reviewing	 the	 effectiveness	 of,	 and	 adherence	 to,	 the	 banks’	 risk	
management	policies	and	practices.	They	could	be	internal	auditor,	external	auditors	or	
any	other	person(s)	who	should	be	independent	from	risk	taking	units	and	should	report	
directly	 to	 the	 Board	 or	 its	 designated	 committee.	 To	 be	 effective,	 the	 independent	



reviewer(s)	should	have	sufficient	authority,	expertise	and	corporate	stature	so	that	the	
identification	and	reporting	of	their	findings	could	be	accomplished	without	hindrance.	
Such	an	independent	reviewer	should	consider,	among	others,	the	following:	
	

(a) whether	 the	 bank's	 risk	 management	 system	 is	 appropriate	 to	 the	 nature,	
scope,	and	complexity	of	the	bank	and	its	activities;	

(b) whether	the	bank	has	an	independent	risk	management	function;	
(c) whether	the	Board	of	Directors	and	senior	management	are	actively		involved	

in	the	risk	management	process;	
(d) whether	policies,	controls	and	procedures	concerning	risk	
(e) management	are	well	documented	and	complied	with;	
(f) whether	the	assumptions	of	the	risk	measurement	system	are	valid	and	well	

documented,	 data	 accurately	 processed,	 and	 data	 aggregation	 is	 proper	 and	
reliable;	and	

(g) Whether	 the	 institution	 has	 adequate	 staffing	 to	 conduct	 a	 sound	 risk	
management	process.	

	

5.14.				Integration	of	Risk	Management	
	
5.14.1.	 	Risks	must	not	be	viewed	and	assessed	 in	 isolation,	not	only	because	a	 single	
transaction	might	have	a	number	of	risks	but	also	one	type	of	risk	can	trigger	other	risks.	
Since	interaction	of	various	risks	could	result	in	diminution	or	increase	in	risk,	the	risk	
management	 process	 should	 recognize	 and	 reflect	 risk	 interactions	 in	 all	 business	
activities	 as	 appropriate.	 While	 assessing	 and	 managing	 risk	 the	 management	 should	
have	an	overall	view	of	risks	the	bank	is	exposed	to.	This	requires	having	a	structure	in	
place	to	look	at	risk	inter‐relationships	across	the	bank.	
	

5.15.			Contingency	Planning	
	
Cooperative	Banks	should	have	a	mechanism	to	identify	stress	situations	ahead	of	time	
and	 plans	 to	 deal	 with	 such	 unusual	 situations	 in	 a	 timely	 and	 effective	 manner.	 For	
instance,	 contingency	 planning	 activities	 include	 disaster	 recovery	 planning,	 public	
relations	damage	control,	litigation	strategy,	responding	to	regulatory	criticism,	liquidity	
crisis,	 etc.	 	Contingency	plans	 should	be	 reviewed	 regularly	 to	ensure	 they	 encompass	
reasonably	probable	events	that	could	impact	the	bank.	Plans	should	be	tested	as	to	the	
appropriateness	of	responses,	escalation	and	communication	channels	and	the	impact	on	
other	parts	of	the	bank.	
	

5.16.				Governance	and	risk	culture		
	



(i) A	strong	institution‐wide	risk	culture	is	one	of	the	key	elements	for	effective	
risk	management.	 One	of	 the	prerequisites	 for	 creating	 this	 risk	 culture	 is	 the	
establishment	of	a	comprehensive	(covering	all	risk	types,	business	lines	and	
relevant	risks)	and	independent	risk	management	function	under	the	direct	
responsibility	of	the	Chief	Risk	Officer	(CRO),	or	the	senior	management	if	a	
CRO	is	not	appointed,	following	the	principle	of	proportionality.		

	
(ii) The	management	 body	 is	 responsible	 for	 overseeing	 senior	management	

and	also	for	establishing	sound	business	practices	and	strategic	planning.	It	
is	 of	 utmost	 importance	 that	 the	 bank’s	 top	management	 in	 carrying	 out	
both	its	management	and	supervisory	functions	has	a	full	understanding	of	the	
nature	 of	 the	 business	 and	 its	 associated	 risks	 collectively.	 The	 members	
responsible	for	those	functions	need	a	level	of	understanding	commensurate	with	
their	 responsibilities.	 This	 includes	 adequate	 understanding	 of	 those	 areas	 of	
business	undertaken	by	the	bank	for	which	they	are	not	directly	accountable.	At	
least	 some	 members	 of	 the	 management	 body	 or,	 where	 relevant,	 the	 Audit	
Committee	 (or	 equivalent)	 should	 have	 had	 practical	 experience	 in	 the	 area	 of	
financial	markets	or	from	their	background	business	activities	obtained	sufficient	
professional	experience	directly	linked	to	this	type	of	activity.	

	
(iii) Every	 member	 of	 the	 bank	 must	 be	 fully	 aware	 of	 his	 responsibilities	

relating	 to	 the	 identification	 and	 reporting	 of	 relevant	 risks	 and	 of	 other	
roles	within	the	bank	and	the	associated	responsibilities	to	these	roles.		

	
(iv) The	risk	culture	must	extend	across	all	of	the	bank’s	units	and	business	lines	and	

encompass	 all	 relevant	 risks,	 both	 financial	 and	 non‐financial	 (e.g.	 reputational	
risk).	

	
(v) Risk	policies	must	be	formulated	based	on	a	comprehensive	view	of	all	business	

units	 and	 risks	must	 be	 evaluated	not	 only	 from	 the	bottom	up	but	 also	 across	
business	lines.	

	
(vi) Cooperative	 Banks	 to	 implement	 a	 consistent	 risk	 culture	 and	 establish	

sound	risk	governance	supported	by	an	appropriate	communication	policy,	
all	of	which	must	be	adapted	to	the	size	and	complexity	of	 the	organisation	and	
the	risk	profile	of	the	banks.	

	
(vii) The	governance	of	risk	(e.g.	responsibilities,	risk	tolerance	and	risk	appetite	etc.)	

must	 be	 documented	 and	 updated	 as	 appropriate.	 The	 staff	 shall	 be	 informed	
appropriately	about	the	risk	governance	arrangements	taking	 into	account	their	
information	 needs	 given	 their	 roles	 within	 the	 bank.	 The	 risk	 management	
framework	must	be	subject	to	independent	review.		

	



	
5.16.1.				Risk	appetite	and	risk	tolerance	
	
a) The	 level	of	risks	that	the	Cooperative	Banks	are	willing	to	take	is	constrained	by	

regulation	 and	 supervision,	 given	 that	 the	 social	 cost	 of	 any	 institutional	 failure	
(official	support	measure)	would	typically	exceed	the	limited	downside	risk	for	the	
banks’	stakeholders	and	management.		

	
b) Risk	appetite	and	risk	tolerance	depend	not	only	on	intrinsic	risk	aversion,	but	also	

on	the	current	financial	situation	of	the	bank	and	its	strategic	direction.	To	assure	
the	 safety	 of	 deposits,	 this	 regulatory	 constraint	 takes,	 in	 particular,	 the	 form	 of	
capital	and	liquidity	requirements.	

	
c) Cooperative	Banks	to	express	their	risk	appetite	and	risk	tolerance	 in	a	variety	of	

forms,	 including	 setting	 a	 target	 credit	 rating	or	 a	 target	 rate	of	 return	on	equity	
(sometimes,	but	not	always	accompanied	by	a	 target	 limit	on	 the	variance	of	 that	
return).	 It	 is	 important	 both	 that	 institution	 set	 such	 targets,	 and	 that	 the	
targets	be	consistent	with	one	another,	as	also	consistent	with	the	Cooperative	
Bank’s	obligation	to	maintain	the	risk	to	depositors	within	the	constraints	implied	
by	capital	and	liquidity	regulation.		

	
d) In	setting	a	risk	appetite	and	risk	tolerance	level,	the	Cooperative	Bank	has	to	take	

its	all	relevant	risks	into	account,	including	those	arising	from	off‐balance	sheet	
transactions.		

	
e) The	management	body	 and	 senior	management	 are	 responsible	 for	 setting	

the	 Cooperative	 Bank’s	 risk	 appetite	 and	 risk	 tolerance	 at	 a	 level	 which	 is	
commensurate	with	its	sound	operation	and	the	strategic	goals.		

	
f) The	 respective	 roles	 of	 the	 management	 body	 (Board	 of	 Directors)	 and	 senior	

management	in	the	oversight	of	risks	should	be	clearly	and	explicitly	defined..		
	
g) Senior	management	should	be	responsible	for	risk	management	on	a	day‐to‐

day	 basis,	 under	 the	 oversight	 of	 the	 Board.	 Because	 of	 the	 volatile	 nature	 of	
banking	 business	 and	 the	 economic	 environment,	 risk	 measurement	 should	 be	
regularly	 reviewed	and	 scrutinised	against	 the	Cooperative	Bank’s	 strategic	 goals	
and	 risk	 appetite	 and	 risk	 tolerance.	 In	 particular,	 senior	 management	 should	
ensure	that	the	Cooperative	Bank	sets	trading,	credit,	liquidity,	and	other	risk	limits	
that	are	consistent	with	the	bank’s	overall	risk	appetite	and	risk	tolerance,	even	in	a	
stressed	economic	environment.	Cooperative	Banks	must	ensure	that	risks	are	kept	
within	 the	 limits	 and	which	 remain	 consistent	with	 the	 overall	 risk	 appetite	 and	
risk	tolerance.		

	



5.17.			New	product	approval	policy	and	process	
	

5.17.1.	Cooperative	Banks	should	have	 in	place	an	 internally	approved	and	well‐
documented	“new	product	approval	policy”	(NPAP)	which		should	cover	all	aspects	of	
the	decision	 to	enter	new	markets	or	deal	 in	new	products,	 including	 the	definition	of	
“new	 product/	 market/business”	 to	 be	 used	 in	 the	 bank,	 the	 internal	 functions	
involved	 in	 the	 decision	 (possibly	 through	 an	 ad‐hoc	 committee),	 and	 other	 issues	
involved	in	undertaking	a	new	activity	(pricing	models,	P&L,	software,	back	and	middle	
office,	risk	management	tools,	etc.).		
	
5.17.2.	 	 	New	products,	markets,	 and	businesses	 should	be	 analyzed	 carefully	 and	 the	
bank	 should	 make	 sure	 that	 it	 possesses	 adequate	 internal	 tools	 and	 expertise	 to	
understand	and	monitor	the	risks	associated	with	them.	
	
5.17.3.			The	risk	management	function	must	participate	in	the	process	of	approving	new	
products	or	significant	changes	to	existing	products.	It	should	also	have	a	clear	overview	
of	 the	 roll‐out	 of	 new	 products	 (or	 significant	 changes	 to	 existing	 products)	 across	
different	 business	 lines	 and	 portfolios,	 and	 should	 have	 the	 power	 to	 require	 that	
changes	to	existing	products	go	through	the	formal	NPAP	process.		
	

5.18.			Issues	involved	for	having	effective	Risk	Management	System	
	
5.18.1.	 	 	 Risk	 management	 is	 extremely	 data‐intensive.	 Accurate,	 reliable	 and	 timely	
availability	 of	 data	 is	 crucial	 for	 proper	 risk	management.	 Cooperative	 Banks	 need	 to	
implement	substantial	changes	to	their	internal	systems	to	prepare	for	appropriate	data	
collection	 and	 revised	 reporting	 requirements.	 These	 changes	 may	 require	 systems	
integration,	modification	and	 introduction	of	new	software.	Cooperative	Banks	need	to	
assess	the	capabilities	of	their	present	systems	and	review	the	necessary	system	changes	
required.		
	
5.18.2.	 	 	 Yet	 another	 requirement	 for	 establishing	 risk	management	 system	 is	 trained	
and	skilled	manpower.	The	managers	should	understand	both	the	theory	and	practice	of	
risk.	To	reach	such	an	understanding	involves	a	continuous	learning	process	in	the	new	
technologies.	 Inducting	 a	 continuous	 learning	 process	 in	 the	 line	 managers	 and	
educating	 them	 in	 risk	 management	 is	 a	 task	 to	 be	 addressed	 on	 priority	 by	 the	
Cooperative	 Banks	 for	 the	 smooth	 adoption	 of	 the	 risk	 management	 principles	 and	
practices	across	the	banks.	Skill	development	for	risk	management	approaches,	both	at	
the	bank	level	would	be	a	tough	task	ahead.	
	
5.18.3.	 		Risk	is	an	opportunity	as	well	as	a	threat	and	has	different	meanings	for	
different	users.	The	banking	industry	is	exposed	to	different	risks	such	as,	risk,	variable	
interest	rate	risk,	market	play	risk,	operational	risks,	credit	risk	etc.	which	can	adversely	



affect	its	profitability	and	financial	health.	Risk	management	has	thus	emerged	as	a	new	
and	 challenging	 area	 in	 banking.	Basel	 Committee	 recommendations	were	 intended	 to	
improve	safety	and	soundness	of	the	financial	system	by	placing	increased	emphasis	on	
bank's	 own	 internal	 control	 and	 risk	 management	 process,	 models,	 the	 supervisory	
review	 and	 market	 discipline.	 However,	 these	 changes	 will	 also	 have	 wide‐ranging	
effects	 on	 a	 Cooperative	 Bank’s	 information	 technology	 systems,	 process,	 people	 and	
business,	beyond	and	regulatory	compliance,	risk	management	and	finance	function.		
	
5.18.3.1.			Typically,	a	risk	management	framework	for	DCCB	or	its	equivalent	should	
cover	the	following:	
	
	
Type	of	Risk																																												 Documented	Policies	required	to	

address	the	risk	
Credit	Risk	
	

Policies	should	address	credit	strategies	at	
DCCB	and	their	affiliated	PACS;	These	
policies	also	address	target	
market/customer	groups,	levels	of	
portfolio	diversification	required,	risk	
measurement	and	risk	tolerance	levels	for	
both	the	tiers,	risk	monitoring	and	control	
mechanisms,	documented	and	
standardized	credit	appraisal	methods	and	
credit	approval	processes,	policies	for	
periodical	portfolio	analysis,	periodic	
industry/sector/crop	wise	reviews,	
exposures	to	different	types	of	
borrowers,	different	types	of	assets.	
	
A	credit	rating	system,	if	implemented,	can	
go	a	long	way	in	improving	the	credit	
portfolio	performance.	
	

Market	Risk	
	

Asset	Liability	Management	Policy	and	
treasury	policy	are	the	principal	policies	
required	to	address	and	manage	market	
risks.	
RBI	and	NABARD	have	issued	a	
recommendatory	framework	for	ALM,	
which	should	be	practiced	by	all	banks	to	
the	extent	relevant	to	them.	

Operational	risk	
	

Operational	Risk	Management	policy,	
Business	continuity	policy,	outsourcing	
Policy.	A	comprehensive	system	of	internal	
controls,	systems	and	procedures	address	
the	operational	risk.	

	



	

5.18.3.2.		A	check	list	for	Risk	Management	is	presented	in	Annexure	VIII.	

	

	

Chapter			6		‐			Internal	Control	measures	for	Investment	Operations	
	

6.1.			Introduction	
	

6.1.1.	 	Detailed	 guidelines	 were	 issued	 by	 the	 RBI	 as	 early	 as	 04	 September1992	 to	
Cooperative	 Banks	 for	 framing	 and	 adopting	 appropriate	 investment	 policies,	
strengthening	 of	 internal	 control	 systems,	 effective	 accounting	 standards,	 periodical	
review	of	investment	portfolio	by	the	Board	of	Directors	and	submission	of	half‐	yearly	
investment	review	reports	to	RBI/	NABARD.		
	

6.1.2.			Vide	letter	Ref.	No.	NB.DoS.	HO/	1260	/J‐1/2008‐09	(Circular	No.	100	/DoS‐	15	
/2008)	dated	27	June	2008	NABARD	had	issued	a	Master	Circular	on	investments	for	
adhering	to	the	guidelines	of	RBI	scrupulously.		(Pl	see	Annexure	IX).		Some	of	the	
important	details	are	given	hereunder.		

6.2.					Investment	Policy	
6.2.1.	 	 	 Investment	 Policy	 is	 a	 document	 laying	 down	 the	 criteria	 and	 systems	 and	
procedures	for	investment	in	a	bank.	The	bank	has	to	frame	an	investment	policy,	duly	
approved	by	 the	Board,	 and	a	 copy	 thereof	has	 to	be	 submitted	 to	RBI/NABARD.	 	The	
Investment	 Policy	 should	 clearly	 fix	 prudential	 limits/ceilings	 in	 respect	 of	 Non‐SLR	
investments,	 dealer‐wise	 ceilings,	 counter‐party	 ceilings,	 etc.	 	 The	 bank	 should	 have	 a	
clause	for	‘cut	loss’	policy	in	its	Investment	Policy	duly	approved	by	the	Board.		
	
6.2.1.1.		The	policy	should	normally	contain:	objectives	of	Investment	Policy;	delegation	
of	 powers	 for	 investments;	 guidelines	 for	 portfolio	 composition;	 procedure	 to	 be	
followed	 for	 obtaining	 the	 sanction	 of	 the	 appropriate	 authority;	 procedure	 for	
investments;	 classification	 norms	 for	 securities;	 various	 prudential	 exposure	 limits;	
valuation	 and	 other	 accounting	 procedure;	 and	 internal	 control	measures,	 review	 and	
reporting.	
	

6.2.1.2.		StCBs/DCCBs	are	also	permitted	to	invest,	with	prior	approval	of	the	RBI,	to	the	
extent	 of	 5%	 of	 their	 non‐SLR	 surplus	 funds	 in	 instruments	 at	 the	 discretion	 of	 the	
management,	duly	ensuring	safety	and	profitability.	
	

6.2.2.		Delegation	of	Powers	



The	 Board	 of	 a	 bank	 has	 to	 clearly	 delineate	 the	 powers	 of	 various	 authorities	 for	
facilitating	 smooth	 and	 quick	 investment	 decisions.	 Normally,	 there	 should	 be	 an	
Investment	 Committee	 that	 should	 meet	 periodically	 to	 take	 investment	 decisions.	
However,	powers	for	 investing	in	call	money	and	REPO	could	be	delegated	to	 ‘dealers’,	
keeping	in	view	that	the	decisions	to	be	taken	have	to	be	instant	and	quick.	Powers	for	
Inter‐bank	Deposits	could	be	delegated	to	appropriate	senior	officials	and	certain	other	
specific	investments	could	be	given	to	the	CEO	or	as	may	be	decided	by	the	Board.	The	
powers	 should	 be	 for	 specific	 instruments	 upto	 specific	 amounts.	 The	 delegations	 of	
power	 should	 be	 specific,	 clear	 and	 unambiguous.	 A	 proper	Management	 Information	
System	(MIS)	is	to	be	in	place	so	that	all	decisions	taken	at	a	lower	level	are	brought	to	
the	notice	of	the	higher‐up	routinely,	on	a	regular	basis.	
	

6.2.3.				Guidelines	for	portfolio	Composition	

For	 SLR	 purposes,	 the	 Cooperative	 banks	 can	 invest	 in	 Government	 Securities,	
Government	 Guaranteed	 Securities,	 and	 other	 approved	 securities	 etc.,	 as	 per	 the	
instructions	 of	 RBI	 issued	 from	 time	 to	 time.	 The	 investment	 policy	 should	 clearly	
indicate	 the	 bank's	 approach	 to	 the	 investments	 for	 reserve	 requirements	 as	 also	 the	
share	of	various	eligible	instruments	within	this	basket.		Other	investments	are	made	in	
other	 short	 term	 as	 well	 as	 long	 term	 instruments	 which	 may	 include	 Certificate	 of	
Deposits,	Inter‐	bank	Deposits,	Units	of	UTI,	PSU	bonds/Shares,	etc.	
	

 	Diversification	

 Maturity‐wise	 investment	requirement	need	to	be	clearly	enunciated.	Maturity	may	
refer	to	short	term	i.e.	upto	one	year/	less	than	5	years,	medium	term	investment	i.e.	
5‐10	 years	 and	 long	 term	 investment	 i.e.	 more	 than	 10	 years.	 However,	 maturity	
pattern	of	investment	portfolio	should	be	such	that	it	is	more	or	less	in	tandem	with	
the	 maturity	 pattern	 of	 surplus	 cash	 utilized	 for	 investment.	 If	 it	 is	 not	 so,	 the	
mismatch	has	 to	be	 the	 result	of	a	deliberate	decision,	 taking	 the	 related	 risks	 into	
account.	

 Security‐wise	 policy	 has	 to	 indicate	 how	 much	 to	 be	 invested	 in	 which	 type	 of	
securities	i.e.	GOI,	State	Govt.,	other	approved	securities,	other	inter‐	bank	deposits,	
PSU	bonds,	etc.	

	

6.2.4.	Procedure	to	be	followed	to	obtain	the	approval	of	the					sanctioning	

authority	

Identification	 of	 surplus	 funds	 and	 the	 period	 for	 which	 the	 funds	 are	 available	 for	
investment	should	be	clearly	indicated	in	the	note	to	be	prepared	for	obtaining	approval.	
The	existing	position	of	SLR	and	non‐SLR	investments	vis‐a‐vis	statutory	requirement/	
exposure	 norms	 stipulated	 has	 also	 to	 be	 clearly	 brought	 out,	 indicating	 whether	 the	
requirement	is	to	invest	in	SLR	and	non‐SLR	avenues.	The	availability	of	various	eligible	
instruments	in	the	market	at	that	point	of	time,	the	various	risks	involved,	and	the	yield	
pattern	of	 the	 instruments	have	to	be	clearly	shown	so	 that	 the	Competent	Authorities	
will	be	in	a	position	to	take	a	proper	decision	in	the	matter.						
	



6.2.5.			Procedure	for	investment	

6.2.5.1.		If	certain	deals	are	to	be	put	through	the	brokers,	bank	should	prepare	a	panel	
of	approved	brokers	that	should	be	reviewed	annually.	A	record	of	broker‐wise	details	of	
deals	 put	 through	 and	brokerage	paid	 should	be	maintained.	Since	 accessibility	 to	Call	
money	market,	Government	Securities	(including	Treasury	Bills)	Markets,	etc.	is	a	major	
problem	 the	 policy	 should	 indicate	 how	 the	 bank	 proposes	 to	 access	 the	 market	 i.e.	
through	 Primary	 Dealers,	 Commercial	 Banks	 or	 any	 other	 institutions	 having	
Constituents’	Subsidiary	General	Ledger	(CSGL)	facility	with	the	RBI.		

	

6.2.5.2.		The	bank	should	also	frame	in	detail,	procedures	to	be	followed	while	entering	
into	 investment	 transactions.	 For	 every	 trading	 transaction,	 the	 dealer/trading	 desk	
should	prepare	a	deal	slip	which	should	contain	data	relating	to	nature	of	the	deal,	name	
of	the	counter	party,	whether	it	is	a	direct	deal	or	through	broker;	if	through	broker,	the	
name	of	 the	broker,	 details	 of	 the	 security,	 amount,	 price,	 contract	 date	 and	 time.	The	
deal	 slip	 should	 be	 having	 serial	 numbers,	 and	 each	 deal	 slip	 has	 to	 be	 properly	
accounted	 for.	 Once	 the	 deal	 is	 concluded,	 the	 dealer	 should	 immediately	 pass	 on	 the	
deal	slip	to	the	Back	Office	for	recording	and	processing.	For	each	deal,	there	must	be	a	
system	of	 issue	of	 confirmation	 to	 the	 counter	party.	Once	 a	deal	has	been	 concluded,	
there	should	not	be	any	substitution	of	 the	counter	party	bank	by	another	bank	by	the	
broker.	 On	 the	 basis	 of	 vouchers	 passed	 by	 the	 Back	 Office,	 Accounts	 Section	 should	
independently	write	the	books	of	accounts.	
	
6.2.5.3.	 	Inter‐bank	security	transactions	should	be	undertaken	directly	between	banks	
and	no	bank	should	engage	the	services	of	any	broker	in	such	transactions.		
	

6.2.5.4.	 	 Since	 bonds	 are	 the	 most	 important	 fixed	 income	 securities	 in	 which	 many	
banks	are	investing,	they	should	look	into	Credit	ratings,	being	good	indicator	of	quality,	
Quality	 diversification;	 Anticipation	 of	 changes	 in	 bond	 rating;	 View	 of	 the	 bank	 on	
interest	rate	movement;	Maturity	period	to	be	longer	if	 interest	rate	is	expected	to	fall,	
and	Maturity	period	to	be	shorter	if	interest	rate	is	expected	to	rise	
	

6.2.5.5.			Avenues	For	Investment	of	Surplus	Fund	

(a)				SCBs/DCCBs	(Non‐SLR	surplus	funds)	

 Certificate	of	Deposits	issued	by	Scheduled	Commercial	Banks	and	IDBI.	
 Fixed	Deposits	of	IDBI	/	EXIM	bank.	
 Indira	Vikas	Patra.	
 Bonds	 of	 PSU	 upto	 10%	 of	 deposits	 subject	 to	 the	 condition	 (a)	 the	 bank	

should	 comply	 with	 NODC	 norms	 stipulated	 by	 NABARD	 (b)	 all	 legitimate	
credit	needs	of	 the	cooperatives	 in	the	State/	District	are	met	fully,	(c)	there	
should	be	no	defaults	in	repayment	of	dues	to	NABARD	and	in	maintenance	of	
stipulated	 CRR	 and	 SLR	 (d)	 a	 provision	 should	 exist	 for	 the	 proposed	
investment	in	the	State	Act	and	RCS	has	no	objection	for	the	bank	making	such	
investments.		
	



 SCBs/DCCBs	 have	 also	 been	 permitted	 to	 invest,	 at	 the	 discretion	 of	 their	
Management,	 to	 the	extent	of	5%	of	 their	non‐SLR	surplus	 funds,	keeping	 in	
view	 the	profitability	 and	 security	 of	 investment	 to	be	made.	 	 Banks	 should	
seek	 prior	 permission	 from	 local	 office	 of	 RBI	 for	making	 the	 discretionary	
investment.			
	

 For	 deployment	 of	 seasonal/short	 term	 funds,	 investments	 in	 (i)	 call/short	
term	 deposits	 with	 commercial	 banks	 and	 (ii)	 participation	 in	 short‐term	
money	market	instruments	including	various	Treasury	Bills	and	rediscounting	
of	commercial	bills.		
	

(b)				Statutory	Liquidity	Ratio	(SLR)	

In	order	to	optimize	the	returns,	the	banks	have	to	restrict	the	SLR	investment	upto	25%	
or	slightly	more	than	that,	 instead	of	investing	large	amounts	under	SLR	and	divert	the	
non‐	SLR	funds	for	investing	in	more	lucrative	avenues	but	within	the	risk	appetite	of	the	
bank	as	indicated	in	the	Investment	Policy	of	the	banks.			
	
Banks	 to	 follow	 a	 consistent	 policy	 of	 valuation	 as	 allowed	 under	 the	 guidelines.	 For	
classification	of	investments	under	the	Permanent	category,	the	following	points	have	to	
be	kept	in	mind.	Only	approved	securities	can	be	classified.		
	

 Normally	refers	to	those	investments	that	the	bank	intends	to	hold	till	maturity;	
 Movement	of	securities	from	one	category	to	another	to	be	done	by	permission	of	the	
	 Board	in	the	beginning	of	the	year.		
 If	 holding	 at	 book	 ‐value,	 difference	 between	 face	 value	 and	 acquisition	 cost	 to																	

be	amortized	over	the	life	of	security;	
 Alternatively,	the	investments	can	be	valued	at	market	value;	
 When	cost	is	amortized,	if	security	is	sold	before	maturity,	the	remaining	portion	of	
the		 unamortized	cost	to	be	charged	to	P	&	L	account;	
 Wherever	the	cost	price	is	less	than	face	value,	the	difference	to	be	ignored;	
 In	case	of	marking	to	market,	gain	/	loss	to	be	taken	as	capital	gain/loss.	
	
6.2.5.6.		The	points	to	be	kept	in	mind	for	investments	in	Current	Category	are:	

 All	un‐approved	securities	to	be	classified	as	current.	
 Investment	to	be	carried	at	lower	of	cost	or	market	value,	on	a	consistent	basis.	
 Cost	of	brokerage,	commission,	etc.	to	be		charged	to	P	&	L;	
 To	be	revalued	at	quarterly	intervals;	
 Revaluation	gains/losses	to	be	held	separately	&	net	gain/loss	to	be	accounted	to	P	&	
L		 account;	
 In	 case	 of	 transfer	 of	 securities	 from	 current	 to	 permanent,	 potential	 losses	 to	 be	
	 recognized	before	such	transfer;	
 Provision	to	be	held	in	Investment	Fluctuation	Reserve	(IFR)	account;	
 Broken	 period	 interest	 paid	 to	 seller	 as	 part	 of	 cost	 on	 acquisition	 should	 not	 be	
	 capitalized	but	treated	as	an	item	of	expenditure;	
 As	 regards,	 taxation	 implications	 banks	 have	 to	 comply	 with	 the	 requirements	 of	
Income		 Tax	Authorities;		
 Balance	 sheet	 disclosure	 to	 be	 net	 of	 depreciation;	 however,	 gross	 amount	 with	
	 depreciation	carried	could	also	be	disclosed.	



	

(c)		Investment	in	Non‐SLR	securities	 	

 Portfolio	to	be	marked	to	market;	
 All	non‐SLR	investments	to	be	treated	as	current;	
 Valuation	to	be	done	at	market	value	scrip‐wise/category‐wise;					
 Market	 price‐traded	 quote,	 as	 declared	 by	 RBI	 /PDI/FIMMDA/Stock	

Exchange;	
 Depreciation/appreciation	 needs	 to	 be	 netted	 under	 each	 classification	 and	

only	 net	 depreciation	 to	 be	 accounted	 and	 held	 in	 Investment	 Fluctuation	
Reserve;	

 Net	appreciation	to	be	ignored;	
 Debentures/bonds	YTM	method	with	mark	up	rates	put	up	by	PDA/FIMMDA;	
 Preference	share	YTM	method;	
 Shares	to	be	valued	with	reference	to	latest	available	balance	sheet	excluding	

revaluation	reserves.		If	balance	sheet	is	not	available,	value	to	be	reduced	to	
Re.1;	

 Units	of	Mutual	Funds	at	NAV;	

6.2.5.7.		Prudential	guidelines	on	Investment	in	Non‐SLR	debt	securities	

In	order	to	contain	the	risks	arising	out	of	non‐SLR	investment	portfolio	of	StCB/DCCBs		
RBI	 had	 issued	 detailed	 guidelines	 vide	 their	 Circular	No.RPCD.CO.RF.BC.65/07.02.03/	
2003‐04	 dated	 23	 February	 2004	 advising	 the	 banks	 to	 implement	 the	 same	 with	
immediate	 effect.	 The	 important	 definitions	 given	 therein	 	 need	 to	 be	 scrupulously	
followed.			
	
Total	Non‐SLR	investments	of	the	bank	in	i)	bonds	of	PSUs	and	ii)	bonds	and	equities	of	
AIFIs	do	not	exceed	10%	of	the	bank’s	total	deposits	as	of	March	31	of	previous	year	and	
investments	 in	 PSU	 bonds	 do	 not	 exceed	 5%	 of	 total	 deposits.	 In	 case	 of	 Non‐SLR	
investments	within	the	above	limits	done	without	taking	RBI’s	prior	approval,	whether	
the	bank	is	complying	with	the	6	conditions	stipulated	in	RBI’s	circular	of	04/08/2005?		
Any	 investments	 made	 in	 leasing	 companies/NBFCs/KVPs/MFs/deposits	 with	 UCBs,	
PSUs,	Corporations,	NBFCs,	etc.?	
	

	

6.2.5.8.				Maintenance	of	Books	of	Account	

i.	 Investment	Ledger	

Banks	generally	maintain	a	subsidiary	ledger	for	investments	in	Government	and	trustee	
securities	 wherein	 a	 separate	 account	 is	 opened	 for	 each	 type	 of	 scrips	 or	 bonds	
purchased	by	the	bank.	At	quarterly	intervals,	the	total	book	value	of	various	types	of	the	
securities	held	by	 the	bank	 in	 the	 investment	portfolio,	 should	be	balanced	and	 tallied	
with	 the	General	 Ledger	 balance	 of	 investment	 in	 Government	 securities	 account.	 The	
purpose	 of	 the	 ledger	 is	 to	 enable	 the	 bank	 to	 know	 the	 cost‐wise	 break‐up	 of	 the	
different	securities	on	hand.			
	
ii.		 Investment	Register	(Government	and	Trustee	Securities)	



All	 Government	 and	 trustee	 securities	 purchased	 by	 the	 bank	 are	 entered	 in	 the	
Investment	 Register	 scrip‐wise,	 i.e.	 different	 sections	 of	 the	 register	 are	 allotted	 to	
different	 types	 of	 scrips	 purchased.	 	 It	 is	 from	 this	 register	 that	 the	 face	 value	 of	 the	
securities,	 the	 distinctive	 number	 of	 scrips,	 number	 of	 scrips/pieces,	 etc.	 are	 checked	
physically	 with	 the	 actual	 securities	 on	 hand	 at	 half‐yearly	 intervals	 by	 the	
Auditor/Inspector.	Whenever	securities	are	lodged	with	other	banks	for	safe	custody	or	
for	borrowing	arrangements,	suitable	remarks	should	be	made	against	the	relative	scrips	
in	 the	 investment	 register	 and	 the	 certificate	 of	 lodgment	 obtained	 from	 the	 banks	
concerned	should	be	carefully	preserved.	Whenever	securities	are	sent	out	for	collection	
of	interest,	consolidation,	sub‐division,	renewal,	repayment,	etc.	remarks	should	be	made	
against	 the	 relative	 scrips	 in	 the	 register	 and	 the	 relative	 item	 is	 posted	 in	 a	 separate	
section	of	the	register	styled	'Ex‐custody	account'.			
	

iii.		 Investment	Register	(call,	short‐term	and	fixed	deposits)	

All	call,	short‐term	and	fixed	deposits	should	be	entered	in	this	register,	deposit	receipt‐	
wise,	each	in	a	separate	folio.	The	Register	should	show	the	name	of	the	bank,	with	which	
the	amount	is	invested	or	deposited,	the	amount,	date	of	deposit,	rate	of	interest,	date	of	
maturity	of	the	deposit	and	such	other	relevant	details.	The	physical	verification	of	the	
deposit	receipts	should	be	done	with	reference	to	this	register	on	a	half‐yearly	basis.	
	
iv.		 Due	Date	Diary	

The	bank	should	maintain	a	diary	wherein	the	dates	of	collection	of	interest	due	and	the	
date	of	maturity	of	its	investments	should	be	recorded.	
	
v.		 Market	Value	Register	

The	 bank	 should	 maintain	 a	 register	 for	 posting	 market	 value	 of	 securities	 on	 its	
investment	 portfolio.	 The	 register	 may	 be	 posted	 once	 in	 a	 fortnight	 or	 month	 to	
ascertain	the	total	market	value	of	the	securities,	based	on	the	quotations	received	from	
the	capital	market.		In	case,	the	value	so	arrived	at	is	less	than	book	value,	only	that	value	
should	 be	 indicated	 for	 the	 purpose	 of	 returns	 under	 Section	 24	 of	 the	 Banking	
Regulation	Act,	1949	(AACS).		
	

vi.	Maintenance	of	Liquid	Assets	Register	

With	 a	 view	 to	 gaining	 the	 confidence	 of	 the	 depositors	 by	 keeping	 necessary	 liquid	
assets	to	meet	their	obligations	as	and	when	they	arise,	the	Banking	Regulation	Act,	1949	
(AACS)		has	prescribed	that	banks	maintain	adequate	liquid	resources.		In	order	to	help	
the	banks	to	ensure	compliance	with	this	statutory	requirement,	the	RBI	has	prescribed	
a	 proforma	 of	 the	 register	 to	 be	 maintained	 for	 the	 purpose.	 	 Every	 bank	 should,	
therefore,	maintain	the	register	on	a	day‐to‐day	basis	 for	working	out	the	 liquid	assets	
position	 as	 prescribed	 under	 the	 Act,	 ibid.	 	 Maintenance	 of	 the	 liquid	 assets	 being	 a	
statutory	 requirement,	 the	 register	 should	 be	 put	 up	 to	 the	 MD/GM/CEO	 for	 his	
information	every	day	and	he	should	initial	the	entry	in	token	of	having	seen	the	same.		It	
is	 necessary	 for	 the	 CEO	 to	 study	 the	 fluid	 resources	 position	 of	 the	 bank	 as	 he	 is	
responsible	 for	 not	 only	 meeting	 the	 statutory	 requirements	 but	 also	 for	 profitable	
deployment	of	available	resources.						
	



6.2.5.9.	Treatment	of	investment	transactions	in	Profit	and																																Loss	

Account	

Cooperative	Banks	generally	purchase	 the	scrips	directly	during	 floatation,	 thus	 taking	
advantage	 of	 the	 discount	 offered.	 	 In	 such	 cases,	 the	 investment	 account	 should	 be	
debited	with	only	the	cost	price	of	the	scrip	and	discount	earned	on	purchase	should	be	
credited	 to	 discount	 account	 only	 on	 redemption	 of	 security	 and	not	 earlier.	 	 The	
bank	may	sell	 some	of	 the	securities	and	 in	 that	process	earn	profit	or	 incur	 loss	with	
reference	 to	 the	 purchase	 price.	 	 In	 case	where	 the	 transaction	 results	 in	 a	 profit,	 the	
amount	should	be	transferred	to	 ‘investment	depreciation	reserve’.	 	 In	case	of	 loss,	 the	
amount	should	be	written	off	against	the	year's	profit	and	loss	account.	
	

Interest	 collected	 on	 Government	 and	 trustee	 securities	 from	 time	 to	 time	 must	 be	
transferred	to	the	interest	on	investment	account.	The	Accountant	must	check	and	initial	
all	 entries	 of	 interest	 collections.	 At	 the	 end	 of	 the	 financial	 year,	 all	 investments	 in	
Government	and	trustee	securities	should	be	physically	verified	and	it	should	be	ensured	
that	interest	is	collected	up‐to‐date	in	all	cases.	Their	market	value	should	be	calculated	
and	net	depreciation,	if	any,	in	the	total	market	value	of	the	Government	securities	must	
be	provided	for	out	of	profits.		
	

6.2.5.10.			Control	System,	Review	and	Reporting	

A	well‐oiled	 information	 system	 is	 very	 important	 for	 the	 efficiency	 of	 the	 investment	
function.	 Internal	 checks	 in	 the	 form	 of	 segregation	 of	 duties,	 aims	 at	 allocation	 of	
organizational	 responsibilities	 in	 such	 a	 manner	 that	 no	 individual	 or	 group	 has	
exclusive	control	over	any	one	or	group	of	transactions.	Effective	internal	check	system	
ensures	 that	 each	 transaction	 can	 be	 performed	 only	 through	 prescribed	 operating	
procedures.	As	regards	 investment,	 the	 internal	check	should	ensure	 that	 there	should	
be	 clear‐cut	 segregation	 of	 duties	 among	 'Dealing	 office',	 'Back	 office'	 and	 'Accounting	
office'.	The	dealer,	 after	entering	 into	 a	deal,	prepares	 a	 'Deal	 Slip'	 and	passes	 it	 on	 to	
Back	Office	which	should	send	 'Deal	Confirmation	Slip'	 to	 the	counter	party	along	with	
cheque/account,	etc.	Similarly,	 securities	 lying	 in	safe	custody	should	be	with	 the	Back	
Office.	 Besides,	 Back	 office	 has	 the	 responsibility	 of	 preparing	 and	 submitting	 various	
control	statements	to	the	Management.	

		

Submission	of	periodic	reports	is	a	part	of	internal	control,	which	is	intended	to	give	top	
management	a	feedback	of	the	performance	of	the	Department.	Some	of	the	reports	that	
are	required	to	be	generated	for	taking	investment	decisions	may	be	as	under:	

	

Daily	cash	report	 	 	 	 	 											Daily	
Report	on	compliance	for	CRR	and	SLR	 											Fortnightly	
Investment	matured	but	amount	not	received	 	Monthly	
Income	on	Investment	 	 	 	 		 	Monthly	
Details	of	Securities	purchased/	subscribed	 	Quarterly	
Business	transacted	broker‐wise	 	 	 	Quarterly	
Report	on	non‐earning	investments	 	 	 	Half	yearly	
Yield	on	Investments		 	 	 	 	Half	yearly	
Depreciation	on	investment		 	 										Quarterly	



Review	of	investment	portfolio	 	 		 										Half	yearly	

	

6.2.5.11.	 	 Periodical	 Review:	 Banks	 should	 undertake	 half	 yearly	 review	 as	 of	 30th	
September	 and	 31st	 March	 of	 their	 entire	 investment	 portfolio	 as	 stipulated	 in	 RBI	
circular	 RPCD.No.RF.BC.17/A‐4‐92/93	 dated	 04	 September	 1992.	 The	 review	 notes	
containing	full	details	of	transactions	undertaken	and	also	a	certificate	that	all	laid	down	
guidelines	and	procedures	of	RBI	have	been	complied	with	 should	be	 submitted	 to	 the	
Board	within	a	month	i.e.	by	end	of	October	and	April.	Copies	of	review	reports	should	be	
submitted	to	RO	of	NABARD	by	15	November	and	15	May.	

6.3.				Transactions	in	Securities	
6.3.1.	 	The	 RBI	 has	 introduced	 the	 Delivery	 Versus	 Payment	 [DVP]	 for	 recording	 the	
transactions	 in	 Govt.	 securities,	 under	 which	 the	 transfer	 of	 securities	 takes	 place	
simultaneously	with	 the	 transfer	of	 funds.	 	Accordingly,	 it	would	be	necessary	for	both	
the	selling	bank	and	the	buying	bank	to	maintain	current	account	with	the	RBI.	 	 In	the	
Memorandum	on	the	DVP	system	issued	by	RBI,	PDO,	it	has	been	made	clear	to	the	SGL	
account	holders	falling	under	the	DVP	discipline	that	no	overdraft	facility	in	the	current	
account	will	be	extended	and	therefore	adequate	balance	 in	current	account	should	be	
maintained	 by	 them	 for	 effecting	 any	 purchase	 transaction.	 	 Bouncing	 on	 account	 of	
insufficient	 balance	 in	 the	 current	 account	 of	 the	 buying	 bank	 would	 be	 reckoned	
[against	the	buying	bank	concerned]	for	the	purpose	of	debarment	from	the	use	of	SGL	
facility	on	par	with	the	bouncing	on	account	of	insufficient	balance	in	SGL	account	of	the	
selling	 bank	 [against	 selling	 bank].	 Accordingly,	 instance	 of	 bouncing	 in	 both	 the	
accounts	[i.e.	SGL	account	and	current	account]	would	be	reckoned	together	against	the	
SGL	 account	 holder	 concerned	 for	 the	 purpose	 of	 debarment	 [i.e.	 three	 in	 a	 half‐year	
temporary	suspension	and	any	bouncing	after	restoration	of	SGL	facility,	for	permanent	
debarment].	
	

6.3.2.			Transaction	in	Government	Securities			

 Only	brokers	registered	with	NSE	or	BSE	or	OTCEI	should	be	utilized	as	intermediary.	
A	disproportionate	part	of	the	business	should	not	be	transacted	with	or	through	one	or	
a	few	brokers.		Banks	should	have	a	list	of	approved	brokers.	A	limit	of	5	per	cent	of	total	
transactions	[both	purchases	and	sales]	entered	into	by	a	bank	during	a	year	should	be	
treated	as	the	aggregate	upper	contract	limit	for	each	of	the	approved	brokers.		
 If	 a	 deal	 is	 put	 through	 with	 the	 help	 of	 a	 broker,	 role	 of	 the	 broker	 should	 be	
restricted	to	that	of	bringing	the	two	parties	to	the	deal	together.	Under	no	circumstance,	
banks	 should	 give	 power	 of	 attorney	 or	 any	 other	 authorization	 to	
brokers/intermediaries	to	deal	on	their	behalf	in	the	money	and	securities	markets.		
 Brokers	should	not	be	used	in	the	settlement	process	at	all,	viz.	both	fund	settlement	
and	delivery	of	security	should	be	done	with	the	approved	counterparties	directly.	CSGL	
Accounts	 should	 be	 used	 for	 holding	 the	 securities	 and	 such	 accounts	 should	 be	
maintained	 in	 the	 same	 bank	 with	 which	 the	 cash	 account	 is	 maintained.	 	 For	 all	
transactions,	delivery	versus	payment	must	be	insisted	upon	by	the	bank	[s].	
 The	banks	may	keep	a	proper	record	of	 the	SGL	 forms	received/issued	 to	 facilitate	
counter‐checking	by	their	internal	control	systems/NABARD	inspectors/auditors.		



 All	transactions	must	be	monitored	to	see	that	delivery	takes	place	on	settlement	day.		
The	funds	account	and	investment	account	should	be	reconciled	on	the	same	day	before	
close	of	business.		
 Dealing	 and	 back	 office	 functions	 should	 be	 properly	 segregated.	 Officials	 deciding	

about	purchase	and	sale	transactions	should	be	separate	from	those	responsible	for	
settlement	and	accounting.		

 The	Board	at	every	meeting	should	peruse	all	investment	transactions.	

 Check	 prices	 in	 the	 market	 from	 independent	 sources	 before	 concluding	 deals.		
Information	on	trades	through	SGL	can	be	seen	at	www.rbi.org.in.	 	

 Segregate	 investment,	 settlement	 and	 accounting	 functions.	 	 Ensure	 frequent	 and	
regular	reconciliation.			

 Sending	fax	messages	to	SCB	confirming	the	deal	and	requesting	it	to	put	through	the	
transaction	 [and	also	simultaneously	sending	TT	remittance	 to	SCB	 through	RBI,	 in	
case	of	purchase	transactions].	

 On	 receipt	 of	 confirmation	 of	 the	 deal	 from	 the	 dealer,	 passing	 the	 necessary	

vouchers.	

 As	 regards	 audit	 of	 the	 transactions,	 the	 Internal	 Audit	 Department	 of	 the	 bank	
should	check	the	entries	in	the	books	of	account	as	part	of	its	routine	audit	of	all	the	
departments	 of	 the	 bank.	 Besides,	 Concurrent	 Audit	 should	 also	 be	 in	 place.	 	 As	
regards	treasury	operations	of	the	bank,	the	auditor	has	to	certify	that	the	bank	has	
complied	with	the	guidelines	and	directions	of	the	RBI.	

 In	case	of	non‐bank	clients,	they	should	be	undertaken	with	the	members	of	National	
Stock	Exchange	[NSE]	only	and	the	transactions	should	be	transparent.	

	

6.3.3.			Holding	Government	Securities	in	dematerialized	mode	

6.3.3.1.	The	RBI	 has,	 over	 a	 period	 of	 time,	 been	 encouraging	 holding	 of	 Government	
securities	in	the	dematerialized	mode	in	the	following	ways.	
	
 All	entities	having	a	SGL	account	with	 the	RBI	are	allowed	to	open	Constituent	SGL	
[CSGL]	accounts	on	behalf	of	their	clients.	
 Although	 being	 non‐banks,	 depositories	 [NSDL/CDSL]	 and	 organizations	 such	 as	
SHCIL	have	been	provided	an	additional	SGL	account	to	open	CSGL	accounts	on	behalf	of	
their	clients.		
 The	 cost	 of	 postage	 incurred	 by	 the	 depositories	 on	 remitting	 interest	 and	
redemption	proceeds	is	being	reimbursed	by	the	RBI	so	as	to	encourage	dematerialized	
holding	and	retail	participation	in	Gilts.	
 Guidelines	have	been	 issued	 to	 the	banks	prescribing	 the	safeguards	 to	be	adopted	
for	maintenance	of	CSGL	accounts.		
 To	 impart	 transparency	 in	 government	 securities	 traded	 by	 clients	 [through	 CSGL	
accounts],	 a	 special	 feature	 has	 been	 incorporated	 in	 the	 Negotiated	 Dealing	 System	
[NDS]	for	reporting	and	settlement	of	such	trades.	Provision	has	also	been	made	in	the	
NDS	for	giving	quotes	on	behalf	of	clients,	i.e.	CSGL	account	holders.	
In	the	light	of	recent	fraudulent	transactions	in	the	guise	of	Govt.	securities	transactions	
in	physical	format	by	a	few	cooperative	banks	with	the	help	of	some	broker	entities,	it	is	
now	proposed	to	accelerate	the	measures	under	contemplation	for	further	reducing	the	
scope	for	trading	in	physical	form.	The	measures	are	as	follows:	‐	



 All	 entities	 regulated	 by	 RBI	 viz.,	 [including	 Financial	 Institutions	 [FIs],	 Primary	
Dealers	[PDs]	Cooperative	Banks,	RRBs,	Local	Area	Banks	[LABs],	Non‐Banking	Financial	
Companies	 [NBFCs]	 should	 necessarily	 hold	 their	 investments	 in	 Govt.	 securities		
portfolio	 in	 either	 SGL	 [with	 RBI]	 or	 CSGL	 [with	 a	 Scheduled	 Commercial	 bank/State	
Cooperative	bank]	PD/FI/	and	SHCIL	or	 in	a	dematerialized	account	with	depositories	
[NSDL/CDSL].	
	
 Only	one	CSGL	or	dematerialized	account	can	be	opened	by	any	such	entity.	

 In	 case	 the	CSGL,	 accounts	 are	 opened	with	 a	 scheduled	 commercial	 bank	 or	 State	
Cooperative	Bank,	 the	 account	holder	has	 to	 open	 a	designated	 funds	account	 	 [for	 all	
CSGL	related	transactions]	with	the	same	bank.	
 In	case	a	CSGL	account	 is	opened	with	any	of	 the	non‐banking	 institution	 indicated	
above,	the	particulars	of	the	designated	funds	account	[with	a	bank]	should	be	intimated	
to	that	institution.			
 The	 entities	 maintaining	 the	 CSGL	 /designated	 funds	 accounts	 will	 be	 required	 to	
ensure	availability	of	clear	funds	in	the	designated	funds	accounts	for	purchases	and	of	
sufficient	 securities	 in	 the	 CSGL	 account	 for	 sales	 before	 putting	 through	 the	
transactions.	
 No	further	transactions	by	a	regulated	entity	should	be	undertaken	in	physical	form	
with	any	broker.	
	
6.3.3.2.	 	 The	 Board	 has	 the	 responsibility	 for	 establishing	 general	 internal	 control	
guidelines,	which	management	should	translate	into	clear	procedures	that	govern	daily	
operations.	Management's	 internal	 control	 program	 should	 include	 procedures	 for	 the	
following:	

(i) Portfolio	valuation,	
(ii) Personnel,	
(iii) Settlement,	
(iv) Physical	control	and	documentation,	
(v) Conflict	of	interest,	
(vi) Accounting	
(vii) Reporting,	and	
(viii) Independent	review.	

	

Internal	 controls	 should	promote	 efficiency,	 reliable	 internal	 and	 regulatory	 reporting,	
and	compliance	with	regulation	and	bank	policies.	

6.3.3.3.	 	 (i)	 	 Portfolio	 valuation	 procedures	 should	 require	 independent	 portfolio	
pricing.	The	availability	of	independent	pricing	provides	an	effective	gauge	of	the	market	
depth	 for	 thinly	 traded	 instruments,	 allowing	 management	 to	 assess	 the	 potential	
liquidity	 of	 specific	 issues.	 For	 these	 and	 other	 illiquid	 or	 complex	 instruments,	
completely	 independent	 pricing	may	 be	 difficult	 to	 obtain.	 In	 such	 cases,	 estimated	 or	
modelled	values	may	be	used.	However,	management	should	understand	and	agree	with	
the	methods	and	assumptions	used	to	estimate	value.	



(ii)	 	Personnel	guidelines	should	require	sufficient	staffing	resources	and	expertise	for	
the	banks	approved	investments	activities.	

(iii)	Settlement	practices	should	be	evaluated	against	the	guidelines	provided	in	the	
Settlement	Practices,	Confirmation	and	Delivery	Requirements,	and	Delivery	
Documentation	Addenda.	

(iv)		Physical	control	and	documentation	requirements	should	include:	

(i) Possessing	and	controlling	purchased	instruments,	
(ii) Saving	and	safeguarding	important	documents,	and	
(iii) 	Invoice	review.	

	
(v)	 	 Invoice	 review	 requirements	 should	 address	 standards	 for	 all	 securities	 sold	 or	
purchased.	Invoices	and	confirmations	display	each	instrument's	original	purchase	price,	
which	provides	a	basis	to	establish	book	value	and	to	identify	reporting	errors.	Invoice	
reviews	can	also	be	used	when	determining	if	the	Cooperative	Bank	is	involved	in	any	of	
the	following	inappropriate	activities:	

a) Engaging	one	securities	dealer	or	representative	for	virtually	all	transactions.	
b) Purchasing	from	or	selling	to	the	bank's	trading	department.	
c) Unsuitable	investment	practices;	and		
d) Inaccurate	reporting.	

	

(vi)		Conflict	of	interest	guidelines	should	govern	all	employees	authorized	to	purchase	
and	 sell	 securities	 for	 the	 Cooperative	 Banks.	 These	 guidelines	 should	 ensure	 that	 all	
concerned	officers	and	employees	act	in	the	bank's	best	interest.	The	Board	should	adopt	
policies	that	address	authorized	employees'	personal	relationships,	 including	securities	
transactions,	with	 the	 bank's	 approved	 securities	 broker/dealers.	 The	Board	may	 also	
adopt	policies	that	address	the	circumstances	under	which	officers	and	employees	may	
accept	 gifts,	 pecuniary	 gains,	 or	 travel	 expenses	 from	 securities	 broker/dealers	 and	
associated	personnel.	

(vii)	 Accounting	 practices	 should	 be	 evaluated	 against	 the	 standards,	 opinions,	 and	
interpretations	as	per	the	guidelines	of	RBI/SEBI.	

	
(viii)	Reporting	procedures	should	be	evaluated	against	the	guidelines	discussed	in	the	
Risk	Reporting	subsection	Risk	Identification,	Assessment	and	Reporting.	

(ix)	 Independent	 review	 of	 the	 risk	 management	 program	 should	 be	 conducted	 at	
regular	 intervals	 to	ensure	 the	 integrity,	 accuracy,	and	reasonableness	of	 the	program.	
Independent	 review	may	 encompass	 external	 audits	 or	 an	 internal	 audit	 program.	 At	
many	 banks,	 however,	 evaluation	 by	 personnel	 independent	 of	 the	 portfolio	
management	 function	 will	 suffice.	 The	 independent	 review	 program's	 scope	 and	



formality	 should	 correspond	 to	 the	 size	 and	 complexity	 of	 the	 bank's	 investment	
activities.	 Independent	 review	of	 investment	 activity	 should	 be	 at	 least	 commensurate	
with	the	independent	review	of	other	primary	bank	activities.	It	should	assess:	

a) adherence	to	the	Board's	policies	and	risk	limits,	
b) the	adequacy	and	accuracy		of		the	risk	measurement	system;	
c) the	timeliness,	accuracy,	and	usefulness	of	the	reporting	system;	
d) personnel	resources	and	capabilities;	
e) compliance	with	regulatory	standards;	
f) the	internal	control	environment;	
g) Accounting	and	documentation	practices,	and	
h) Conflicts	of	interest.	

	

Independent	review	findings	should	be	reported	directly	to	the	Board	at	least	quarterly,	
if	 not	half‐yearly/annually.	The	Board	 should	 carefully	 review	 the	 independent	 review	
reports	and	ensure	that	material	exceptions	are	corrected.	

6.3.3.4.	 	 Cooperative	 Banks	 with	 complex	 investment	 activities	 should	 consider	
augmenting	the	independent	review	with	internal	or	external	auditors,	while	banks	with	
less	 complex	 investment	 activities	 may	 rely	 on	 less	 formal	 review.	 Sophisticated	 risk	
measurement	systems,	particularly	 those	developed	 in‐house,	should	be	 independently	
tested	 and	 validated.	 	 As	 suggested	 by	 NABARD/RBI,	 certification	 of	 holdings	 of	
investment	portfolio	must	be	done	by	the	statutory	auditor	(Chartered	Accountant)	on	a	
quarterly	basis.	

6.4.		Concurrent	Audit	
6.4.1.		As	per	the	recommendations	of	Ghosh	Committee,	treasury	functions	of	banks	i.e.	
investments,	funds	management	including	inter‐bank	borrowings	should	be	subjected	to	
concurrent	 audit	 in	 view	of	 the	possibility	 of	 abuse.	 The	 results	 of	 the	 audit	 should	be	
placed	before	the	CEO	of	the	bank	at	periodic	intervals.	

6.4.1.1.		Other	recommendations	of	the	committee	are	given	below:	

a) It	 is	 the	primary	 responsibility	of	 the	bank	 to	 ensure	 that	 there	 are	 adequate	 audit	
procedures	for	ensuring	proper	compliance	of	the	instructions	in	regard	to	conduct	of	
investment	portfolio.	

b) The	concurrent	audit	should	cover	all	the	areas	and	ensure	that	
	
(i) In	 respect	 of	 purchase	 and	 sale	 of	 securities,	 the	 concerned	 department	 has	

acted	within	its	delegated	powers	
(ii) The	securities	other	than	that	in	SGL	and	in	Demat	form	as	shown	in	the	books	

are	physically	held.	
(iii) The	 accounting	 unit	 is	 complying	with	 guidelines	 regarding	 BRs,	 SGL	 forms,	

delivery	of	securities,	documentation	and	accounting	



(iv) The	sale	or	purchase	transactions	are	done	at	rates	beneficial	to	the	bank	
(v) The	turnover	with	brokers	is	in	conformity	with	the	broker	limits	and	excesses	

observed	are	included	in	the	reports.	
	

6.4.1.2.		Purchase	and	sale	of	Govt.	securities	etc.	should	be	separately	subjected	to	audit	
by	 internal	 auditors	 or	 by	 Chartered	 Accountants	 in	 absence	 of	 internal	 auditors.	 The	
audit	reports	should	be	placed	before	the	Board	of	the	bank	every	quarter.			

6.4.1.3.		The	concurrent	auditors	should	certify	in	the	quarterly	report	that	investments	
held	by	the	bank	as	on	the	 last	reporting	Friday	of	each	quarter	and	as	reported	to	RBI	
are	actually	owned/held	by	 the	bank	as	evidenced	by	 the	physical	securities	or	 the	out	
standings	 statement.	 These	 certificates	 should	 be	 sent	 to	 RO	 of	 NABARD/RBI	within	 a	
month	from	the	end	of	the	quarter.		

6.4.2.		Checklist	for	concurrent	auditors	

6.4.2.1.		NABARD	had	prepared	a	questionnaire/checklist	for	the	use	of	concurrent	
auditors	undertaking	review	of	investment	portfolio	in	the	banks	so	as	to	ensure	that	all	
aspects	of	the	portfolio	are	properly	covered	by	them	during	audit.	NABARD,	vide	its	
letter	No.NB.DOS.	HO.POL./1172/	P.28/	2000‐11	(Circular	No	124/DOS.15/2010)	
dated	24	June	2010	(see	Annexure	‐X)	had	circulated	the	same	to	all	StCBs/CCBs	
requesting	them	to	advise	the	concurrent	auditors	to	adopt	the	format.	

6.4.2.2.		Checklist	for	examining	Investment	Portfolio	

Following	 checklist	may	be	 kept	 in	 view	while	 examining	 the	 inspection	 of	 investment	
portfolio	of	Cooperative	Banks:	

1. the	bank	has	a	Board	approved	policy	as	per	the	RBI’s	guidelines;	

2. the	 bank	 has	 constituted	 an	 Investment	 Committee	 (IC).	 The	 minutes	 of	 the	 IC	
meetings	may	be	verified	for	the	quality	of	discussions;	

3. Not	 undertaken	 any	 purchase/sale	 transaction	 with	 broking	 firms	 or	 other	
intermediaries	on	principal	to	principal	basis;	

4. Existence	 of	 a	 clear	 cut	 functional	 separation	 of	 trading,	 settlement,	 monitoring,	
control	and	accounting.	(front/back/	mid	offices);	

5. Short	selling	of	securities	has	not	been	done,	i.e.	SGL	bouncing	has	not	taken	place.	In	
case	of	any	SGL	bouncing,	the	same	has	been	reported	to	the	Board/NABARD/RBI.	
Similarly,	there	have	not	been	any	deficiency	of	balances	in	current	account	while	
purchasing	securities.	

6. No	transactions	done	in	which	Bankers	Receipt	is	involved.	

7. Has	 an	 approved	 panel	 of	 brokers	which	 is	 reviewed	 every	 year.	 Adherence	 to	 the	
norm	of	5%	of	transactions	only	to	be	put	through	with	the	approved	brokers.	In	case	
of	excesses,	such	cases	have	been	reported	to	the	Board.	

8. Participation	 in	 Non‐Competitive	 Bidding	 for	 acquiring	 Govt.	 securities	 in	 primary	

auction,	if	any?	



9. Adherence	to	all	 the	guidelines	 in	respect	of	sale	of	securities	allotted	at	the	time	of	
primary	auction	on	the	day	of	allotment	itself.	

10. The	 balances	 of	 SLR	 securities	 in	 the	 books	 of	 accounts	 are	 reconciled	 with	 the	
balances	 in	 the	books	of	PDO	of	RBI	 (Bank’s	SGL/GILT	account)	as	per	 the	monthly	
statement	 received.	The	certificate	of	 confirmation	of	balances	 in	SGL/GILT	account	
has	 been	 submitted	 every	 quarter	 to	 the	 Audit	 Committee	 of	 the	 Board	 of	 the	
bank/NABARD/RBI.	

11. In	case	of	 transactions	 in	Govt.	 securities	 through	stock	exchanges,	 they	are	carried	
out	 through	 SEBI	 registered	 brokers.	 The	 bank	 has	 not	 invested	 in	 any	 Non‐SLR	
security	with	original	maturity	of	 less	 than	1	year	or	 in	any	Non‐SLR	security	of	an	
issuer	 engaged	 in	 an	 activity	which	 is	 prohibited	 by	 RBI	 for	 lending/investing.	 Not	
invested	 in	 unrated	 debt	 securities	 and	 unlisted	 shares	 of	 AIFIs.	 Adherence	 to	 the	
rating	of	investment	grade.	

12. Holding	of	shares	in	other	co‐operative	institutions	–	adherence	to	RBI	guidelines.	

13. The	bank	is	not	trading	in	Non‐SLR	bonds/Zero	coupon	bonds/deep	discount	bonds.	

14. Classification	of	investments	as	per	RBI	guidelines.	The	bank	is	deciding	the	category	
of	investment	at	the	time	of	acquisition	of	the	security.	The	profit	on	sale	of	securities	
in	 permanent	 category	 is	 appropriated	 to	 capital	 reserve	 account	 while	 in	 current	
category	 is	 appropriated	 to	 Investment	 Fluctuation	 reserve.	 The	 charges	 paid	 in	
respect	of	transactions	are	debited	to	Profit	and	Loss	A/C	and	not	capitalised.		

15. Shifting	of	securities	–	adherence	to	the	prescribed	procedure.	The	shifting	is	effected	
at	current	market	prices	after	providing	for	depreciation	if	any.	

16. The	accounting	principles	adopted	by	 the	bank	are	 in	conformity	with	guidelines	of	
RBI.	In	case	of	securities	acquired	in	permanent	category	where	the	acquisition	cost	is	
more	than	the	face	value,	the	premium	is	being	amortised	every	year	proportionately.	

17. All	the	current	investments	are	being	marked	to	market	(valued)	at	the	end	of	every	
year	or	at	more	frequent	intervals	as	per	prescriptions	of	the	Board.	The	valuation	is	
being	done	as	per	norms	of	RBI.	

18. The	depreciation	of	one	classification	(as	per	Balance	sheet)	is	not	netted	with	the	net	
appreciation	of	another	classification.	The	final	depreciation	of	all	classifications	put	
together	is	being	provided	for.	

19. Classification	of	investments	as	per	prudential	norms	and	provisioning	done	for	Non‐
Performing	 Investments	 as	 per	 the	 RBI/NABARD	 instructions	 issued	 from	 time	 to	
time.		

20. Appointment	 of	 a	 Concurrent	 Auditor	 for	 carrying	 out	 audit	 of	 investment	
transactions.	 Forwarding	 of	 the	monthly	 reports	 to	 NABARD	 either	 by	 the	 auditor	
directly	or	by	the	bank.	

21. Half	 yearly	 review	 of	 all	 investment	 transactions	 by	 the	 Board	 and	 forwarding	 the	
review	notes	containing	certification	of	compliance	of	RBI	guidelines	to	NABARD	by	
15/11	and	15/05.	

22. Whether	short	term	resources	are	deployed	as	long	term	Non‐SLR	investments?	

23. Whether	the	bank	has	built	up	adequate	IFR	at	least	5%	of	current	investments?	

24. Any	 circular	 transactions	 are	 put	 through	 in	 collusion	 with	 counter	 parties	 or	

brokers?	

25. Whether	 interest/dividend	 is	 collected	 /received	 promptly	 in	 respect	 of	 all	 the	
securities/shares	held	by	the	bank?	



26. Is	 there	a	system	of	 joint	custody	of	securities/shares/fixed	deposit	receipts	held	 in	
physical	form?	
	

A	check	list	on	the	Internal	Control	aspects	on	Investment	Risk	Management	is	given	in	
the	following	format.				

Check	list	on	Internal	Control	aspects	on	Investment	Risk	Management		

			Risk	management	activities	

Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

Deal	execution	

On	the	execution	of	a	deal,	the	following	must	be	observed:			

•dealers	must	check	position	
/	 exposure	 limits	 and	 credit	
limits	prior		to	dealing;	

Process	 to	 check	 limits	
including	 counterparty	
limits	 and	 exposure	 limits	
in	treasury	systems.	

Process	 to	 check	
registers/	 spreadsheets	
of	 exposures	 and	
counterparty	limits.	

•	 each	 deal	 may	 need	 to	 be	
designated	 to	 an	 underlying	
exposure	 to	 meet	 hedge	
accounting;	

Hedge	 designation	 (i.e.,	
documentation	 of	 hedge	
relationship	 and	
effectiveness	 testing)	
completed	in	system.	

Hedge	 designation	
completed	 manually	 and	
on	 spread	 sheet	
including	 documentation	
of	hedge	relationship	and	
effectiveness	testing.	

•dealers	 must	 execute	 deals	
clearly	 and	 concisely	 so	 that		
there	 is	 no	 possibility	 of	
confusion;	

Dealers	 trained	 in	 correct	
dealing	methods	and	entry	
of	 deal	 information	 into	
treasury	systems.	

Dealers	 trained	 in	
correct	 dealing	 methods	
with	numbering	systems.	

•dealers	must	deal	only	with	
financial	 institutions	 that		
tape	phone	calls;	

Agreement	 with	 counterparties	 to	 be	 able	 to	 review	
phone	conversations.	

•dealers	 must	 maintain	 a	
position	 blotter	 or	 scratch	
pad	 and	 be	 able	 to	 verify	 or	
challenge	 the	 reported	
position	 produced	 by	 the	
treasury	 system/	
settlements	function;	

Maintain	 spread	 sheet	 or	 position	 blotter	 or	 scratch	
pad.	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

•	 Dealers	 must	 enter	 their	
own	 deals	 into	 the	 treasury	
system	 as	 soon	 as	 practice	
able	 after	 the	 deal	 is	
executed.	This	is	particularly	
important	 if	 there	 is	 a	
trading	 portfolio	 where	
delayed	 input	 may	 permit	
dealer	designation.	

Dealer	 input	 into	 treasury	
system.	 System	 generates	
outward	 confirmation	 and	
deal	is	flagged	‘unmatched’	
in	 treasury	 system	
(pending	receipt	of	inward	
confirmation).	

Deal	 ticket	 completed	by	
dealer	 and	 Input	 in	 to	
deal	 register	 (spread	
sheet)	 by	 back	 office.	
Spread	sheet	is	password	
protected.	 Back	 office	
keeps	deal	ticket	pending	
inward	 confirmation.	
Inward	 confirmation	
recorded	 against	 spread	
sheet.	

•	the	audit	trail	of	new	deals	
as	well	 as	 deal	 amendments	
and	 cancellations,	 must	 be	
reviewed	 daily	 by	 a	 party	
independent	 of	 the	 dealing	
function.	

Amended	 and	 cancelled	
deals	 are	 reported	 on	 an	
end	 of	 day	 report	 and	
reviewed	by	the	treasurer.	
Cancelled	 deals	 are	
confirmed	 as	 cancelled	 by	
counterparty.	 (If	
necessary).	

If	 the	 dealer	 wants	 to	 a	
mender	 cancel	 a	deal,	he	
must	obtain	management	
sign‐off	 on	 deal	 ticket	
and	receive	confirmation	
from	 the	 counter‐party.	
The	 deal	 may	 then	 be	
cancelled	 in	 register	 or	
spread‐sheet.	

•	 if	 the	 deal	 is	 linked	 to	 a	
strategy,	 it	 must	 be	 clearly	
designated	in	deal	records;	

Recorded	 in	 treasury	
systems	

Recorded	 in	 deal	
register.	

Post‐deal	controls	

Internal	 exposures	 of	
business	 units	 that	 are	
covered	 by	 treasury	 are	
supported	by	documentation	
from	 business	 units,	 signed	
off	 by	 the	 delegated	
authority	 within	 the	
business	 unit.	 This	
documentation	 is	 available	
to	support	all	deals.	

Request	 for	 cover	 by	
business	unit	or	generated	
by	business	unit	system.	

Manual	request	for	cover	
by	business	unit.	

Internal	 counterparties	
receive	 a	 listing	 of	 open	

Sent	 automatically	 from	 Copy	of	treasury	records



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

deals	 once	 a	month	 and	 are	
requested	 to	 acknowledge	
the	correctness	of	the	listing.	

the	system.

There	 are	 controls	 and	
procedures	 around	 out	 of	
hours	dealing.	

Limits	 state	 if	 out	 of	 hours	 dealing	 is	 permitted	 and	
who	can	do	it.	

Orders	 left	 with	 banks/	
brokers	 are	 recorded	 by	
email	 advice	 to	 the	 counter‐
party.	

Keep	copy	of	email.

Orders	 left	 with	
banks/brokers	 are	 recorded	
in	 an	 internal	 register	 and	
reviewed	on	opening	of	each	
day.	

Orders	register	maintained	and	signed	off	daily.	

Stop	 loss	 orders	 are	 used	
where	 there	 is	 an	 open	
position	 with	 exposure	 to	
the	 market	 price	
movements.	

Maximum	 loss	 per	 transaction	 as	 well	 as	 cumulative	
loss	limit	is	specified	in	treasury	policy	statement.	

There	 is	 no	 undue	
concentration	 of	 dealing	
with	 a	 particular	
counterparty.	

Limits	are	set	for	each	counter	party	in	treasury	policy	
statement.	

There	 is	 a	 code	 of	 conduct	
which	 prevents	 acceptance	
of	 gifts	 or	 entertainment	
unless	 they	 are	 of	 a	 token	
nature.	

Prescribed	in	treasury	policy	statement.	

Static	 data	 cannot	 be	
changed	 within	 treasury	
systems	 in	 an	 uncontrolled	
manner.	

There	 are	 controls	 over	
who	 can	 access	 the	
treasury	 system	 to	 change	
static	 data,	 e.g.,	 counter	
party	 details	 including	

NA	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

bank	 details	 of	 counter	
party.	

Operations	(settlements)	

Confirmation	 issuance	 and	
matching.	 Outward	
confirmations	are	sent	out	as	
soon	as	practicable	after	 the	
deal	is	executed.	

System	 generated	
automatically	 to	 fax/email	
gateway.	

Manual	confirmations			to	
be	sent	out	by	dealers	or	
back	 office	 and	 all	
inward	 bank	
confirmations	 are	 to	 be	
signed	 from	 senior	
management.	

There	is	confirmation	within	
two	hours	or	within	policy.	

Confirmations sent	 out	 by	
system.	

Confirmations	 sent	 out–
this	 may	 be	 a	 Word	
document.	

Inward	confirmations	are:	

–	 	 received	 in	 a	 manner	
which	 prevents	 dealer	
interception;	

–	 	 	 matched	 to	 information	
within	 the	 treasury	 system	
or	deal	tickets.	

All	 deals	 done	 that	 day	
which	 are	 not	 confirmed	 by	
close	 of	 business	 are	 to	 be	
investigated	 immediately.	
Outstanding	 confirmations	
are	recorded	or	registered.	

NB‐Deals	 without	 matching	
inward	confirmations	are	an	
obvious	 sign	 that	 deals	 are	
not	 being	 properly	 recorded	
and	 should	 be	 promptly	
followed	up.	

Confirmations	are	received	
by	 the	 back	 office	 in	 a	
manner	 which	 prevents	
interceptions.	 For	
example,	 the	 confirmation	
is	 received	 to	 a	 secure	
facsimile	 or	 user	 fax	
stream	(i.e.,	 it	 is	faxed	to	a	
particular	 individual’s	 PC)	
and	 matched	 against	 a	
record	 in	 systems	 or	
produced	by	the	system.	

Unmatched	 deals	 on	
system	 reported	 daily	 and	
escalated	 to	 senior	 staff	
independent	of	dealer.	

Inward	 confirmations	
are	 received	 by	 an	
independent	
officer/senior	 officer;	
then	 matched	 to	 manual	
deal	 records	 and	 signed	
off.	 The	 deal	 is	 recorded	
in	 a	 spread	 sheet	 which	
is	password	controlled.	

Unmatched	 deal	 slips	
kept	 separate	 until	
inward	 confirmation	
received.	

Unmatched	 deals	 should	
be	 escalated	 to	 senior	
staff	 independent	 of	 the	
dealer.	

A	 settlement	 report	 i.e.,	 the	 Automated	reports	settle‐ Manual	 or	 automated	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

settlement	 diary,	 generated	
by	 the	system	 is	used	 for	all	
settlements	 payments	 and	
receipts.	 This	 should	 be	
reviewed	 by	 senior	 staff	
weekly.	

ment	reports	distributed	
to	dealing	and	settlement	
staff.	

diary	 system	 which	 may	
be	spread	sheet	drive	nor	
rely	 on	 diary	 systems	
such	 as	 outlook	 or	 on	
manual	diary	systems.	

Where	 possible,	 all	 external	
settlements	 should	 be	 made	
using	 electronic	 banking	
systems.	 Where	 possible	
treasury	 systems/payment	
systems	should	be	interfaced	
to	 electronic	 banking	
systems.	

Downloaded	treasury	
payments	from	treasury	
systems,	via	back	office	
support	to	electronic	
banking	systems.	

Payments	manually	input	
into	 electronic	 banking	
system	 with	 appropriate	
level	 of	 supporting	
documentation.	

Payments	 are	 initiated	 by	
one	operator,	confirmed	and	
released	by	another	separate	
party.		

All	payments	require	at	least	two	staff	to	execute.	

	

Settlement	 amounts	 are	
confirmed	 with	 counter	
parties,	 before	 payment	 or	
receipt.	

Settlements	 are	 mainly	
confirmed	 verbally,	 but	
they	are	also	 confirmed	 in	
writing.	

Settlement	 confirmed	
verbally	or	in	writing.	

An	 investigation	 register	 off	
ailed	 settlements	 is	
maintained	 (and	 reviewed	
by	senior	management).	

Case	by	case	 Usually	case	by	case	

Standard	 counterparty	
settlement	 instructions	 are	
maintained	 by	 staff,	
independent	 of	 dealing,	
confirmation	 and	
settlements	function.	

Standard	 settlement	 instructions	 are	 exchanged	with	
counter	parties	in	original	form.	

Counterparty	 mandates	 are	
sent	 to	 counterparty’s	 (in	
lieu	 of	 standard	 settlement	

Counterparty	 mandates	 are	 exchanged	 with	 counter	
parties	in	original	form.	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

instructions)	and	include:	

–	 standard	 settlement	
instructions	 for	 inward	
payments;	

–	 addresses	 for	 inward	
confirmation;	

–	 Specification	 of	 staff	
authorised	to	deal.	

Facsimile	 payment	
instructions	 are	 not	 used	
unless	they	are	verified	with	
a	 test	 key,	 code	 or	 some	
other	 form	 of	 compensating	
control.	

Self‐explanatory	

Staffs	 involved	 in	 the	
settlements	 function	 do	 not	
undertake	 dealing	 activities.	
This	 ensures	 that	 duties	 are	
segregated.	

Self‐explanatory	

Controls	over	settlement	

No	deals	are	to	be	settled	by	
any	dealer	in	the	company.	

Self‐explanatory	

Settlement	 staff	 should	 be	
appropriately	 trained,	 as	
they	 are	 key	 to	 the	 timely	
prevention	of	fraud,	error	or	
omission.	

Self‐explanatory	

Key	 performance	 indicators	
are	 to	 be	 established	 for	
settlement	function.	 Self‐explanatory	

	

Reconciliation	of	bank	accounts	and	treasury	records	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

to	the	general	ledger	

Estimated	 end	 of	 day	
balances	 are	 compared	with	
actual	 next	 day,	 with	
investigation	 of	 significant	
variations	 from	 anticipated	
balances.	

Compare	the	bank	balance	
in	 the	 treasury	 system	
with	 the	one	shown	 in	 the	
bank	statement.	

Bank	 statement	
compared	 with	 cash	
position	keeping	blotter/	
spread	 sheet	 or	
accounting	records.	

Bank	 reconciliations	 are	
undertaken	 on	 a	 regular	
basis,	 preferably	 on	 a	 daily	
basis,	 independent	 of	 the	
settlement	 and	 dealing	
functions.	

Self‐explanatory	

The	 treasury	 system	 is	
reconciled	 to	 the	 general	
ledger	 Self‐explanatory	

This	 may	 require	 there	
calculation	 of	
spreadsheets	 to	 the	
general	 ledger	 e.g.,	
investment	balances.	

Cash	management	

There	 is	an	effective	method	
for	monitoring	the	daily	cash	
position.	

The	 daily	 cash	 position	 is	
maintained	in	the	treasury	
system	or	spreadsheet.	

The	daily	cash	position	is	
maintained	 on	 a	
spreadsheet	 or	 a	
scratchpad.	

There	 are	 targeted	 bank	
balances.	

Important	 to	 large	
organizations	 to	 ensure	
efficient	 use	 of	 working	
capital.	

Smaller	 organizations	
may	 aim	 for	 compliance	
with	borrowing	limits.	

Information	 for	 monitoring	
the	 cash	 position	 is	 sourced	
from:	

–cash	flow	forecasting,	

–electronic	 banking	 systems	
or	bank	statements	

Self‐explanatory	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

–business	 unit	 information;	
and	

–settlement	 diaries	
emanating	from	the	treasury	
system	 or	 settlement	
register	or	spreadsheet.	

Where	 accounts	 belong	 to	
the	 same	 legal	 entity,	 they	
should	 be	 set‐off	 (net	 the	
balances)	 or	 swept	 into	 the	
main	 interest	 bearing	
account.	

Interest	 calculated	 for	
each	account	calculated	by	
the	system.	

Interest	 calculated	 by	
spreadsheet.	

Bank	 accounts	 earn	 credit	
interest	 comparable	 to	 an	
overnight	 money	 market	
rate.	

Self‐explanatory	

There	 is	 a	 cash	 flow	
forecasting	 regime	 for	 all	
business	 units,	 preferably	
forecasting	 on	 a	 90‐days	
basis.	

Self‐explanatory	

Businesses	 are	 charged	 for	
working	 capital	 and	 the	
performance	of	 the	business	
unit	 is	 measured	 after	
finance	charges.	This	has	the	
effect	 of	 making	 business	
units	more	efficient	 in	terms	
of	using	working	capital.	

Self‐explanatory	

May	not	be	 applicable	 to	
smaller	 organizations	 or	
where	 there	 are	 system	
constraints.	

All	 bank	 accounts	 are	
recorded	in	a	register.	

–domestic.	

Self‐explanatory	

Authorised	 bank	 signatories	
are	 kept	 up	 to	 date	 in	 the	

Self‐explanatory	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

register.	This	register	is	to	be	
review	annually.	

Bank	 accounts	 can	 only	 be	
opened	with	approval	of	 the	
Managing	Director/	CEO	and	
signed	 by	 the	 General	
Manager	 or	 Senior	 Manager	
Accounts.	Location	of	branch	
and	 banking	 institution	
should	 be	 kept	 with	 policy	
guidelines/	 compliance	
paper.	

Self‐explanatory	

Physical	security	(records/key	systems)

There	 is	 physical/password	
security	 over	 key	 systems	
and	 equipment,	 including	
outing	 inward	 confirmations	
to	 render	 them	 secure	 from	
interception.	

Administrator	 	 rights	 in	
the	 treasury	 and	
settlements	 systems	 are	
segregated	 from	
operations	

Access	 to	 spreadsheets	
or	 treasury	 drives	 and	
electronic	 banking	
systems	 is	 restricted	 by	
password.	

The	 treasury	 management	
system	 has	 a	 system	 of	
permissions	 that	 prevents	
dealing	 staff	 and	 settlement	
staff	 from	 performing	 each	
other’s	task	in	the	systems.	

Self‐explanatory	 Not	applicable	

The	 static	 data	 of	 the	
system/	process	can	only	be	
updated	 by	 the	
administrator.	 This	 data	
includes	 the	 dual	 controls	
over	 changes	 to	 counter‐
party	 standard	 settlement	
instruc‐tions.	

Self‐explanatory	 Not	applicable	

Audit	 logo	 fall	 changes	 to	
counterparty	 static	 data	 are	

Self‐explanatory	 Not	applicable	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

independently	reviewed	on	a	
regular	 basis	 by	 a	 senior	
staff	member	independent	to	
the	 daily	 operations	 of	 the	
treasury	function.	

There	 are	 dual	 password	
controls	 on	 administrator	
rights	 for	 electronic	banking	
(particularly	 payment	
templates)	 and	 treasury	
systems.	

Implemented	in	treasury	and	payment	systems.	

Important	 legal	 documents	
such	 as	 agreements	 are	
stored	securely.	

Stored	in	a	safe,	or	scanned	and	stored	electronically

Spreadsheets	 should	 all	 be	
audited,	 tested	 and	
password	protected.	

Independent	audit	of	all	spreadsheets	

Monitoring	of	risk	management	activities

Risk	recognition	

Treasury	 staff	 and	 systems	
must	recognise	all	new	risks	
when	 they	 are	 accepted	 by	
the	company.	

Self‐explanatory	 	

Staff	 and	 business	 unit	 staff	
must	be	trained	to	recognise	
key	risks.	

Self‐explanatory	 	

All	new	 financial	 investment	
products	 must	 be	 examined	
for	 risks	 and	 approved	 by	
the	Board.	

Self‐explanatory	

Bank	 accounts	 must	 be	
reconciled	 in	 a	 timely	
manner	 to	 detect	 incidents	

Self‐explanatory

	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

and	 failed	 settlements	 or	
unauthorized	transactions.	

Typical	controls	Risk	
measures	

Controls	for	a	treasury	
system	

	

Controls	for	
spreadsheets	and	
manual	systems	
environment	

There	must	be	a	system	that	
enables	 risk	 management	
measures	 to	 be	 reported	 in	
an	 adequate	 and	 timely	
manner.	

Self‐explanatory	

There	 should	 be	 daily	
marking	 to	 market	 all	
positions	 with	 the	 reporting	
of	the	profit	and	loss	effect.	

Self‐explanatory	

The	 risk	 management	
system	must	be	reviewed	by	
internal	audit.	

Self‐explanatory	

	

The	 magnitude	 of	
complexities	 and	 associated	
risks	 within	 the	 treasury	
must	be	commensurate	with	
the	entity’s	activities.	

Self‐explanatory	

There	 must	 be	 an	 annual	
review	of	valuation	methods.	

Self‐explanatory	

Stress	 testing	 on	 extreme	
outcomes	 is	 carried	 out	 on	
all	risks	at	least	monthly.	

Self‐explanatory	

Treasury	infrastructure	

Ensure	 the	 data	 for	
revaluations	 is	 valid,	
independent	and	current.	

Revaluation	 rates	
downloaded	 from	
information	 systems	 (e.g.,	

Revaluation	 rates	
obtained	 independently	
from	 sources	 such	 as	



Typical	controls	 Controls	for	a	treasury	
systems	environment	

Controls	for	spread	
sheets	and	manual	

systems	

Obtain	 in	 dependent	
valuations	of	any	models	and	
spreadsheets	used.	

Reuters),	 directly	 into	 a	 T	
MS.	

All	 treasury	 software	 and	
systems	have	been	subject	
to	 rigorous	 internal	 and	
external	testing.	

financial	newspapers.

The	 output	 of	 the	model	
can	 be	 validated	 to	
another	model	 or	 source	
of	information.	

Ensure	 that	 all	 spreadsheets	
are	 on	 the	 company	 drive	
and	backed	up.	

Ensure	 that	 all	 spreadsheets	
are	 independently	 reviewed	
and	checked.	

		(Source:		A	Checklist	of	Internal	Controls	for	Treasury	prepared	by	CPA,	Australia)A	
Checklist	 of	 Internal	 Controls	for	 Treasury	

A	Checklist	 of	 Internal	 Controls	for	 Treasury	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	



	

	

	

	

Chapter	7		‐		Frauds	and	Risk	Management	–	Critical	role	of	Internal	
Controls	in	Fraud	Risk	Management		

7.1.			Background	
	

Banking	Industry	world	over	is	not	only	growing	fast,	but	is	also	becoming	more	complex	
with	 its	multifarious	activities.	 	Frauds	are	occurring	predominantly	because	of	human	
failures	 in	observance	of	the	prescribed	procedures	/guidelines/rules.	 It	 is	therefore	in	
the	interest	of	the	Cooperative	Banks	and	the	employees	concerned	that	there	should	not	
be	 any	 shortcut	 to	 and	 deviation	 from	 the	 prescribed	 rules	 and	 procedures,	 in	 the	
functioning	 of	 the	 branches/Banks’	 working.	 The	 banks	 need	 to	 put	 in	 place	 various	
policies	and	procedures	over	 the	years,	 to	guide	 the	employees	within	and	outside	 the	
organisation.	 These	 systems	 have	 been	 designed	 to	 ensure	 that	 officials	 dealing	 and	
undertaking	 transactions	 conduct	 the	 same	 in	 a	 transparent	 and	 uniform	 manner.	 A	
fraud,	whether	committed	by	an	 insider	or	outsider	 is	an	attack	on	the	Bank’s	systems	
and	procedure.	A	fraudster	strikes	when	he	sees	an	opportunity	to	commit	a	fraud.	This	
opportunity	 is	 made	 available	 to	 him	 by	 the	 people	 in	 the	 organisation	 due	 to	 non‐	
compliance	of	laid	down	systems	and	procedures,	lack	of	proper	control	and	supervision.		

7.2.				What	is	Bank	Fraud?	
7.2.1.					Banking		transactions	are	so	numerous	and	varied	that	frauds	can	be	
perpetrated	in	any	of	the	areas.	Fraud	has	not	been	defined	clearly	in	The	Indian	Penal	
Code	but	sections	dealing	with	cheating,	concealment,	forgery,	counterfeiting	and	breach	
of	trust	have	been	discussed	which	leads	to	the	act	of	fraud.	Fraud	may	be	defined	as	‘	
Any	wilful	act,	committed	intentionally	by	an	individual(s)‐	by	deception,	
suppression,	cheating	or	any	other	illegal	means,	thereby,	causing	wrongful	gain	(s)	
to	self	or	any	other	individual(s)and	wrongful	loss	to	banks	and	other(s)’.	Normally	a	
Bank	fraud	is	a	deliberate	act	of	omission	and/	or	commission	by	any	person	carried	out	
in	the	course	of	banking	transaction	or	in	the	books	of	account	maintained	manually	or	
under	computer	system	in	banks,	resulting	into	wrongful	gain	to	any	person	for	a	
temporary	period	or	otherwise,	with	or	without	any	monetary	loss	to	the	bank.	.	Most	
fraudulent	acts	are	perpetrated	by	employees	who	understand	the	internal	operations	at	
their	workplace	and	take	advantage	of	internal	control	weaknesses.		

7.2.1.1.			The	loss	of	cash/securities	through	theft/robbery	is	also	loosely	categorised	as	
a	fraud	perpetrated	on	the	bank.		Frauds,	embezzlements,	misappropriations	and	



defalcation	generally	come	to	light	in	StCBs/CCBs	either	on	complaints	received	from	
constituents	of	the	banks/their	clientele	or	members	of	the	public	or	during	the	course	
of	internal	audit,	departmental/statutory	audit	or	inspection.	
	

7.2.1.2.	 	 	 The	major	 fraud	prone	areas	 in	 a	Cooperative	bank	are	 (i)	 cash,	 (ii)	 deposit	
accounts,	(iii)	advances,	(iv)	suspense	account,	(v)	clearing	of	cheques/drafts,	(vi)	HO	or	
inter‐branch	account,	(vii)	payment	of	DDs,	MTs,	TTs,	(viii)	accounts	with	other	banks,	
(ix)	investments,	(x)	immovable	property,	furniture	and	fixtures	and	stationery	and	(xi)	
income	and	expenditure	account.	
	 	

	
7.2.1.3.				The	factors	facilitating	frauds	in	Co‐operative	Banks	are	(i)	deviation	from	the	
prescribed	 procedures	 and	 lack	 of	 effective	 supervision,	 (ii)	 neglect	 by	 the	 HO	 to	
monitor	 timely	 receipt	of	 control	 returns	 from	 the	branches	and	scrutiny	 thereof,	 (iii)	
loose	and	ineffective	administration	and	control	at	all	levels	and	(iv)	absence	of	regular	
rotation	of	duties/transfer	of	 staff	 and	officials.	 	NABARD	has	been	 constantly	guiding	
the	banks	by	circulating	the	types	of	frauds	noticed	during	the	course	of	 inspections	of	
co‐operative	banks	and	cautionary	advices	received	from	the	RBI	from	time	to	time	for	
guidance	 emphasising	 the	 banks	 to	 exercise	 utmost	 care	 and	 caution	 and	 adopt	
necessary	 safeguards	 by	 means	 of	 appropriate	 measures	 to	 remove	 deficiencies	 in	
internal	checks	and	procedures.	
	

7.3.			Categories	of	fraud	and	type	of	Common	Frauds	in	Banks		
7.3.1.	 	 	 	 Substantial	 number	 of	 frauds	 take	place	 in	Banks	under	different	 operational	
areas	and	under	various	types	of	transactions.	Broadly,	transactions	having	one	or	more	
of	the	following	features	may	be	categorized	as	bank	fraud.	

A. OPENING	 OF	 NEW	 ACCOUNTS,	 FOR	 THE	 PURPOSE	 OF	 COLLECTING	
FRAUDULENT	DRAFTS,	CHEQUES,		DIVIDEND	WARRANTS	ETC.	
1. Fraudulent	 endorsement	 of	 cheques,	 drafts,	 bills	 etc.	 with	 an	 intention	 of	

conversion	to	encash	through	new	accounts.	
2. Opening	bogus	bank	accounts	in	the	name	of	non‐existing	persons.	
3. Collecting	 fake	 instruments	 with	 or	 without	 connivance	 of	 bank	 staff	 by	

opening	new	account.	
4. Opening	 of	 fictitious	 accounts	 with	 or	 without	 proper	 introduction	 or	 with	

forged	signatures	of	the	introducers.	
	

B. ACTIVISATION	OF	DORMANT	ACCOUNTS	FOR	THE	PURPOSE	OF	COLLECTING	
FRAUDULENT	DRAFTS,	CHEQUES,	DIVIDEND	WARRANTS		ETC		
1. Fraudulent	 endorsement	 of	 cheques,	 drafts,	 bills	 etc.	 with	 an	 intention	 of	

conversion	to	encash	by	activating	a	dormant	account.	
2. Forging	specimen	of	the	dormant	account	holders	on	instruments.	
3. Activating	 the	 dormant	 accounts	 for	 the	 purpose	 of	 collecting	 fraudulent	

cheques,	dividend	warrants	etc.	with	or	without	connivance	of	bank	staff.	
	



C. FRAUDS	BY	THE	AGENTS	IN	THE	BANK	
Taking	advantage	of	the	procedural	lapses	in	the	functioning	of	the	various	deposit	
schemes	 in	 the	 branches,	 the	 authorized	 Agents	 have	 committed	many	 frauds	 in	
certain	 banks	 while	 collecting	 deposits	 on	 behalf	 of	 the	 bank	 from	 the	 general	
public.	

D. PAYMENT	OF	FORGED	DDs,	CHEQUES,	DIVIDEND	WARRANTS	ETC.	
1. Fraudulent	withdrawals	from	Deposit	Accounts.	
2. Counterfeiting	of	Bank’s	instruments	like	cheques,	DDs,	Inter	Branch	Advices	

etc.	
3. Making	material	alterations	in	Cheques/	Demand	Drafts	by	using	chemicals.	
4. Encashing	the	genuine	instruments	by	impersonation.		
	

E. FRAUDS	RELATING	TO	ADVANCES	
1. Fudging	 of	 financial	 statements	 without	 recording	 liability	 in	 the	 books	 of	

accounts.	
2. Transgression	 of	 the	 delegated	 authority	 and	 its	 concealment	 from	 the	

competent	authority	resulting	in	loss	to	the	bank.	
3. Extending	credit	facilities	to	fictitious	parties	or	for	fictitious	purpose.	
4. Allowing	 huge	 overdrawals	 in	 the	 accounts	 in	 excess	 of	 powers	 beyond	 the	

usual	 norms	 of	 banking	 by	 committing	 unusual	 irregularities	 and	 not	
reporting	the	transaction	to	the	Competent	Authority.	

5. Multiple	finance	to	the	parties	against	the	same	security/	securities.	
6. Extending	unauthorized	credit	facilities	for	a	reward	or	for	illegal	gratification.	
7. Falsification	of	records	regarding	securities	for	loans.	Example:	granting	Loans	

against	deposits	without	deposits,	Jewel	Loans	without	jewels	etc.	
8. Loans	sanctioned	against	spurious	Jewels.	

	

F. OTHER	TYPES	OF	FRAUDS	
1. Shortage	of	cash	in	safe	or	currency	chest.		
2. Siphoning	off	funds	through	the	fake	telephonic	/mail	transfers,	unauthorized	

debits	 of	 impersonal	 accounts	 and/	 or	 concealment	 of	 any	 unauthorized	
transaction	by	manipulating	entries	in	the	books	of	accounts.	

3. Creation	of	 fixed	deposits,	 credit	balances	and	 issuance	of	drafts,	pay	orders	
etc.	without	consideration.	

4. Misuse	of	computer	code	and	breach	of	security	of	computer	systems.	
5. Misappropriations	/	Embezzlements.	
6. Misrepresentations/	Impersonations.	
7. Falsification	of	records.	
8. Causing	wrongful	gains	to	third	parties	by	collusion.	
9. Destruction	of	paid	cheques	/vouchers	and	other	evidence	of	vital	importance,	

thereby	making	it	difficult	to	apprehend	the	real	culprits.	
10. Preferring	 fraudulent	 LTC	 claims	 without	 undertaking	 the	 journey	 or	 by	

producing	inflated	bills	etc.	by	the	Bank	officials.	
11. Securing	employment	 in	the	Bank	by	producing	false	Caste	Certificate/	False	

information.	



12. Fictitious	 /unauthorized	 debits	 to	 General	 Charges	 Account/Suspense	 A/c	
/Revenue	Income	Head	for	making	illegal	gain.	

13. Frauds	relating	to	clearing	house	transactions.	
14. Irregularities	in	foreign	exchange	transactions.	

	

7.3.2.		Fraud	alerts	(Red	Flags)	

Fraud	alerts	have	been	described	as	specific	events	or	red	flags,	which	may	be	indicative	
of	fraud.	A	list	of	possible	fraud	alerts	is	provided	below	which	is	not	an	exhaustive	list.	

•	Anonymous	emails/letters/telephone	calls.	
•	Emails	sent	at	unusual	times,	with	unnecessary	attachments,																																				or	to	
unusual	destinations.	
•	Discrepancy	between	earnings	and	lifestyle.	
•	Unusual,	irrational,	or	inconsistent	behaviour.	
•	Alteration	of	documents	and	records.	
•	Extensive	use	of	correction	fluid	and	unusual	erasures.	
•	Photocopies	of	documents	in	place	of	originals.	
•	Rubber	Stamp	signatures	instead	of	originals.	
•	Signature	or	handwriting	discrepancies.	
•	Missing	approvals	or	authorisation	signatures.	
•	Transactions	initiated	without	the	appropriate	authority.	
•	Unexplained	fluctuations	in	stock	account	balances,	inventory																										variances	
and	turnover	rates.	
•	Inventory	adjustments.	
•	Subsidiary	ledgers,	which	do	not	reconcile	with	control	accounts.	
•	Extensive	use	of	‘suspense’	accounts.	
•	Inappropriate	or	unusual	journal	entries.	
•	Confirmation	letters	not	returned.	
•	Supplies	purchased	in	excess	of	need.	
•	Higher	than	average	number	of	failed	login	attempts.	
•	Systems	being	accessed	outside	of	normal	work	hours	or	from	outside	the	normal	work	
area.	
•	Controls	or	audit	logs	being	switched	off.	

	

7.3.2.1.	 	 	 Further	 as	 per	 	 NABARD	 recent	 guidelines,	 cases	 of	 ‘negligence	 and	 cash	
shortages’	and	 irregularities	 in	 foreign	exchange	transactions	referred	to	 in	 item	1	and	
14	 above	 are	 to	 be	 reported	 as	 fraud	 if	 the	 intention	 to	 cheat	 /defraud	 is	 suspected	
/proved.	However	 in	 the	 following	 cases	where	 fraudulent	 intention	 is	not	 suspected/	
proved	at	the	time	of	detection,	will	be	treated	as	fraud:		

a) Cases	of	cash	shortages	more	than	Rs.10,000/‐and	
b) Cases	 of	 cash	 shortages	 more	 than	 Rs.5,000/‐	 if	 detected	 by	 the	

Management/Auditor	 Inspecting	 Officer	 and	 not	 reported	 on	 the	 day	 of	
occurrence	by	the	persons	handling	cash.	

	



7.3.3.			Classifications	of	Fraud	

7.3.3.1.				Incidents	of	fraud	can	be	classified	into	the	following	categories:	

(i)					Based	on	the	relation	of	the	perpetrator	to	the	bank,	fraud	is	classified	as	external	
(perpetrated	by	a	customer	or	other	third	party)	or	internal	(perpetrated	by	staff	or	
management).	In	the	case	of	collaboration	of	internal	and	external	parties,	fraud	is	
classified	as	internal.	

(ii)				Based	on	the	objective	and	intention,	it	is	classified	as	credit	(the	objective	is	to	
obtain	financing;	the	intention	is	not	to	pay)	or	theft	(the	objective	is	to	steal;	the	
intention	is	never	to	pay).	

(iii)				Based	on	the	number	of	fraud	cases	per	perpetrator	or	group	of	perpetrators,	fraud	

is	classified	as	single	(one	fraud	per	perpetrator;	no	relation	to	other	frauds)	or	multiple	
(organized	attack;	several	frauds	linked	to	one	perpetrator).	

7.3.3.2.			Based	on	the	scheme	used,	the	following	types	of	fraud	are	recognized:	

A.	Falsified	information	or	forgery	meaning	falsehoods	or	false	information.	Forgery	is	
used	to	gain	a	benefit,	which	would	otherwise	not	be	reached.	In	most	cases,	the	false	
information	presented	to	the	banks	with	the	aim	of	being	granted	loans,	is	the	
declaration	made	by	the	employer	of	the	salary	earned	by	the	applicant,	when	the	
customer	gets	the	salary	in	cash	and	not	through	the	bank.	

B.	Identity	theft.	That	is	when	hiding	one’s	own	identity	by	using	the	identity	of	
somebody	else	through	a	nominee	(white	horse).	In	most	cases,	it	is	the	birth	certificate	
that	is	counterfeit;	currently,	new	IDs	card	are	being	issued.	

C.	Collateral	(price	and/or	other)	manipulation.	Namely,	any	manipulation	with	
collateral	such	as	inflated	price,	multiple	mortgage,	sale,	non‐existent	collateral,	‘bubble’	
financing,	corrupted	resale,	etc.	Appraisal	companies	that	evaluate	the	collateral	usually	
engage	in	this	kind	of	fraud.	

D.	Theft	of	financial	assets,	namely	stealing	monetary	funds	belonging	to	the	bank,	such	
as	cash,	deposits,	bonds,	etc.	

E.	Theft	of	non‐	financial	assets,	i.e.	stealing	non‐monetary	property	of	the	bank	(fixed	
assets,	e.g.	cars,	etc.).	

F.	Electronic	fraud,	i.e.	unauthorized	access,	manipulation	or	disruption	of	systems,	
infrastructure	or	data,	including	denial	of	service	attacks.	

G.	Plastic	fraud.	Card	fraud	or	plastic	fraud	includes:	all	lost	and	stolen,	counterfeit,	not	
received	mail,	third	party	application	fraud,	invalid	cards,	etc.	

7.4.			Who	commits	fraud?	A	typology	of	fraudsters	



7.4.1.				When	people	are	asked	about	the	risk	of	fraud,	they	naturally	tend	to	think	of	the	
risk	posed	by	third	parties.	In	fact,	the	worst	frauds	are	carried	out	by	insiders,		many	of	
whom	have	been	with	the	banks	for	many	years	and	are	in	position	of	trust	and	
authority.	A	person	who	perpetrates	fraud	may	be	involved	in	a	situation	that	is	so	
insurmountable	that	the	person	cannot	see	any	other	way	out	(e.g.	gambling,	abusing	
alcohol/drugs,	family	pressure	or	targets	pressure).	The	worst	case	may	be	the	insatiable	
desire	for	financial	gain.	

7.4.1.1.			Internal	fraudsters	usually	work	their	crimes	alone,	by	exploiting	weaknesses	
in	internal	controls	to	cover	up	their	crimes.	They	have	ready	access	on‐the‐job	to	cash	
or	its	equivalents.	The	way	that	such	people	justify	their	act	of	fraud	is	by	viewing	it	not	
so	much	as	a	criminal	act,	but	as	a	case	of	borrowing	the	money	until	they	are	able	to	pay	
back.	

7.4.1.2.			Perpetrated	bank	frauds	can	be	grouped	into	three	categories		

A. Frauds	committed	by	the	employees	of	the	Bank.(Internal	Forces))	
B. Frauds	committed	by	the	employees	of	the	Bank	in	collusion	with	outsiders	and	

Frauds	 committed	 by	 outsiders	 in	 collusion	 with	 the	 Bank	 staff	 (Internal	 and	
External	Forces)	

C. Frauds	committed	by	outsiders	themselves.(External	Forces)	

	

7.5.			Common	Modus	operandi	noticed	in	Bank	frauds		
	

NABARD	has	been	circulating	the	various	modus	operandi	adopted	by	the	perpetrators	
of	frauds	in	different	banks	and	precautions	to	be	taken	through	tightening	the	internal	
control	 mechanism	 of	 the	 banks	 by	 way	 of	 cautionary	 advices	 to	 all	 the	 Cooperative	
Banks	 from	 time	 to	 time.	 	 Based	 on	 these	 cautionary	 advices,	 certain	 frauds	 have	
revealed	that	they	have	been	perpetrated	mainly	on	account	of:	

1. Lack	 of	 supervision	 and	 monitoring	 by	 the	 Head	 of	 the	 Branch	 and	 the	
supervisory	staff.	

2. Failure	 to	 ensure	 balancing	 and	 tallying	 of	 books	 of	 accounts	 at	 prescribed	
intervals.	

3. Negligence	 on	 the	 part	 of	 the	 dealing	 staff	 due	 to	 their	 casual	 approach	 to	
transactions	involving	cash.	

4. Undue	 reliance	 on	 one	 or	 two	 staff	 in	 the	 branch,	 for	 carrying	 on	 all	 types	 of	
transactions.	

5. Opening	 of	 deposit	 accounts	 without	 observing	 the	 necessary	 safeguards	 and	
passing/paying	 cheques,	 drafts	 and	 other	 instruments	without	 proper	 scrutiny,	
non‐observance	of	KYC	guidelines.	

6. Ineffective	 custody	 of	 drafts/cheque	 books/withdrawal	 slips	 and	 other	 security	
forms/items.	



7. Manipulation	 of	 income/expenditure	 accounts	 during	 the	 half‐year/year‐end	
adjustment.	

8. Absence	 of	 rotation	 of	 the	 duties	 among	 the	 staff.	 No	 segregation	 of	 duties	
between	different	categories	of	staff.	

9. Access	 to	 deposit	 collection	 Agents	 to	 the	 books	 and	 accounts	 of	 the	 daily	
collection	 scheme	 of	 such	 	 Deposit	 	 in	 particular	 and	 other	 departments	 at	 the	
branch,	in	general.		

10. Lack	of	control	over	the	entry	into	the	safe/strong	room	and	non‐adherence	to	the	
joint	custody	arrangement/rules.	

11. Not	keeping	the	books	and	registers	under	lock	and	key	overnight,	etc.	
12. Failure	to	adopt	preventive	vigilance	measures.	
	

7.5.1.			The	head	of	the	branches	should	invariably	conduct	at	regular	intervals,	surprise	
inspection/	 verification	 of	 balancing	 and	 tallying	 of	 accounts,	 safe/	 strong	 room,	 joint	
custody	arrangement	of	cash,	valuables	and	security	items,	sections	and	counters	during	
business	hours,	as	well	as	before	and	after	business	hours.		

7.5.1.1.			Strong	MIS	:		The	Cooperative	Banks	have	been	advised	by	NABARD	to	ensure	
that	 their	Senior	Officers	visit	all	 the	branches	 in	 their	Regions	at	 least	once	 in	a	year.	
They	should	be	advised	to	have	a	constant	monitoring	on	the	functioning	of	the	‘C’	rated	
branches	 and	 also	 the	 branches	 where	 internal	 control	 and	 house‐	 keeping	 is	 weak.	
Structured	 Reporting	 Format	 for	 the	 branch	 visits	 by	 Regional	 managers	 may	 be	
introduced	for	reviewing	the	functioning	of	the	branch	in	all	parameters.		

	

7.5.2.			Know	Your	Customer	(KYC)	
	

7.5.2.1.		Major	problem	in	identifying	culprits	is	on	account	of	non‐availability	of	profiles	
of	account	holder/	customers	with	the	bank.	It	would	be	impossible	to	trace	a	fraudulent	
transaction	and	its	operator,	if	the	person	whose	true	identity,	sources	of	funds,	expected	
transactions	is	not	verified	at	entry	level.	Under	the	circumstances	the	concept	of	‘	Know	
your	customer’		(KYC)	guidelines	issued	by	the	RBI/NABARD	from	time	to	time	have	to	
be	 scrupulously	 adopted	 by	 	 the	 Cooperative	 Banks	 at	 entry	 level	 and	 thereafter	 the	
profile	of	the	customers	be	updated.	

7.5.2.2.	 	 The	 requirement	 of	 Know	 Your	 Customer	will	 empower	 the	 banks	 to	 obtain	
information	 regarding	 the	 identity,	 the	 type	 of	 transactions	 to	 be	 conducted	 and	 the	
source	 of	 funds.	 This	 will	 also	 help	 them	 to	 develop	 customer	 profile	 based	 on	
interviews,	 to	 understand	 them	 and	 their	 intended	 relationship	 with	 the	 banks	
(thereafter	 realistically	 determine	 when	 customers	 conduct	 banking	 transactions	 that	
are	 unusual	 and	 potentially	 fraudulent).	 The	 legitimate	 customer	 should	 be	willing	 to	
provide	the	information	requested	by	us	in	this	regard.		Profiles	of	the	customers	may	be	
recorded	 on	 the	 account	 opening	 forms.	 	 The	 opening	 of	 new	 accounts	 should	 be	
authorized	 by	 the	 Branch	 Manager	 or	 Officer	 in	 Charge	 of	 the	 concerned	 deposit	



accounts	 department.	 All	 new	 accounts	 should	 be	 closely	monitored	 for	 at	 least	 for	 a	
period	of	six	months.	As	regards	existing	customers	the	bank	should	be	able	to	comply	
with	 the	spirit	of	 the	concept	on	 the	basis	of	 their	 transactions	already	entertained	by	
them.	

7.5.2.3.	 	 	The	branches	should	ask	the	customers	to	establish	their	identity	(true	name,	
residential	 and	 mailing	 address).	 This	 may	 be	 done	 with	 the	 help	 of	 certain	 official	
documents	such	as	Ration	Card,	Electoral	Card,	Identity	Card,	Passport,	Driving	License,	
Credit	Card,	PAN,	Sales	Tax	No	etc.	Identification	documents	that	are	easily	obtainable	in	
any	 name	 should	 not	 be	 accepted	 as	 the	 sole	 means	 of	 identification.	 Invariably	 the	
information	made	available	by	the	customer	should	be	corroborated	from	other	source,	
in	 case	 of	 doubt.	 Confirmation	 of	 address	 of	 the	 account	 holder	 should	 be	 obtained	
independently.	

7.5.3.			Fraud	management	process	in	the	banking	system	

7.5.3.1.		Expressing	concern	over	rising	incidents	of	fraud	in	loans	and	in	operational	
activity,	the	banks	are	required	to	be	even	more	focused	on	the	fraud	prevention	and	
management	function.		NABARD	had	circulated	a	Compendium	of	Instructions	on	
Prevention	of	Frauds	in	Banks	vide	letter	No.	NB.	DoS.	HO.POL./9311	/J.1/2006‐07	
(Circular	No.	05	/	DoS.‐01	/2007)	dated	08	January	2007	by	way	of	CD	to	all	the	
Cooperative	Banks	through	its	Regional	Offices.	

Constitution	 of	 the	 Special	 Committee	 of	Board	 to	 review	 fraud	 cases	 involving	
Rs.10.00	lakh	and	above:	
	
7.5.3.2.	 	The	special	Committee	of	 the	Board	 is	 to	be	constituted	with	 five	members	of	
the	Board	of	Directors	who	will	include	
	
 President	(for	StCBs	and	DCCBs)	of	the	Bank	
 Two	members	from	Audit	committee	of	the	Board;	and	
 Two	other	members	from	the	Board	(may	be	rotation)	excluding	NABARD	nominee	

director/	observer,	if	any	
	

7.5.3.3.			Functions	of	Special	Committee	
	

The	major	functions	of	the	special	committee	would	be	to:	

 Identify	 the	 systemic	 lacunae,	 if	 any,	 that	 facilitated	perpetration	of	 the	 fraud	and	
put	in	place	measures	to	plug	the	same:	

 Identify	 the	reasons	 for	delay	 in	detection,	 if	any,	reporting	 to	 top	management	of	
the	bank	and	NABARD.	

 Monitor	the	progress	of	CBI/	Police	Investigation	and	recovery	position	and;	
 Ensure	that	staff	accountability	is	examined	at	all	levels	in	all	the	cases	of	frauds	and	

staff	side	action,	if	required,	is	completed	quickly	without	loss	of	time.	



 Review	 the	 efficacy	 of	 the	 remedial	 action	 taken	 to	 prevent	 recurrence	 of	 frauds,	
such	as,	strengthening	of	internal	controls.	

 Put	in	place	other	measures	considered	relevant	to	strengthen	preventive	measures	
against	frauds.	

	

7.5.3.4.			Consequent	on	the	formation	of	Centralised	Fraud	Monitoring	Cell	(CFMC)		in	
December	2007,	NABARD	undertook	the	exercise	of	revising	and	rationalizing	the	
reporting	and	monitoring	of	frauds	and	issued	a	Master	Circular	dated	29	January	2008.		
Accordingly,	the	Cooperative	Banks		are	now	required	to	submit	4	Quarterly	returns	as	
against	3	returns	earlier,		

7.5.3.5.			Reporting	of	Fraud	cases	to	NABARD	 	

(a)			Frauds	involving	amounts	of	less	than	Rs.	1	lakh	
	

The	cases	of	 individual	 frauds	 involving	amounts	of	 less	 than	 	Rs.	1	 lakh	are	not	 to	be	
reported	 individually	 to	 NABARD.	 Statistical	 data	 in	 respect	 of	 such	 frauds	 should	
however,	be	submitted	to	NABARD	in	a	quarterly	statement	DoS	FMS‐2.	

(b)			Frauds	involving	amounts	of	Rs.	1	lakh	and	above	but																																			less	
than	Rs.	10	lakh		
	

The	cases	of	individual	frauds	involving	amounts	of	Rs.	1	lakh	and	above	but	less	than	Rs.	
10	 lakh	 should	 be	 reported	 to	 NABARD	 Regional	 Unit	 of	 Department	 of	 supervision	
(DoS)	under	whose	jurisdiction	the	Head	Office	of	the	bank	falls,	 in	the	format	given	in	
DoS‐FMS‐1,	within	three	weeks	from	the	date	of	detection.	

(c	)			Frauds	involving	amounts	of	Rs.	10	lakh	and	above	
	

The	cases	of	individual	frauds	involving	amounts	of	Rs.	10.00	lakh	and	above	should	be	
reported	 to	 Centralized	 Frauds	Monitoring	 Cell,	 Department	 of	 Supervision,	 NABARD,	
Head	Office,	Mumbai	in	the	format	given	in	DoS‐FMS‐1,	within	three	weeks	from	the	date	
of	detection.	A	copy	of	DoS‐FMS‐1	should	also	be	submitted	to	NABARD	RO	of	DoS,	under	
whose	jurisdiction	the	Head	Office	of	the	bank	falls.	

(d)		Cases	of	theft,	burglary,	dacoity	and	robbery	should	not	be	reported																						as	
fraud.		

7.5.4.					The	fraud	management	process	involves	three	steps:	(1)	fraud	prevention;	(2)	
fraud	detection;	and	(3)	fraud	investigation.	The	best	to	fight	fraud	is	to	prevent	it.		
Prevention	is	mostly	about	improving	the	key	risk	processes.	



7.5.4.1.			For	a	bank,	it	is	important	that	when	dealing	with	customers,	employees	must	
ensure	that	they	know	the	identity	of	the	customer,	what	business	they	do	with	the	bank	
and	why	they	are	undertaking	each	activity.	It	is	the	personal	responsibility	of	every	
member	of	staff	to	ensure	that	they	are	aware	of	and	that	they	can	competently	identify	
activities	which	may	constitute	fraud,	can	identify	signs	of	suspicious	behaviour	by	
customers	or	staff	and	to	know	how	they	should	report	any	concern	regarding	fraud,	and	
to	whom.	

7.5.4.2.				All	bank	employees	(specifically	those	in	relevant	positions)	should	be	
provided	with	the	adequate	and	appropriate	fraud	prevention	and	awareness	training.	
Fraud	risk	must	also	be	analysed	during	the	development	of	all	new	products	within	the	
bank	to	ensure	that	the	product	structure	will	help	prevent	possible	fraudulent	attempts.	
Banks’	main	activity	is	lending	activity,	which	bears	the	greatest	external	and	internal	
fraud	risk.	As	a	result,	the	approval	process	should	be	strictly	considered	from	the	fraud	
point	of	view.	The	bank	should	have	a	third	party	acquisition	and	monitoring	policy	in	
place	which	must	include	fraud	related	actions.	The	granting	of	loans	or	credit	limits	
should	be	made	only	after	considering	the	fraud	risk	as	well	as	the	credit	risk	associated	
with	the	applicant,	the	co‐applicant	and	the	guarantor.	

7.5.4.3.			A	bank	should	have	in	place	a	fraud	response	plan,	which	manages	and	reduces	
instances	of	fraud	committed	by	employees/agents	(internal	fraud)	or	by	third	parties	
(external	fraud)	of	the	bank	and	thus	minimizes	incurred	losses.	The	purpose	of	a	fraud	
response	plan	must	be	clearly	communicated	to	the	employees.	As	a	minimum,	the	fraud	
response	plan	should	have	been	devised	to	define	initial	action	and	responsible	persons	
once	a	fraud	has	been	reported	and	restrict	further	losses	to	the	bank,	review	the	
reasons	for	the	incident,	advice	on	measures	required	to	prevent	future	fraud,	
recommend	actions	that	will	strengthen	future	responses	to	fraud	and,	lastly,	recover	
any	actual	losses.	

7.5.4.4.		Looking	to	the	volume	and	magnitude	of	the	fraud	cases	and	amounts	
outstanding	in	banks,	NABARD	had	advised	the	Co‐operative	Banks	to	constitute	Fraud	
Risk	Group	in	the	banks	consisting	of	senior	officials	managing	the	internal	inspection	/	
audit,	credit,	funds	management	etc.	for	reviewing	the	pending	fraud	cases	more	
critically	and	identify	the	areas	of	loopholes	and	suggest	measures	for	plugging	the	same.	
The	Group	would	also	identify	the	reasons	for	pendency	of	fraud	cases	and	suggest	
appropriate	steps	for	early	closure	of	the	same	to	the	Top	Management	(cf.		letter	No.	
NB.	DoS,	HO.	CFMC./	1294	/P‐72/2009‐10	(Circular	No.	104	/DoS.	21	/2009)	dated	
08	July	2009).	(see	Annexure		XI).		Accordingly,	each	bank	should	have	a	
comprehensive	Fraud	Risk	management	Policy	formulated	under	the	directions	of	the	
Board.		As	per	NABARD	guidelines	the	policy	should	encompass	the	key	areas	relating	to	
(i)	Investigation	and	disposal	of	fraud	cases,	(ii)	Rotation	and	leave	of	staff,	(iii)	
Codification	of	laid	down	procedures,	(iv)	System	of	surprise	inspection	of	fraud	prone	
areas	by	the	controllers,	(v)	Prompt	scrutiny	of	control	returns,	(vi)	Follow	up	of	internal	
inspection/audit	reports,	(vii)	Aspects	of	controller’s	accountability,	(viii).	Relationship	



and	reporting	obligations	between	line	staff	and	controllers,	(ix)	Building	up	of	
institutional	memory,	(x)	Mode	of	business	communication	and	(xi)		Raising	‘red	Flags’	
on	some	staff	with	responsibility.	

	

7.5.4.5.		The	above	steps	should	be	defined	in	a	fraud	policy,	which	is	a	written	
statement	recording	the	bank’s	attitude	to	fraud.	It	may	be	included	within	a	more	
general	ethics	statement	or	code	of	conduct	that	records	the	way	in	which	the	bank	deals	
with	its	customers	and	staff.		The	staff	should	be	required	to	indicate	their	awareness	of	
and	compliance	with	the	fraud/ethics	policy	on	an	annual	basis.	In	particular,	the	policy	
should	make	clear	that	fraud	is	unacceptable	and	that	all	instances	of	suspected	fraud	
will	be	treated	seriously.			

	

7.5.4.6.			Further,	the	Co‐operative	Banks	have	been	advised	to	form	Fraud	Risk	
Management	System	in	banks	–	Role	of	Managing	Directors/	Chief	Executive	Officers	
vide	letter	No.	NB.	DoS.	HO.POL.CFMC/	3662	/P.	78/2009‐10	(Circular	No.	189	/DoS.	
40	/2009)	dated	10	November	2009	in	terms	of	which	they	may,	with	the	approval	of	
their	respective	Boards,	frame	internal	policy	for	fraud	risk	management	and	fraud	
investigation	function,	based	on	the	governance	standard	relating	to	the	ownership	of	
the	function	and	accountability	for	malfunctioning	of	the	fraud	risk	management	process	
in	their	banks.			The	bank’s	Special	Committee	of	the	Board,	which	is	to	be	chaired	by	the	
CEO,	should	own	the	Fraud	Investigation	and	Monitoring	Function	and	discharge	the	
relative	oversight	responsibility	in	a	pro‐active	manner.		(see	Annexure	‐	XII)	

7.6.			Frauds	in	a	Computerised	environment	
7.6.1.				In	today’s	scenario,	Bankers	function	in	a	computerized	environment.	While	
computerization	has	translated	into	tangible	benefits	such	as	savings	in	time	and	cost	of	
service	and	an	improvement	in	customer	service	by	offering	facilities	such	as	
“Anywhere/	anytime	Banking”	and	“Convenience	Banking”.	With	more	and	more	
Cooperative	Banks	are	moving	towards	Core	Banking	Solution	(CBS)	platform,	they	have	
to	be	adequately	prepared	to	effectively	handle	and	manage	the	attendant	risks.	One	
major	risk	that	looms	large	is	the	risk	of	frauds	being	perpetrated	in	a	computerized	
environment.	

7.6.2.	 	 	 Research	 has	 indicated	 that	 computer‐related	 frauds	 in	 the	 Banking	 industry	
occur	due	to	some	important	reasons,	as	under:	

 Weakness	 in	 the	 internal	 control	 system	 non‐segregation	 of	 duties,	 breach	 of	
password	security,	etc.	

 Manipulations	at	the	data	entry	level	by	unauthorized	or	manipulated	entry	data.	
 Manipulations	of	due	dates	of	loans,	altering	names	and	addresses	of	customers,	

etc.	
	



In	several	cases	of	computer	frauds	that	have	been	reported	in	the	Banking	industry,	
there	has	been	considerable	financial	loss.	This	emphasizes	the	need	for	implementation	
of	effective	controls	in	Banks	to	check	the	incidence	of	computer	frauds.	

7.6.3.		Vide	letter	No.NB.DoS.HO.POL.CFMC	/.1884./	P.80	/	2011‐12		(Circular	
No.160/	DoS	‐13/	2011)		dated		25	August		2011			NABARD	had	issued	detailed	
guidelines	to	Cooperative	Banks	about	the	steps	to	be	taken	against	Frauds	in	the	
computerised	environment.	(see	Annexure	–	XIII).		Some	of	the	
safeguards/preventive	measures	suggested	by	NABARD	are	as	under:‐	

7.6.3.1.		Safeguards/Preventive	measures:	

(i) Maintain	 cleanliness	 of	 the	 Servers	 and	 the	 Server	 Room.	 	 Do	 not	 allow	
unauthorized	access	to	the	Server.	

(ii) Generate	reports/print	outs	as	prescribed.	Computer	generated	print	outs	should	
be	 checked,	 stamped,	 initialed	 and	 kept	 readily	 available	 for	 all	 audit	 and	
inspections.	

(iii) Monthly	 jotting	 of	 all	 subsystems	 should	 be	 balanced	 with	 the	 General	 Ledger	
Balances	 as	 per	 the	 periodicity	 prescribed.	 Jotting	 register	 for	 balancing	 of	
accounts	shall	be	maintained.	Guidelines	regarding	reconciliation	Office	accounts	
shall	be	strictly	adhered.	

(iv) Check	the	transfer	scroll	with	the	transfer	vouchers	and	cash	transaction	report	
with	cash	vouchers	without	fail.	

(v) Check	that	all	relevant	clearings	are	released	before	starting	the	day	end	activity.	

(vi) Each	user	should	be	assigned	only	one	user	ID,	as	far	as	possible.	

(vii) Users	should	make	it	a	practice	to	log	out	while	leaving	their	seats.	

(viii) User	ID	of	staff	on	leave/training/deputation	should	be	de‐activated	and	recorded	
in	register	of	user	ID.		The	user	ID	of	staff	who	is	transferred	should	be	cancelled	
and	recorded	in	the	relevant	register.	

(ix) Exceptional	reports	shall	be	generated	daily	and	verified	by	the	Branch	Head	for	
effective	Monitoring	of	the	transactions.		

(x) Ensure	 the	 preparation	 of	 vouchers	 for	 the	 system	 generated	 transactions	 and	
preserve	the	same	along	with	other	vouchers	in	voucher	bundle.	

(xi) 	Obtain	back	ups	as	per	the	periodicity	prescribed	and	keep	one	set	of	back	up	off	
site	without	fail	and	details	of	such	off	site	back	up	should	be	recorded.	

(xii) The	 job	 carried	 out	 by	 hardware/software	 maintenance	 personnel	 should	 be	
supervised	by	branch	official.	

(xiii) Any	 Cheque	 book	 issued	 should	 be	 immediately	 entered	 in	 the	 system	 and	
confirmed.	Cheque	Book	stock	shall	be	fed	in	to	the	system.	

(xiv) Maintain	 secrecy	 of	 password	 under	 any	 circumstances.	 Your	 password	 should	
not	be	known	to	anybody	else	other	than	yourselves.	

(xv) Do	not	allow	customers	to	fiddle	around	with	your	computers.	to	view	their	own	
statements	or	check	balances	etc..	



	

7.6.3.2.				Maintaining	of	secrecy	of	Passwords		

(i)	 Despite	 clear	 instructions,	 secrecy	of	 passwords	 is	 not	 being	maintained	by	 the	
staff	of	Cooperative	Banks,	resulting	in	number	of	frauds.	

(ii)	 It	 is	 to	 be	 noted	 that,	 as	 per	 the	 Information	 Technology	 Act,	 computer	 linked	
offences	 such	 as	 tampering	with	 computer	 source	 documents,	 hacking	with	 computer	
System,	stealing	passwords	etc.	 for	 fraudulent/unlawful	purposes	are	criminal	offences	
punishable	 under	 law.	 As	 per	 IT	 (amendment)	 Act	 2006,	 whoever	 cheats	 by	 using	
electronic	 signature,	 password	 or	 any	 other	 unique	 identification	 feature	 of	 any	 other	
person,	shall	be	punished	with	imprisonment	of	either	description	for	a	term,	which	may	
extend	to	two	years	and	shall	also	be	liable	to	fine.	

(iii)	 Non‐maintaining	of	 secrecy	of	 passwords	 is	 the	main	 cause	 for	many	 computer	
related	 frauds	 occurred	 in	 our	 Bank.	 A	 list	 of	 acts	 of	 omissions	 /commissions	 are	
furnished	below,	 to	be	 seriously	 taken	note	of	 by	 all	 officers	 and	workmen	 to	prevent	
frauds	in	the	computerised	environment.	

1. Allowing	others	to	access	system/menus	through	his	log‐in	and	pass	word.	
2. Leaving	the	seat	without	logging	out/locking	the	terminal	which	may	lead	to	use	

of	the	system/menu	by	unauthorised	user.	
3. Writing	down	of	password	 leading	 to	disclosure	and	consequent	misuse	of	pass	

word.	
4. Non‐maintenance	of	Secrecy/Sanctity	of	password.	
5. Failure	to	enforce	and	oversee	pass	word	control	in	branch.	
6. Failure	to	record	the	details	of	User	creation/deletion/modification	in	the	register	

prescribed	for	the	purpose.	
7. Allowing	user	IDs	of	transferred/retired/dismissed/terminated/	temporary	

employees	to	remain	in	the	system	without	deactivating	which	may	lead	to	
misuse	of	User	IDs.	

8. Permitting	any	unauthorised	access‐physical/logical	to	computer	system.	
9. Using	other’s	User	ID/Pass	word	without	express	authority.	
10.	Any	unauthorised	disclosure	or	theft	of	information.	
11.	Obtaining	and	using	password	by	misuse	of	position.	
	

(iv)	 All	those	who	operate	the	system‐Officers/Supervisors/Clerical	staff	are	required	
to	 strictly	 follow	 the	methods,	 procedures	 and	 safety	 standards	 in	 the	 performance	 of	
their	duties,	as	laid	down	from	time	to	time.	

(v)	 It	is	reiterated	that	non‐adherence	to	the	procedural/safety	standards	regarding	
maintenance	of	secrecy	of	passwords	thereby	exposing	the	Bank	to	financial	loss	will	be	
dealt	with	seriously	and	concerned	official	would	be	made	accountable	for	the	same.	The	
Inspecting	Officers/Officials	 from	controlling	Offices	visiting	the	branches	should	verify	
compliance	of	above	instruction.	



	

7.7.				Risk	Management	and	preventive	measures	for		various	categories	of	
frauds		
	

7.7.1.			All	types	of	frauds	were	strictly	not	to	be	treated	as	confidential	and	their	modus	
operandi	 need	 to	 be	 brought	 to	 the	 attention	 of	 staff	 members	 to	 allay	 the	 fear	 that	
unscrupulous	staff	members	may	misutilise	 this	knowledge.	 	 It	 is	essential	 to	keep	 the	
staff	members	well	 informed	about	novel	methods	adopted	by	perpetrators	of	 fraud	to	
enable	 them	 to	be	on	guard	 to	prevent	 such	 frauds	and	 to	protect	 themselves	and	 the	
Bank	against	such	risk.	

7.7.2.	 	 The	 frauds	 have	 taken	 place	 in	 banks	 mainly	 due	 to	 non‐observance/non‐
application	 of	 the	 procedures,	 instructions	 laid	 down	 and	 checks	 provided	 for.	 A	
contribution	 factor	 is	 the	 inadequate	 supervision	 over	 the	 branches	 exercised	 by	 the	
controlling	 authorities	 and	 their	 failure	 to	 ensure	 that	 the	 various	 officials	 acted	 in	
conformity	with	the	guidelines	and	instructions	issued	by	the	Head	Office.	It	is,	therefore,	
imperative	for	strictly	ensuring	the	internal	systems	and	procedures	and	the	control	and	
supervision	of	branches	by	the	Regional	Offices/	Head	Office.	

	

7.7.3.	 	 Category‐wise	 indicative	 fraud	 preventive	 measures	 are	 given	 in	Annexure	 –	

XIV.	

7.8.		Role	of	Auditors	in	detecting	frauds	
While	auditors	doubtless	have	a	role	to	play	in	fraud	risk	management,	they	do	not	have	
primary	responsibility.	This	lies	with	management	and	those	charged	with	governance	of	
the	banks.	Although	primary	responsibility	for	fraud	prevention	and	detection	does	not	
lie	with	the	auditor,	ICAI	guidelines	do	call	for	auditors	to	include	methods	for	
identifying	potential	cases	of	fraud	when	planning	and	conducting	the	audit.	It	requires	
auditors	to:	

•	discuss	the	risk	of	fraud	with	management	and	those	charged	with	governance;	

•	discuss	with	the	audit	team	the	susceptibility	of	the	accounts	to	material	misstatements	
due	to	fraud;	

•	consider	whether	one	or	more	fraud	risk	factors	are	present;	

•	perform	audit	procedures	to	address	the	risk	of	management	override;	

•	test	journal	entries	and	review	accounting	estimates	for	bias;	

•	understand	the	business	rationale	for	transactions	outside	the	normal	course	of	
business;	



•	obtain	representations	from	management;	and	

•	bear	in	mind	the	implications	for	money	laundering	reporting	(taking	care	not	to	tip	off	
the	client).	

	

7.8.1.			Preventive	Vigilance	exercise			

Prevention	is	better	than	cure.	Preventive	Vigilance	exercise	is	a	quick	audit	of	branch	
adherence	to	systems	and	procedures.	It	is	concerned	with	the	identification	of	root	
causes	of	malpractices,	corruption	and	fraud	in	different	areas	of	functioning	of	an	
organisation	and	initiation	of	appropriate	measures	for	eliminating	them.	Branches	for	
preventive	vigilance	exercise	are	selected	as	per	inspection	ratings	along	with	fraud	
prone	and	complaint	prone	branches.	Poorly	rated	branches,	which	are	given	C	ratings	
and	branches	rated	B	in	two	consecutive	inspections	are	to	be	targeted.	The	controlling	
office	shall	review	the	report	and	if	any	serious/	major	irregularities	are	noticed,	which	
may	lead	to	frauds,	branch	is	immediately	advised	to	rectify/	set	right	the	irregularities	.	
Surprise	verification	of	stock	pledged/hypothecated	to	the	bank	in	respect	of	one	or	two	
large	/	medium	borrowal	accounts	also	to	be	undertaken	along	with	Preventive	Vigilance	
(PV)	Exercise	and	report	to	be	submitted.		

7.8.2.	Formation	of	Preventive	Vigilance	Committee	at	Branches/ROs/DOs	

Further,	 as	 a	measure	 of	 preventive	 vigilance,	 it	 is	 suggested	 that	 all	 Branches	 having	
staff	strength	of	six	and	above	shall	constitute	preventive	vigilance	committee	and	hold	
the	 Meeting	 every	 Quarter.	 The	 modalities	 and	 procedures	 of	 constitution	 and	
functioning	of	the	preventive	vigilance	committee	are	furnished	below:	

	
i) The	PV	committee	 shall	be	 constituted	 in	all	branches	with	 staff	 strength	of	 six	

and	 above	 and	 proper	 record	 shall	 be	 maintained	 for	 constitution	 of	 the	
Committee.	

	

ii) The	Committee	shall	consist	of	the	Head	of	the	Branch,	all	Officers	and	minimum	
two	Clerks	by	rotation.	

	

iii) The	 Committee	 shall	meet	 once	 in	 a	Quarter	without	 fail.	 The	meeting	 shall	 be	
convened	in	the	afternoon	session	after	cash	hours.		

	

iv) The	 Committee	 shall	 deliberate	 on	 the	 laid	 down	 systems	 and	 procedures	 and	
security	 aspects	 followed	 at	 the	 Branch	 with	 a	 special	 emphasis	 on	 fraud	
prone/sensitive	 accounts,	 security	 matters,	 tallying	 of	 accounts,	 secrecy	 of	
passwords	 and	 other	 specific	 issues	 pertaining	 to	 internal	 control	 and	 House‐	
keeping.	

	



v) The	 Committee	 should	 chalk	 out	 strategies	 /	 action	 plan	 with	 a	 definite	 time	
frame	to	rectify	the	irregularities	/lapses/	deviations	observed	and	implement	it	
in	all	seriousness.	

	

vi) The	Circular	received	from	HO./RO	regarding	modus	operandi	of	frauds	reported	
in	our	Bank/other	Banks	shall	be	discussed	in	the	meeting	and	preventive	steps	
shall	be	initiated	to	plug	the	loop	holes	if	any	at	the	branch.	

	

At	Regional/Divisional	Office	level	also,	Preventive	Vigilance	Committee	shall	be	formed	
to	 have	 effective	 monitoring	 of	 Preventive	 Vigilance	 measures	 prevailing	 at	
branches/RO/DO.	

	

7.8.3.		Administrative	procedure	to	be	followed	
	

(i)			Detection	of	frauds		

Frauds	are	detected	(1)	during	Inspection/Audit	(2)	 through	complaints	received	 from	
the	 aggrieved	 parties	 (3)	 during	 tallying	 of	 accounts	 (4)	 during	 reconciliation	 of	 HO	
statements.(5).	Surprise	Branch	visits	(6).Review	of	control	returns.	

(ii)				Reporting	and	monitoring	of	frauds		

1.	 Branches:	

As	soon	as	a	fraud	comes	to	light/is	detected,	the	Head	of	the	Branch/Office	has	to	take	
immediate	steps	as	follows:	

a) To	 furnish	 the	 following	minimum	information	over	 telephone/	 telegram/fax	 to		
HO:	VIGILANCE	Cell,	without	waiting	for	detailed	investigation	etc.,	under	copy	to	
RO.	

i) Date	of	occurrence	
ii) Date	of	detection	
iii) How	the	fraud	came	to	light.	
iv) Date	of	report	to	HO	
v) Reasons	for	delay,	if	any,	either	in	detection	or	in	reporting	to	HO.	
vi) Brief	details/modus	operandi.	
vii) Amount	involved	(Exact	amount	involved	to	be	quantified	on	receipt	of	

investigation	 report	 and	 additional/subsequent	 report	 to	 be	made	 to	
HO).	

viii) Date	of	lodging	Police	complaint,	if	not	lodged,	the	reasons	therefor.	
	

(b)	 To	seize	 the	 relevant	records,	 such	as	paid	cheques,	demand	drafts,	withdrawal	
slips,	account	opening	 forms,	 loose	 leaf	 ledger	sheets,	 important	 letters	and	any	



other	relevant	documents	and	to	keep	the	same	in	joint	custody,	handing	over	the	
original/	Xerox	copies	of	the	same	to	the	Investigating	authorities	on	demand.	

(c) To	lodge	police	complaint.	
(d) To	take	immediate	preventive	steps	to	safeguard	the	interest	of	the	Bank	and	To	

recover	the	monies	from	those	concerned,	
(e)	 To	report	the	details	of	fraud	in	the	format	prescribed	to	the	Vigilance	Cell,	H.O,	

immediately	with	all	other	relevant	information,	along	with	a	copy	to	concerned	
RO	.	

(f)	 To	 issue	 balance	 confirmatories	 for	 all	 the	 deposit	 accounts	 serviced	 by	 the	
Deposit	Collection	Agent,	in	case	of	frauds	committed	by	the	said		Agent.			

(g)	 To	 withdraw	 the	 Identity	 Card	 and	 Collection	 Cards	 from	 Deposit	 Collection	
Agent,	in	case	of	frauds	committed	by	the	said	Agent.	

(h) To	 issue	 Public	 Notice	 in	 the	 local	 newspaper	with	 photo	 informing	 the	 public	
regarding	 the	 termination	of	 the	agency	of	 the	 said	Agent,	with	due	permission	
from	HO,	

(i) To	record	the	details	in	the	fraud	register	maintained	at	the	branch.	
(j) Files	in	respect	of	fraud	matters	are	to	be	reviewed	periodically	and	steps	are	to	

be	 taken	 for	 recovery,	 obtain	 final	 investigation	 reports	 from	 police/CBI	 and	
developments	are	to	be	reported	to	HO/RO.	

	

	2.		Role	of	Regional/Divisional	Office		

(a) On	 receipt	 of	 first	 hand	 Information	 regarding	 the	 fraud	 occurred	 at	 branch,	
considering	 the	 seriousness/magnitude/gravity	 of	 the	 fraud	 either	 RM	 himself	
visit	the	branch	or	depute	a	senor	experienced	officer	immediately	to	take	stock	
of	the	situation..	

(b) He	 shall	 discuss	 the	matter	with	 the	Manager/	 staff	members,	 so	 as	 to	 get	 any	
clues	regarding	staff	involvement.	

(c) He	shall	make	a	study	of	all	aspects	of	the	fraud	and	wherever	possible	should	try	
to	 recover	 the	 amount	 and	 give	 proper	 directions/guidance	 to	 safeguard	 the	
interest	of	the	Bank.		

(d) He	shall	submit	the	preliminary	Report	to	Head	Office	immediately.	

(e) RO	shall			cause	a	detailed	investigation	in	the	matter	after	consulting	Head	Office	
and	forward	the	Investigation	Report	with	its	remarks	to	HO	(Vigilance	Cell)	for	
further	action	

(f) RO	has	 to	assist	 the	branch	 in	 filing	of	complaints	with	 the	Police,	make	 further	
follow	up.	

(g) RO	 has	 to	 guide	 the	 branch	 in	 submitting	 the	 fraud	 report	 with	 required	
information	to	the	Head	Office.	



(h) RO	has	to	follow	up	the	matter	with	the	branch	for	obtaining	latest	Developments	
in	the	matter	and	keeping	informed	of	the	same	to	Head	Office.	

(i) 	RO	 has	 to	 maintain	 separate	 files	 for	 each	 case	 of	 fraud	 and	 has	 to	 Monitor/	
follow	up	until	the	case	is	finally	settled	by	recovery.	

(j) 	RO	 has	 to	 maintain	 the	 fraud	 register	 and	 update	 the	 same	 with	 the	 latest	
development	from	time	to	time.	

3.			Head	Office	–	Vigilance	Cell			

The	Vigilance	Cell	shall	work	independently	under	the	direction	and	control	of	General	
Manager/Managing	Director.	

A.	Frauds:	

1) Examining	 reports	 received	 from	 Branches/Offices	 regarding	 the	 occurrence	 of	
frauds/misappropriation/embezzlement	 and	 ensuring	 Investigation	 of	 such	
cases,	wherever	necessary	and	to	take	further	appropriate	action	in	the	matter.	

2) Monitoring	of	fraud	investigations	on	the	basis	of	reports	received	till	the	date	of	
closure	of	case	file.	

3) Issuing	 of	 guidelines/circulars	 to	 the	 Branches/Offices	 on	 prevention	 of	 frauds,	
from	time	to	time.	

4) Submission	of	 related	statements/reports	 regarding	 the	occurrence	of	 frauds	 to	
NABARD/	 RBI	 /	 Sponsor	 Bank	 and	 reporting	 the	 Developments	 to	 Board	
periodically.	

5) Maintenance	of	proper	register/records	in	respect	of	frauds	reported.	
6) Co‐ordinating	 with	 Accounts	 Department	 in	 filing	 and	 obtaining	 settlement	 of	

Insurance	claim	in	respect	of	frauds.	
	

B) Vigilance	:	
	

1) To	 investigate	 complaints/allegations	 against	 officers	 /	 employees	 relating	 to		
acts	of	corruption,	bribery,	 lack	of	 integrity,	moral	turpitude,	 lack	of	devotion	to	
duty	or	any	other	matter	which	are	mainly	of	following	nature		and	report	to	the	
Chief	Executive	of	the	Bank	–	
	

a) Demand	 for,	 and	 accepting	 of	 bribe	 /	 corruption,	 forgery	 /	 cheating,	
criminal	breach	of	trust	and	falsification	of	records.	

b) 		Possession	of	assets	disproportionate	to	the	known	source	of	income.	
c) Unlawful	engagement	in	trade	without	Bank’s	permission.	
d) Exerting	pecuniary	or	personal	 influence	 or	 abuse	 of	 official	 position	 for	

securing	any	advantage	for	oneself		/	for	any	other	person.	
e) Fraudulent	claims	under	LTC	/	Medical	Bills	/	Travelling	Allowances.	
f) Any	other	 irregularities	 /	 acts	 involving	 	 element	of	 corrupt,	malafide	or	

ulterior	motives.	



g) Irregularities	 in	 sanction	 of	 credit	 facilities,	 overstepping,	 the	 set	
guidelines	 etc.,	 with	 malafide	 intention	 /	 indicating	 vigilance	
manifestation.		
	

2) To	examine	 the	 functions	 and	working	of	 various	departments	 and	branches	of	
the	bank	from	vigilance	angle	to	locate	susceptible	areas	of	corruption	etc.	and	to	
suggest	suitable	remedial	measures.	

3) Collection	and	review	of	annual	asset	and	liability	statement	of	all	the	Officers	.	
	

4.				Investigation	of	frauds		

Normally	investigations	are	conducted	by	the	bank	with	the	sole	objectives	fixing	
accountability	on	staff.	The	very	process	of	staff	accountability	sends	shock	waves	and	
brings	in	resistance	by	the	staff	at	all	levels	and	an	element	of	bias	amongst	them	against	
the	proceedings.	

Every	 Fraud	 or	 lapse	on	 the	 part	 of	 the	 staff	 need	 not	 and	 should	not	 be	 viewed	 as	 a	
Vigilance	 case.	 Investigation/	 Vigilance	 staff	 must	 be	 adequately	 educated	 to	
differentiate	 between	 vigilance	 and	 non‐vigilance	 cases	 and	 resultant	 handling	
procedures	 at	 all	 levels.	 It	 was	 therefore,	 recommended	 that	 investigation	 and	 staff	
accountability	should	be	separated	at	first	stage	itself.	A	preliminary	fact	finding	should	
be	done	by	RO	immediately	with	the	sole	objective	of	identifying	causative	factors.	

After	the	investigation	is	completed,	the	Senior	Manager	(Vigilance)		should	examine	the	
findings	from	three	angles	i.e.,	system	failure,	staff	negligence/	vigilance	angle	for	fixing	
the	“accountability”	without	any	delay.	 In	case	of	system	failures,	such	cases	should	be	
referred	 to	 respective	 Departments	 at	 Head	 Office	 to	 review	 the	 system	 and	 to	 take	
corrective	steps.	

Vigilance	angle	is	inferred	if	answer	to	any	of	the	following	question	is	in	affirmative:	

a) Can	malafides	be	inferred	or	presumed	from	the	actions	of	any	of	the	concerned	
officials?	

b) Could	 any	 of	 the	 officials	 be	 said	 to	 have	 engaged	 in	 a	 misconduct	 or	
misdemeanor?	

c) Was	the	conduct	of	any	of	the	officials	reflective	of	lack	of	integrity?	
d) Did	the	official(s)	act	in	excess	of	their	delegated	powers/	jurisdiction	and	failed	

to	report	the	same	to	the	competent	authority?	
e) Did	 they	 or	 any	 of	 them	 show	 any	 gross	 or	 willful	 neglect	 of	 their	 official	

functions?	
f) Is	there	any	material	to	indicate	that	any	of	them	acted	recklessly?	
g) Has	the	impugned	decision	caused	any	undue	loss	to	the	organization?	
h) Has	any	person/	party	or	a	set	of	persons/	parties	either	within	the	organization	

or	outside	it,	been	caused	/derived	any	undue	benefits?	
i) Have	 the	 norms	 or	 systems	 and	procedures	 of	 the	 organization	 been	 flagrantly	

violated?	



	

In	addition	to	the	above,	following	lapses/	irregularities	in	the	banking,	operations	could	
also	be	considered	for	such	action:	

i) Irregularities	in	opening	of	accounts	leading	to	creation	of	fictitious	accounts:	
ii) Recurrent	 instances	 of	 sanction	 of	 overdrawals	 in	 excess	 of	 discretionary	

powers/	sanctioned	limits	without	reporting.	
iii) Frequent	instances	of	accommodation	granted	to	a	party	against	norms.	For	e.g.,	

purchase	of	 bills	when	bills	 had	 earlier	 been	 returned	unpaid,	 affording	 credits	
against	 uncleared	 effects	 in	 the	 absence	 of	 limits	 and	 allowing	 overdrawals,	
though	the	conduct	of	accounts	are	far	from	satisfactory.	

	

Investigation	of	frauds	should	be	completed	within	a	stipulated	period	from	the	date	of	
reference	so	that	necessary	follow	up	/	corrective	action	can	be	initiated	and	completed	
in	a	time	bound	manner.	
	
Inordinate	delay	in	completion	of	departmental	enquiry	and	action	not	only	failed	to	
send	a	clear	and	strong	message	to	the	errant	staff	but	also	demoralized	honest	staff	who	
because	of	the	case	being	treated	as	composite	one,	came	within	the	purview	of	
investigation.	Hence,	Investigation/	Departmental	action	has	to	be	concluded	within	a	
time	frame	not	beyond	six	months.	
	

7.8.4.			Reporting	to	the	Board	

As	per	recent	NABARD	guidelines,	Bank	should	ensure	that	all	frauds	of			Rs.	1	lakh	and	
above	are	reported	to	their	Board	promptly	on	their	detection.	
	
Such	reports	should,	among	other	things,	include	the	modus	operandi	and	officials/staff	
responsible	 and	 consider/	 initiation	 of	 appropriate	 action	 against	 the	 officials/	 staff	
responsible	for	the	fraud.	
	
	
7.8.5.		Quarterly	Review	of	Frauds	
	
Information	 relating	 to	 frauds	 for	 the	 quarters	 ending	 June,	 September	 and	December	
may	be	placed	before	the	Board	of	Directors	during	the	month	following	the	quarter	to	
which	it	pertains.	
	
These	 should	 be	 accompanied	 by	 supplementary	 material	 analyzing	 statistical	
information	and	details	of	each	fraud	so	that	the	Board	would	have	adequate	material	to	
contribute	effectively	in	regard	to	the	punitive	or	preventive	aspects	of	frauds.	
	
7.8.6.		Annual	Review	of	Frauds	
	
Bank	should	conduct	an	annual‐review	of	the	frauds	and	place	a	note	before	the	Board	of	
Directors	for	information.	The	reviews	for	the	year	ending	March	may	be	placed	before	
the	Board	by	the	end	of	June	of	the	following	year.	



	

7.8.7.		Guidelines	for	reporting	of	frauds	to	Police		
	

Banks	 should	 follow	 the	 following	 guidelines	 for	 reporting	 of	 frauds	 such	 as	
unauthorized	 credit	 facilities	 extended	 by	 the	 bank	 for	 illegal	 gratification,	 negligence	
and	cash	shortages,	cheating,	forgery,	etc,	to	the	State	Police	authorities:	

a) In	 dealing	 with	 cases	 of	 fraud/	 embezzlement,	 banks	 should	 not	 merely	 be	
motivated	by	the	necessity	of	recovering	expeditiously	the	amount	involved,	but	
should	 also	 be	motivated	 by	 public	 interest	 and	 the	 need	 for	 ensuring	 that	 the	
guilty	persons	do	not	go	unpunished.	
	

b) Therefore,	as	a	general	rule,	the	following	cases	should	invariably	be	referred	to	
the	State	Police:	
	

1. Cases	of	fraud	involving	an	amount	of	Rs.	1	lakh	and	above,	committed	by	
outsiders	on	their	own	and/	or	with	the	connivance	of	bank	staff/officers.	

2. Cases	 of	 fraud	 committed	 by	 bank	 employees,	 when	 it	 involves	 banks’	
funds	exceeding	Rs.	10,000/‐.	
	

7.8.8.		Lodging	of	Police	Complaint	
	

i)	In	case	of	frauds	committed	by	outsiders	or	ND	Agents	or	Jewel	appraiser,	the	regular	
Branch	Manager	 shall	 have	 to	 lodge	 Police	 Complaint	 at	 the	 concerned	 Police	 Station,	
without	 causing	 any	 undue	 delay.	 However,	 before	 lodging	 Police	 Complaint,	 the	
Manager	has	to	satisfy	himself	that	there	is	substantial	evidence/proof	in	support	of	his	
complaint.	The	draft	of	the	Police	Complaint	needs	to	be	got	approved	by	the	Head	Office.	
The	opinion	of	panel	Advocate	of	Bank	may	be	sought,	wherever	required	before	lodging	
Complaint	with	Police.	

ii)	 In	 case	of	 frauds	where	 involvement	of	 staff	members	 is	prima‐facie	 suspected,	 the	
concerned	 Regional/Divisional	 Manager	 should	 take	 appropriate	 decision	 regarding	
against	whom	to	 lodge	Police	complaint.	 If	Branch	Manager	 is	prima	facie	suspected	in	
the	fraud	case,	he	should	not	be	permitted	to	lodge	Police	Complaint	in	respect	of	such	
fraud	case.			Before	lodging	complaint	with	Police	on	frauds	involving	Bank	Officials,	the	
draft	of	the	complaint	needs	to	be	got	approved	by	HO,	Vigilance	Cell.	

iii)	The	records/documents	as	required	by	the	Police	Authorities	in	connection	with	the	
complaint	 lodged	 are	 to	 be	 handed	 over	 to	 them	 by	 the	 Branch	 against	 their	 written	
acknowledgement,	 under	 intimation	 to	 concerned	 RO	 and	 HO,	 Vigilance	 Cell.	 The	
Branches	 need	not	 seek	 specific	 permission	 for	 the	 same	 from	 respective	RO/HO.	The	
acknowledgement	 obtained	 from	 the	 concerned	 Police	 Authorities	 along	 with	 Xerox	
copies	 of	 documents/records	 handed	 over	 to	 the	 Police	 are	 to	 be	 kept	 under	 safe	
custody.	



iv)	The	Copy	of	the	Police	Complaint	along	with	Copy	of	FIR	lodged	with	Police	shall	be	
forwarded	to	concerned	Regional/Divisional	office	and	HO,	Vigilance	Cell.	

v)	 If	 the	 Police	 Authorities	 are	 reluctant	 to	 accept	 the	 complaint	 for	 non‐specified	
reasons,	 in	 such	 cases	 branches	 shall	 send	 the	 complaint	 by	 Registered	 Post	
Acknowledgement	due	and	keep	such	acknowledgement	received	in	the	concerned	fraud	
file.	The	branch	shall	pursue		the	matter	with	the	police	authorities	thereafter.	

	

7.8.9.		Monitoring	of	Complaint	lodged	with	the	Police.	

The	 Complaints	 lodged	 with	 Police	 are	 to	 be	 monitored/followed	 up	 by	 the	
Branches/Regional	Offices	at	regular	intervals	till	their	final	disposal.	The	Branches	have	
to	report	the	status	of	the	cases	lodged	with	the	Police	as	on	the	last	day	of	every	quarter	
to	 their	 respective	Regional	Offices	 and	HO,	 Vigilance	Cell	 as	 per	 the	 proforma	 shown	
hereunder.	

Sl	
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The	Branches	have	 to	obtain	 from	Police	 the	copy	of	Final	 Investigation	report/Charge	
Sheet	 filed	 with	 the	 Court	 by	 Police	 or	 Non‐traceable	 certificate	 (Form‐C)	 issued	 by	
Police	and	forward	the	copy	of	the	same	to	concerned	Regional	Office	under	copy	to	HO,	
Vigilance	Cell.	

As	the	Regional	Offices	are	the	focal	points	for	dealing	with	the	fraud	cases,	the	branches	
are	 required	 to	 correspond	 and	 seek	 guidance	 /instructions	 from	 them,	 wherever	
necessary.	

	

7.8.10.			Complaint	with	CBI:	

The	 Central	 Vigilance	Commission	New	Delhi	 vide	 their	OM	No.	 003:VGL:1	 (PL)	 dated	
8.9.2004	had	informed	that	Commission	in	consultation	with	the	Reserve	Bank	of	India,	
have	raised	the	existing	limit	of	Rs.	25.00	lakhs	to	Rs.	1.00	Crore	for	referring	bank	fraud	
cases	to	the	CBI.		Any	compliant	with	CBI	has	to	be	lodged	only	with	prior	permission	of	
HO.	 	 Wherever	 necessary,	 the	 Cooperative	 Banks	 may	 approach	 the	 State	 Vigilance	
Department	 for	 initiating	 appropriate	 action	 through	 the	 Registrar	 of	 Cooperative	
Societies	of	the	State	concerned.	



7.8.11.			Filing	of	Civil	Suit	towards	recovery	of	Fraud	amount	:	

	

(i)				Whenever	an	employee	of	the	bank	indulges	in	depriving	the	bank	of	any	amounts	
by	abusing	his	official	position	as	such,	the	bank	may	proceed	against	him	criminally	by	
lodging	 a	 complaint,	 also	 by	 proceeding	 against	 him	 by	 issuing	 a	 charge	 sheet	 and	 by	
holding	 a	 domestic	 enquiry.	 The	 criminal	 complaint	 lodged	 by	 the	 Bank	 even	 when	
results	in	to	a	charge	and	trial	before	the	Criminal	Court,	the	end	result	does	not	ensure	
benefit	to	the	Bank,	since	at	the	most	the	charged	employee	will	be	punished.	Recovery	
of	amounts	in	such	proceedings	is	not	possible	normally.	

(ii)	 	 	 The	pendency	 of	 the	 criminal	 case	 or	 departmental	 enquiry	 does	 not	 extend	 the	
period	of	limitation	under	the	Limitation	Act	1963,for	filing	a	suit	against	the	concerned	
employee	and	to	recover	the	amounts.	However,	under	Section	17	of	the	Limitation	Act	
1963,	in	the	case	of	fraud	or	mistake,	the	period	of	limitation	shall	not	run	until	the	bank	
has	discovered	the	fraud	or	the	mistake	or	could	with	reasonable	diligence,	discover	the	
same.	 	 The	 very	 Section	 under	 proviso	makes	 exception	 for	 recovery	 of	 any	 property	
purchased	for	valuable	consideration	by	a	party,	who	 is	not	a	party	to	the	fraud	or	did	
not	have	any	reason	 to	believe	 that	 fraud	has	been	committed.	Under	Section	17(2)	of	
the	Limitation	Act	1963,	in	certain	cases,	extension	of	limitation	is	available,	provided	an	
application	is	made	within	one	year	from	the	date	of	detection	of	fraud	etc.	

	

(iii)		 	Whenever	the	bank	is	deprived	of	any	amount	on	account	of	the	fraud	committed	
by	its	employee,	normally	in	many	cases	the	act	is	with	reference	some	bank	account.	In	
such	 cases,	 the	 account	 holder	may	 also	 be	 a	 party	 to	 such	 fraud.	 In	many	 cases,	 the	
account	holders	may	not	even	have	knowledge	of	such	fraud.	In	such	event,	any	benefit	
of	the	fraud	is	received	by	any	constituent	of	the	bank	or	any	amount	 is	credited	to	an	
account	by	mistake	and	the	account	holder	takes	the	benefit	of	such	entry,	the	bank	can	
prefer	a	suit	against	 the	account	holder	and	recover	such	amounts.	The	Bank	may	also	
include	 its	 own	 employee	 if	 involved	 in	 connection	with	 any	 deliberate	wrong	 entries	
effected	by	way	of	fraud	in	such	suit	along	with	the	Account	Holder.	

7.8.12.			Reimbursement	of	fraud	amount		
The	claims	for	reimbursement	of	the	amount	involved	in	the	fraud	cases	received	from	
the	aggrieved	clients	 should	be	given	due	attention.	 	The	Government	has	desired	 that	
once	a	prima	facie	forgery	has	been	established	and	the	Bank	is	convinced	that	the	claim	
made	by	the	aggrieved	client	is	genuine,	immediate	steps	shall	be	taken	to	reimburse	the	
amount	 to	 the	 affected	 party	 promptly,	 against	 indemnity	 and	 such	 cases	 should	 be	
settled	within	a	maximum	of	4	months'	time	from	the	date	of	the	complaint	of	the	party.	

The	loss	if	any,	sustained	by	the	Bank	on	account	of	settlement	of	the	claim	shall	be	got	
recovered	 with	 expedition	 from	 the	 parties	 concerned,	 including	 the	 erring	 officials	
where	it	becomes	necessary.	



	

7.8.13.			ACCOUNTABILITY	

(i)			 	Indifference,	negligence,	erring,	casual	and	willfully	conspired	negligence	to	follow	
established	 norms	 and	 procedures	 amongst	 staff	 at	 lower	 levels	 and	 more	 so	 at	
supervisory	levels	has	resulted	in	serious	lapses	in	various	banking	matters.	

(ii)			As	an	explicit	policy,	the	conduct	and	role	of	official	below	and	the	official	above	the	
dealing	officials	 should	be	 closely	examined	 for	 contributory	 failure	or	 the	violation	of	
the	laid	down	system.	The	responsibility	and	lapses	should	be	examined	without	waiting	
for	 the	 actual	 financial	 accountability	 to	 crystallize.	 It	 has	 to	 be	 ensured	 that	 the	
accountability	of	 the	controllers	 in	discharging	 their	assigned	task	of	control	 functions,	
are	also	simultaneously	completed.	

(iii)	 	 	 As	per	 Jilani	 committee	 recommendations,	 banks	 should	have	 a	 system	of	 fixing	
accountability	 of	 inspectors/	 auditors	 for	 their	 failure	 to	 detect	 and	 report	 serious	
irregularities.	If	omissions	on	the	part	of	Inspectors	are	grave	enough	and	irregularities	
are	 very	 apparent,	 non‐reporting	 of	 the	 same	 by	 them	 will	 be	 viewed	 seriously	 and	
suitable	action	shall	be	initiated.	But	such	invoking	dereliction	of	duty	shall	not	dampen	
the	morale	of	 the	 inspector/	auditors	and	 it	will	be	exercised	mainly	 in	 cases	of	 grave	
mistakes/suspected	collusion	with	operating	staff.			

7.8.14.			REVIEW	AND	CLOSURE	OF	FRAUD	FILES		

Every	 Fraud	 case	 file	 should	 be	 closely	 monitored	 to	 complete	 all	 types	 of	 required	
action	to	get	 the	case	 file	closed	at	 the	earliest.	Following	action	need	 to	be	completed	
before	closing	any	fraud	case	file:	

a) All	efforts	for	recovery	of	the	loss	has	to	be	exhausted.	
b) Police/CBI	with	regard	to	investigation	has	to	be	completed	and	final	report	from	

them	obtained.	
c) Staff	accountability	for	lapse/involvement	in	the	case	has	to	be	concluded.	
d) Strengthening	of	system	where	fraud	is	observed	because	of	system	failure.	
e) Insurance	claim,	wherever	applicable,	has	been	settled.	
f) Bank	should	also	pursue	vigorously	with	the	Police/	Court	for	final	disposal	of	the	

pending	cases	especially	where	the	banks	have	completed	staff	side	action.	
	

8.		A	16	steps	Fraud	Prevention	Plan	is	given	in	Annexure‐XV.	

	

	

	

	



	

Chapter		8		‐			Audit	committee	and	Internal	Control	

8.1.		Introduction	
	
8.1.1.				In	order	to	ensure	and	enhance	the	quality	and	effectiveness	of	internal	audit	/	
inspection	as	a	management	tool,	it	is	considered	necessary	that	an	independent	Audit	
Committee	should	be	set	up	at	the	Board	level	for	overseeing	and	providing	direction	to	
the	internal	audit/inspection	machinery	/	Statutory	(external)	Auditors	and	other	
executives	of	SCBs/DCCBs.	
	
8.1.1.2.			The	primary	purpose	of	the	Audit	Committee	is	to	assist	the	Board	of	Directors	
in	fulfilling	its	oversight	responsibilities	by	reviewing	the	financial	reports	and	other	
financial	information	provided	by	the	bank	to	any	statutory	body	or	the	public	the	bank's	
systems	of	internal	controls	regarding	funds,	accounting,	monitoring	quality	assurance	
of	corporate	governance,	and	maintaining	effective	corporate	control,	legal	compliance,	
ethics	that	management	and	the	Board	have	established	and,	the	bank's	auditing,	
accounting	and	financial	reporting	processes.	
	
8.1.1.3.				The	Audit	Committee	must	be	given	direct,	unfettered,	independent	access	to	
management,	internal	audit,	and	statutory	auditors.	The	Audit	Committee	needs	to	
communicate	in	confidence	with	these	three	groups	independently	of	each	other.	
	
8.1.1.4.			The	Audit	Committee	should,	therefore	:	
	
•	Serve	as	an	effective	and	objective	mechanism	to	monitor	the	bank's	financial	reporting	
process	and	internal	control	system.	
•	Ensure	coordination,	review	and	appraise	the	audit	efforts	of	the	bank's	
external/departmental	auditors	and	internal	audit	department.	
•	Review	and	approve	the	compliances	furnished	by	the	bank	in	respect	of	audit	reports	
and	inspection	reports	issued	by	NABARD/	bank's	Internal	Inspection	Department.	
•	Provide	an	open	channel	of	communication	among	the	external/	departmental	
auditors,	senior	management,	the	internal	audit	department,	and	the	Board	of	Directors.	
	
8.1.1.5.				The	Audit	Committee	process	provides	a	framework	for	coordinating	the	
activities	of,	and	information	provided	by,	the	participants	in	the	financial	reporting	
process	that	support	the	Audit	Committee's	understanding,	and	monitoring	of	the	"key	
risks	and	controls"	related	to	the	bank's	financial	reporting	process.	A	strong	Audit	
Committee	process	allows	a	bank	including	its	shareholders,	to	benefit	from	the	
collective	insight	and	experience	of	each	member	of	the	committee.	
	
	
8.1.1.6.			Detailed	guidelines	on	setting	up	of	the	Audit	Committee	of	Board	in	SCBs	and	
DCCBs	 have	 been	 issued	 by	 NABARD.	 The	 guidelines	 cover	 the	 intended	 purpose	 of	
setting	 up	 of	 the	 Audit	 Committee,	 its	 composition,	 regularity	 of	 meetings,	 basic	
principles	governing	the	functioning	of	the	Committee	and	its	responsibilities	and	duties.	



(NABARD	 guidelines	 vide	 its	 circular	NB.DoS.Cir.No.190.DoS/22/2003‐04	 dated	 19	
August	2003	may	be	seen	at	Annexure	XVI).		

8.1.1.7.					NABARD	has	since	issued	revised	these	guidelines	on	the	functions	of	the	audit	
committee	and	the	agenda	it	should	deal	with.		This	revised	guidelines	are	contained	in	
NABARD	circular	No.	NB.DOS.HO.POL/3361/J‐1/2011‐12	dated	24	November	2011	
(Please	see	Annexure	XVII).	

8.1.1.8.	 	 	 	 	A	properly	 functioning	Audit	Committee	 is	an	 important	measure	 in	raising	
the	 standards	 of	 corporate	 governance.	 It	 should	 be	 a	 formally	 constituted	 sub‐
committee	of	the	full	board	with	documented	terms	of	reference	covering	membership,	
functions	 and	 authority.	 Membership	 should	 be	 from	 independent	 elected	 directors	
having	basic	knowledge	of	accounting	and	auditing.	If	there	is	a	qualified	accountant	(CA	
or	 ICWA)	 among	 the	 elected	 directors	 or	 if	 one	 co‐opted	 professional	 director	 is	 a	
qualified	 accountant,	 such	member	 should	 be	 nominated	 on	 the	 Audit	 Committee.	 An	
effectively	 functioning	Audit	Committee	 can	confirm	significant	benefits	 like	 creating	a	
climate	of	discipline	and	control	thereby	reducing	 the	opportunities	 for	 fraud,	 improve	
the	 quality	 of	 financial	 reporting	 and	 increase	 public	 confidence	 in	 the	 credibility	 of	
financial	 statements	 issued	 by	 the	 banks	 and	 help	 the	 finance	 manager,	 internal	
controller	and	external	auditor	to	voice	their	concern	on	specific	issues.		

8.1.1.9.	 	 	 The	 Audit	 Committee	 meetings	 should	 be	 held	 every	 quarter.	 The	 finance	
manager,	head	of	the	internal	controls	/	audit	department	and,	if	necessary,	the	external	
auditors	 can	be	 invited	 to	attend	 the	meetings	of	 the	 committee.	The	 committee	 could	
hold	 separate	 meetings	 with	 the	 external	 auditor,	 without	 the	members	 of	 the	 board	
being	present,	to	discuss	issues	of	concern	pointed	out	by	the	external	auditors.		

8.1.1.10.				The	Audit	Committee	should	have	clearly	defined	authority	to	investigate	any	
aspects	which	come	within	its	terms	of	reference,	should	have	the	resources	to	
undertake	such	investigations	and	have	the	authority	to	access	relevant	information.	The	
committee	should	be	empowered	to	seek	outside	professional	advice	and	call	such	
experts	to	attend	its	meetings.		

8.1.1.11.			Constitution,	terms	of	reference	and	activities	of	the	Audit	Committee	should	
be	disclosed	in	the	annual	report	and	the	chairman	of	the	committee	should	be	present	
during	 the	 AGM	 to	 answer	 questions	 regarding	 its	 work	 during	 the	 year.	 	 The	
constitution	 and	 the	 expected	 role	 on	 governance	 practices	 of	 the	 Audit	 Committee	 is	
presented	in	the	following	diagram.		
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8.2.				Duties	of	the	Audit	Committee	
8.2.1.	 	 	 	 Specific	 duties	 of	 the	 Audit	 Committee	would	 consist	 of	 an	 oversight	 of	 both	
internal	 control	 and	 external	 audit	 functions.	 Following	would	 be	 its	 broad	 functional	
responsibilities:		

A.			The	Audit	Committee’s	role	in	overseeing	the	internal	audit	process:	

o Approving	appointment	and	dismissal	of	the	Head	of	Internal	Audit.	

o Review	the	constitution	and	functioning	of	internal	controls	system	including	
internal	audit,	internal	inspection	etc.,	so	as	to	ensure	that	the	internal	audit	
function	is	adequately	resourced	and	has	appropriate	standing	within	the	
organization;		

o Reviewing	activities,	organisational	structure,	and	qualifications	of	the	Internal	
Audit.	

 Reviewing	and	approving	the	Internal	Audit	charter	and	Internal	Audit	work	plan	
on	a	periodic	 basis.	 	 	 Have	 regular	meetings	with	 the	 internal	 controls	 team	 to	
review	 their	 findings	 relating	 to	 the	 implementation	 of	 policies,	 banking	
operations,	branch	inspection	reports	and	compliance	thereof	from	the	concerned	
operating	units.	Entrust	special	investigations	to	Internal	Audit	teams,	if	required.		
Raise	unresolved	issues	of	concern	with	the	full	board;		

o Examine	 criteria	 for	 selection	 and	 appointment	 of	 external	 auditors	 and	 make	
suitable	recommendations	to	the	Board;		

o Discuss	 with	 external	 auditors	 regarding	 the	 nature	 and	 scope	 of	 audit	 before	
commencement	 and	 advise	 them	 about	 any	 specific	 aspects	 to	 be	 probed	
seriously;		

o Review	 financial	 statements	 before	 they	 are	 submitted	 for	 board	 approval	
emphasizing	the	following:	

B.		The	Audit	Committee’s	role	in	financial	reporting	are:	

o Recommending	external	auditors	to	the	Board	of	Directors;	

o Overseeing	external	audit	coverage	including	engagement	letters,	fees,	timing,	
reviewing	audit	performance,	non‐audit	services,	auditors’	independence,	etc.;	

o Analysis	of	significant	issues	and	changes	in	accounting	and	financial	reporting	
standards	 to	understand	 their	 impact	 on	the	 financial	 statements,;	 ensuring	
compliance	with	accounting	standards	;	

o Ensuring	compliance	with	legal	and	regulatory	requirements;		

o Reviewing	accounting	policy	and	policy	decisions	based	mainly	on	reviews	and	
analyses	made	by	external	and	internal	auditors;	

o Reviewing	the	financial	statements	including	interim	and	annual	financial	
statements,	auditors’	opinions	and	management	letters;	

o Reviewing	the	integrity	of	the	organisation’s	financial	reporting,	processes	
(internal	and	external,	in	consultation	with	the	independent	auditors);	
Significant	findings	from	external	audit;		



o External	auditor’s	letter	to	the	board	and	board’s	response	particularly	focusing	
on	the	qualifying	remarks,	if	any,	of	the	Auditor.		

o Considering	the	independent	auditors’	judgments	about	common	accounting	
principles;	

o Discussing	with	management	and	independent	auditors	all	findings	that	
independent	auditors	would	include	in	their	report,	including	internal	control	
recommendations;	

o Consulting	with	the	independent	auditors		about	internal	controls	and	the	
fullness	and	accuracy	of	the	organisation’s	financial	statements;	

o Reviewing	any	significant	disagreement	among	management	and	the	
independent	auditors	or	the	Internal	Audit	in	connection	with	the	preparation	
of	the	financial	statement.	

	

C.			Role	of	the	Audit	Committee’s	in	corporate	governance:	

o Reviewing	internal	audit	reports	on	corporate	policy	relating	to	compliance	
with	law	and	regulations,	ethical	code,	conflict	of	interests,	investigations	
of	misconduct	and	frauds,	review	of	legal	matters	having	impact	on	the	bank;	

o Reviewing	current/pending	litigation	or	regulatory	proceedings	with	bearing	
on	corporate	governance;	

o Reviewing	significant	cases	of	employee	conflict	of	interests,	misconduct,	
or	fraud;	

o Establishing	regular	and	separate	systems	of	reporting	to	the	Committee	
by	management,	independent	auditors	and	the	Internal	Audit;	

o Reviewing	any	significant	difficulties	encountered	during	the	course	of	the	
audit,	including	any	restrictions	on	the	scope	of	work	or	access	to	required	
information;	and	

D.		Role	of	the	Audit	Committee	in	key	financial	and	operational	risk	areas	and	
systems	of	internal	controls:	

o Evaluating	the	effectiveness	of	internal	control	and	risk	management				‐	nature	
and	extent	of	risks	acceptable	for	the	business	and	how	these	key	risks	are	
identified,	evaluated	and	managed.	

o Reviewing	and	assessing	management	efforts	to	establish	an	adequate	internal	
control	environment;	

o Reviewing	contingency	plans	and	procedures;	

o Ensuring	implementation	of	internal	audit		and	independent	auditors’	
recommendations	by	management;	

8.2.2.	 	 	 In	 some	 systems,	 the	 Audit	 Committee	 has	 been	 made	 a	 statutory	 and	 most	
important	 body	 of	 supervision	 and	 control	 by	members.	 It	 is	 not	 subordinated	 to	 the	
Board,	and	reports	directly	to	the	General	Body.		

8.2.3.				The	Audit	Committee	shall		–	



	 (i)	 	 be	 entitled	 to	 call	 to	 its	 meetings	 any	 of	 the	 senior	 managers	 or	 internal	
auditor,	request	access	to	any	necessary	data	or	records	and	order	any	investigation	to	
be	performed;	

	 (ii)	 review	and	confirm	 the	 internal	 audit	 charter	and	 the	audit	plan,	personnel	
and	material	resources	required	to	implement	the	audit	plan;	

	 (iii)	receive	the	activity	reports	and	summary	of	the	significant	internal	auditor’s	
individual	recommendations	and	management’s	plans	for	their	implementation.	

	 (iv)	 	The	work	plan	of	the	external	auditor	shall	be	subject	 to	audit	committee’s	
approval	and	the	audit	report	and	management	letter	shall	be	presented	and	discussed	
with	the	audit	committee.	

	 (v)	 	 review	and	 take	responsibility	 for	prompt	action	 to	ensure	 the	appropriate	
functioning	of	the	internal	control	system;	

	 (vi)	 	 that	 the	 financial	 information	 provided	 to	 the	 management	 and	 external	
users	is	reliable	and	accurate;	and	

	 (vii)	 that	internal	controls	and	management	performances	correspond	with	the	
institution’s	needs	

	

8.3.			Responsibilities	and	Authority		
	
8.3.1.		The	Committee’s	responsibility	is	one	of	oversight.		
	
8.3.2.		The	Committee	shall	have	the	resources	and	appropriate	authority	to	discharge	
assigned	duties	and	responsibilities,	including	to	recommend	to	the	Board	the	selection,	
retention,	termination,	and	approval	of	fees	and	other	retention	terms	of	special	or	
independent	counsel,	or	other	experts.		
	

8.4.			Financial	Reporting	and	Review	Functions	
	
(i)		To	meet	with	external	auditors,	Management,	the	Chief	Internal	Auditor,	
Head	of	Risk	Management	and	Planning	Division	and	such	other	personnel	as	
appropriate,	and	discuss	such	relevant	matters	as	necessary.	
	
(ii)	To	pre‐approve	all	audit,	audit‐related	and	other	permitted	services,	as	necessary,	to	
be	provided	by	external	auditors;	monitor	and	evaluate	external	auditors'	qualifications,	
performance	and	independence;		
	
In	conducting	such	evaluations,	the	Committee	shall:	
	
(i)		at	least	annually,	obtain	and	review	a	report	by	external	auditors	
describing	their	internal	quality	control	procedures;	any	material	



issues	raised	by	their	most	recent	internal	quality	control	review	or	by	any	inquiry	or	
investigation	by	governmental	or	professional	authorities,	in	the	preceding	five	years,	all	
relationships	between	the	external	auditors	and	the	Bank;	
	
(ii)		discuss	with	external	auditors	any	disclosed	relationships	or	services	that	may	
impact	on	their	objectivity	or	independence;	
	
(iii)	review	and	evaluate	the	qualifications,	performance	and	independence	of	external	
auditors’	lead	and	concurring	review	partners;	

(iv)			.	Approve	the	Bank’s	operational	risk	management	policy/	approach	and	review	
Internal	Audit	Activity’s	assessment	of	the	Bank’s	operational	risk	management	
framework	and	execution	of	same.		

(v)	To	review	and	discuss	with	Management	and	external	auditors	and,	if	appropriate,	
the	Bank’s	internal	auditors,	the	following:	

‐	whether	any	significant	deficiencies	and	material	weaknesses	exist	in	the	design	or	
operation	of	internal	controls	over	financial	reporting	which	are	reasonably	likely	to	
adversely	affect	the	Bank's	ability	to	record,	process,	summarise	and	report	financial	
information;	
	
‐	any	fraud	that	has	occurred,	whether	or	not	material,	that	involves	
Management	or	other	employees	who	have	a	significant	role	in	the	Bank's	internal	
control	over	financial	reporting;	
	
‐	major	issues	regarding	accounting	principles	and	financial	statement	presentations,	
including	any	significant	changes	in	the	bank's	selection	or	application	of	accounting	
principles,	and	major	issues	as	to	the	adequacy	of	the	bank's	internal	controls	and	any	
special	audit	steps	adopted	in	light	of	
material	internal	control	deficiencies;	
	
‐	analyses	prepared	by	Management	and/or	external	auditors	setting	forth	significant	
financial	reporting	issues	and	judgments	made	in	connection	with	the	preparation	of	the	
financial	statements;	
	
‐	to	evaluate	the	effect	of	regulatory	and	accounting	initiatives,	as	well	as	off	balance	
sheet	structures	and	contingencies,	on	the	financial	statements	of	the	Bank.	

8.5.				Compliance	and	Operational	Risk	Oversight	Responsibilities		

	 a.	Obtain	reports	from	senior	management,	the	Chief	Compliance	Officer,	the	
Bank’s	Internal	and	the	external	auditors	that	the	bank	is	in	conformity	with	applicable	
legal	requirements	and	review	the	bank’s	Code	of	Conduct	and	follow‐up	regarding	
instances	of	non‐compliance.	



	 b.	Obtain	reports	from	senior	management	and	the	Chief	Compliance	Officer	
regarding	the	policies,	procedures,	controls	and	risks	related	to	the	bank’s	procurement	
activities	and	vendor	management.	

	 c.	Establish	procedures	for	receipt,	retention	and	treatment	of	complaints	
received	by	the	bank	regarding	accounting,	internal	accounting	controls	or	auditing	
matters,	and	the	confidential,	anonymous	submission	by	employees	of	concerns	
regarding	questionable	accounting	or	auditing	matters.	

	 d.	Discuss	with	the	Bank’s	General	Counsel	legal	matters	that	may	have	a	material	
impact	on	the	financial	statements	or	the	Bank’s	compliance	with	applicable	laws	and	its	
own	policies.	

	 e.		Obtain	reports	from	management	and	the	General	Auditor	on	the	effectiveness	
of	internal	controls	over	compliance,	credit,	operational	and	other	risks.	

	

8.6.				Other	Oversight	Functions	
	
(i)	Review	corporate	policies	relating	to	compliance	with	laws	and	regulations,	ethics,	
conflict	of	interests	and	the	investigation	of	misconduct	and	fraud.	
(ii)	Review	current/pending	litigation	or	regulatory	proceedings	bearing	on	
corporate	governance	in	which	the	bank	is	a	party.	
(iii)	Review	the	procedures	for	the	receipt,	retention	and	treatment	of	
complaints	received	by	the	bank	regarding	accounting,	internal	controls	
or	auditing	matters.	
(iv)	To	discuss	with	Management	periodically	Management's	assessment	of	
the	bank's	market,	credit,	liquidity,	operational	and	other	financial	risks	and	the	policies,	
systems	and	processes	for	managing	such	risks.	
	

8.7.			Items	to	address	at	Audit	Committee	Meetings	
	
The	Audit	Committee	meetings	should	be	scheduled	to	address	the	following	concerns,	
and	the	items	on	the	agenda	should,	when	appropriate,	include	those	matters	detailed	as	
follows:	
	
	
1.	Statutory	Audit	Matters	
	
(a)	Engagement	letter;	also	ensure	that	all	amendments	or	additions	in	terms	of	the	
engagement	have	been	agreed	in	writing;	
(b)	Audit	scope	and	coverage,	including	levels	of	materiality;	
(c)	Audit	fee	or	any	changes	thereto;	
(d)	Coordination	of	internal/external	audits;	
(e)	Rotation	of	audit	locations	or	functions;	
(f)	Number	of	external	audit	personnel	and	allocation	of	responsibilities;	



(g)	Special	emphasis	areas,	including	reviews	of	information	systems;	
(h)	Specialised	services	to	be	rendered	by	external	auditors;	
(i)	Timing	of	fieldwork;	
(j)	Deadlines	and	expected	date	of	completion;	

Anticipated	audit	problems;	
(l)	Recent	changes	in	policies	and	practices;	and	
(m)	Any	reported	material	weaknesses	in	internal	control.	
	
2.	Internal	Control	and	Audit	
(a)	Internal	audit	plan,	scope	and	objectives;	
(b)	Internal	audit	resource	requirements;	
(c)	Training	facilities	for	internal	auditors;	and	
(d)	Any	reported	significant	control	deficiencies.	
	
3.	Interim	Reports	
(a)	Audit	status;	
(b)	Internal	control	problems;	
(c)	Accounting	disclosure	issues;	
(d)	Accounting	policy	changes;	
(e)	Actions	required	before	year‐end;	and	
(f)	Possible	audit	opinion	qualifications,	
	
4.	Review	of	External	Audit	
(a)	Audit	findings,	recommendations	and	opinion	qualifications;	and	
(b)	Management’s	response	to	the	external	auditors’	recommendations	and	opinion	
qualifications.	
	
5.	Annual	Financial	Statements	
(a)	Results	of	operations.	
(b)	Prior	period	adjustments.	
(c)	Adequacy	of	disclosures	and	explanations	of	accounting	policies;	and	
(d)	External	Auditors’	Report.	
	
6.	Risk	Management	
(a)	Review	the	adequacy	of	the	Bank’s	risk	management	policies;	
	(b)	Review	financial	risk	disclosures	in	the	Bank’s	financial	statements;	and	
(c)	Review	the	adequacy	of	the	Risk	Management	in	the	Bank	and	evaluate	all	key	risks	
facing	the	Bank.	
	

8.8.			Limitation	of	Audit	and	Operational	Risk	Committee’s	Role	
While	the	Audit	and	Risk	Committee	has	the	responsibilities	and	powers	set	forth,	it	is	
not	the	duty	of	the	Audit	and	Risk	Committee	to	plan	or	conduct	audits	or	to	determine	
that	the	Bank’s	financial	statements	and	disclosures	are	complete	and	accurate	and	are	
in	accordance	with	generally	accepted	accounting	principles	and	applicable	rules	and	
regulations.	These	are	the	responsibilities	of	management	and	the	external	auditor.	

	


